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6jjjjjua AjlIj LjLajJjiil jj_«l 


(jp. 


jj!ulSI (jLalLuj (_jJ .ilLi. % 

i j j-*-*- 1 dllil 0L0jJUll j ^ ji-c- <td£" (_j l-i£-Lwo UL>- 

jJl !J ( 4jwlji-| j <ulSvJl (_£ jl^a ^s- <3 -'-sj 

Jjjj aj^ Vl oLI jjJI jI-Ic-I 3 lijLi .<u^l>-j <3ol£>- 3 j_*J 

3 0L0 ^-IaII VI AC- J-A-^- ^yj\ .4_ib3>til Ol^-i-l Jya Jj-C- 3 L^Lc- 

cli-lll Ajc<jL>- oUj^> il (3 A>-jJ 3^ 2j> “ • 4-0oLw^Li-l 

■^jy>- Ajc«L>- ( jA l_9jJLII Ao alj^S'jJI J j^O-^J^-lll jCJ £ L_SjJLil Aojr 4 £-« 3 j-*_*-*j 

cJI-^- 3 ^3^ Aw2-*2j£ oIjI^ol 3-^ (J^ 2 ^ -a^jj^VI sJj>tiil oLV 31 3 ^ 

J^al 3 4«/?•»/7>clil <U^!aJ! oUJjil ^jA JjJjJI aJ .^jLill BjIjIj oLojl*^ 
ol ^jA Ijjj-C- ^aIjj <. ajjL/23VI 3 4^c-oVLi« a!j £ oL«^I aII 


.oU^I aII cJl^" 3 a~_>j jjJI 


°bj^' 


^jLLx^II Jdil JUC. ^jjj.Vlg a m J % 

L_Sj-jJl A_J^0 J4jC«l>- ^1VI ^—wuLi-l ^ 

0^-c4<La a^u^ 3 j*^^ 3^11 a^ j* ^°i^3 i 3 j*^i 

a_*_^L>- ^ja 3jVI l-^j-^iJI aJ ^0 oUjLdl jyal isIj^iS"j jcj c 2Jj>tiil oI jV 3^ 

Jj^j oL« 3 -^ I a«jlaj ^a IjJx- j!jI jJj ^ L/ 2 jI 0 ^-c^Lo ^j^>- 





ij iii i a i'Jt-Li CiLajJjtll Jys! 
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6 oUj j-Lxil olSwlJ! *-Ujj oLj^^J l (Jl^ (3 d-olSj i (Jbj o 750 

.PMI ^-gJLo olc-J^Juil 3j|jl 4«j>c_^JLa 3 J^-^J 

*<m~) l ^ I ^ 'y /0 -i «-J^U C -id-Lljs I 4_X»£ C—^ l ^_l_*-l« ! 

I^j-Lo Ul>- olS* j-JlII \^Js- jl jI jJLs IJjfc Jl 5iL^I .olS" j-JlII j A^^Ssi-l 

J* Lg-^w? 4-C- jJJLo ^o( J* 4^3Jp~) ^Usd (J1j£ 3 4■>/? ^>do 4 $*j-Jl) LoLff- 

.iJUM j aJ jjJI JiUM ^ jJlc^ 3 jEL* ^ .(ERP oLidl jjlj^ -laJai^J 

^ JJlP L5 i^ J-*J • J 3 *JJ^*' oU;Vl J>Ji^ 4 J Ui* 

4_oojjjfc (jJJJS'j olc'jjJLi! oLo^-IaI! ( j^>\ 3 oljl^tJI 


Z ^^2S>lZ .Jl dJj^J ^lc- ^4 (JL/2J Vl ^SsJTj 

dr. mohammad. alkahtani@gmail. com 







i oV j _id 1 jt i (J1_II is j _ vj 1_1_c — is j _*Jlj i_jl 

(/ J ' j'-ki-Vl y* -(«-& j^-dzJ' ^ih ‘ dr 4 ^^jLdtj 

^ 2 S>^Zj 3*0 4.5 IJ ! £_9 Ij J (wibli J . 0 LvcO V I LfJ 3JC0 

L *?4 L5 _^li! ^-45 . 3 jl_^ji-t 4JU2J3 3^3-^ t 4 *J».C- ^JL lJ illlA SjLgjJl (3 

^s_^JI 3_*o l)L^ <- L^-Ujj oL« 13J.Ai.t3 Jill 3JI J **5 

II (J! j->- VI ^ I^aq 3 — *^34 ^ ^ V c 3 j L*w*J I 0 V 4 5 . 5 I l -5 L-JLiS" ! 

£_^0 4 ._)I Vl 4 <J*l_!j 4 jl_ Zj I—O3 _JLg.,0 4 _J l_J 3I 4 J^._^Ss-0 ^J._d 5 ^J*-Lo 

V dUJJ J 45 I ^_jl L_sl_JUlS” I 4^>_v2j J_9 4j V Lo. aL-<*j I c3Lk> £L*J| J 4 C*o 

L _5 ^ ^ li - ^ 3J 2 -*-? (3 l) V 1 O! ^5 J.AJ V I (J li \ 3 I 4 *o 3 _Ia 1 1 J-£j 1 j j 3 ygtl I ^A^lo 

Loj 4 oLwuLi-lj oVLs^Vl oVl^- 3 ^jLvJ ^o V1 6 J. a Lax j 
oLj^_ l_xlIj oVl y?~*yt oISL_J j ^_l^- 5 JoLo^Ixl! j*j>c_>- <oL>j 3*0 <J*Uj 3^ 
J. j-c- a j-uj Ij jcJ La! ! l_£^o Lu 3^"^ ^ !3-^ VI -A->- I VI I Loj . o L^» li-1 3 I 

jJ 3 J . SJjji-t oLj.^xJt 3*0 1 OL 4 j jc-Lw^o j_A 4 3 J»j J_>- oLiaj o!J.^>cJL*j! 

•>' ^J-C- <wol>» 4 ^*sJju OLwwO^J 1)3^3 * L^.JCOJ 

4 4 .^olS IJ J 4 _LoI£* JjIj 0L0 3-lxi! 3*0 1 [ A/S >• I ^l-^ 3 4 ^A*v^l 3^ 0} 

J 4 ^ 033 . 5 ^VI Jajl_<* 4 »^Jl ^oJj>t^_^J, 4 la^ ^*7 3 5jLjj jl j \ 4jJLw0 

3>j C-J3 ,j ^ I ^c"^' ^ 3-^-i I 31 4 Lj j 3^^ i ^3'^* ^ ^ L°3^*^ I 13 (j 1 ^ 5 I j U^>- VI 
oL^ 13-^0 4 3_c- j Jail! l _5 3-v2j 4 4 .^**^ 4i jjfc JI3 Vj jl a 5 

• ^ 1*0 lJ^->- ! 33 -^^ ^ 3 *03 « lS>j£ ^^ 3 -wiaJ I^J i*\*0 3 ^ 4 L> j*ww0 1^0 
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6 jjm U-4 4Jt-b ljL4jJL»XI 


4 ._a 1 x^ I < ■> l-^SsJ I \p l—^S* . I Jj-C' ^ «A-«»XJ 1 3 J) +/P > 

t I ^^JaJ! l ^.J^p I^l! 4.>_c^ <* 

Jl c3jJal, c_jLx5o! d)Li 4^>-^lil I *1 jcJa»3 

i_^_vaJt ^ oUjA^il ^»l jUai-L ^jJl J-$—!' 

Lkjljl ul. a£j 4 jcj 4 olWLx^Vt 3 >-Ij LgiLx^lj jUai»-Vl 

.i^-p ji j j-*j 

^_JI»Lw« J^SwJlo 4. 4—^i.jk V 1 4_jlp J ^0 0 U 3 J-Lil J^ol J-« ot 

3*-^ j j« 3 -^ji-l_v 2 ^ 4 4 _Jjj^. 5 sJVl JajL^jjJI £-« ^j\-L«L_ 3 cd! oLp- 

^._^J.j ol—«^A>l! ol (Jl-^- (3 ^j) la «13 J^Lio 0^5 i 4 l^-C-1 

3 ^^~>- Vi 0 VI 3 M 3 3 t '-^^ >c -'^^ 4 lg) 1 134 j.ji^i>3 3^3o 

^kjC—^a Lc-I j_& ^^ 2 .j dM jh!j .oVl^ >% ^3 ^3 Ji,5w 

oL^jLsT Ij._o ^^jda-xj (J^->- 3 4 i^oLw^oVl iij>J.l ^y° 

jC-Lc- -liL la <jJJi (j - 4 £^3 j! jc-l-C' 3 ^^ ‘^■■^'^ ^ 4 Sij-^^ 5 

3 ^-Jio ! j.j& l-L^j 4 ^_«-xi( j-+*Sj 4 _^ 5 »aiJ! jc-1 ^ jjt oUj^ i.*il i^p jj 

^ i £~j oL_v?l3 (j** ^ Cj^° ^ w ^ s - a "^° jj lg"j J-^i-lj 3j—laJ! ^j—^ y^^r 

.4jIj.j L^jIS LsJ.^- ^.«*/p J oVLs^Vl 

S JJliJI 4_J y^z. '■_^ liSsJ I I J_& ci^Lsl? 3 3 ^ 0 ^ ^>-jl L«lx>» 

6 (_^3]| L-SJ-^I 4 s^j>- 3 *^ 


y **S I «»L^^ 

4_J«iJ Ij ^.IaJJ J^jJ^xJI-LX- <jJ-lll 4JJ-Lo 

4 jJ> 4 »o^xJl 4 ^ 13.1 4 ^p\jj]\ 








£IJJMJU* 4JlLj LjL4jJL*l,! 


3 V1 JjlJb ol—c-U 3 } c_^1&jJI 3 <^3- 4jL>c_^Ij (Jlyg>4>-l^-l 

.^>•1 OISLj <3 (3 3 < Cj 3 .j-kj (JL^I ajuI^o 4iS3 Jj £ LtllJ! 

4_3 Vl 4 _ 3 j 3 ^"“^ ^ 01 4 Jb 3 -£'^ c O^JLwcJI 4 lSsJj>- 3 ^"^ 3 

Lo ^^>*_^JI 3j-^-v2JI l*JJS { j£* ^ j-c^Li-l (Jl^- 3 Cftygya^dt (Jl~o *i>-li 4 4_yg^>- 
4^3w\j>^Lw^ W 3 ° '^L>dJ (1)1 (1)J) ,ygyg:>3j 4J (1>^5 4 4jUL)J 6jj-ygJ ,43^- Loj 4J 

1—4_j I 4 J 3 ~b-S" 1^ £ 4_^^^x»3^ I J I 3^—flJ I (^j I.S" £• I ^ ai £ 4 J1-4-^ 1 131 i^^S* 

-L^: V ^j-« ^-i-^" ^^-3 J-Uaj LS~^ ^ £ b-3S" (_5“^ c ° jr^*-~w*-> <_£ JJl ^^J! ^Lwj 

.t^^li-l ^1 Jj>cJLociI Jw^ V ( y* (_ 3 ^ (j-^ Vjb J-ik^J £ 4 jllSsJlj ds-I 3JI 

L^J L5 J! jLlai^Vl 4_jU .liLjLft (jl ojjJj>- ^ 0 —gjl 

4_^^iSsil ol_«3-*l^ 3^ (3^3“^ ^LLJjj (1 j ^-oclj^-! 3 j_gj>-l 3 533*1^ oL«3*1^ 

: *3^ ^ > <3jj 3^ 

3 33 ) 3 ** l 3 ^ £ 3 j 3 3^ d) 3 ^ 3*11 ^_ 3 2>3 3 ^ ^i ( 1 ) 

4.sjij-US' j^i d)L 5 s>i 3 3 *^^ 33 ^3-Vi J^*3^ 33 ^-j 4 

03 (jjjjjj £3-oj^- d)iSs-« j ^yjj>- l3^* L ^ a ' a ^~\ Jj^j ci /* 3j 

.03 ? ^”J 4_iJLo I Jjfc 3j l d Jjfc AjLj-i-l ol^-l^>-J (3(1/° 3 3 3 15 ■^b 1 o^ 1 

1 j)a +/ 3 A d)^_sij v (jL^Vi ^J-c-i 3 ^^-^li-i 3 ^3^ 3^ ssjiji ui 

3 »/gjQ ol3j—^-SUl Jaj ^_j L 5 ^J! 4_iSljr J-j 4 4JISU BjjLJti 

. j->-l a3 d)l Oj^ oLj 33l 554 3 2 -*-^ 

4 ol ^w«L? jl jjy-^2J oVi 31 ^1^^* jU! 3^ ^3^ 3^3' 

.iJ-& 3 >w^ila)o V oLwuLL- 1 3 33 c -^ 31s3^ ^ vwj ci^ 

: L-siiygi 4 j^l 3} 3^^; <33 3*113 c3 l3^ ( 3 ) 









Zjj^jjua tUt-Li LjLajJLjiil 


3 jW^"' i_5^ (3-^! V ^ i£~> 

0 jL^_>- ij-yQ ^ U ‘wJai-l jcJaC'j jljj > ^ALc* l* 2 _! IS" aJ^- ^JA-I 

^-^jlSsJ . 3 4_5^>tl! ol—«jLdt 4_3^) ^>A 

3 *-^ -LJLc- 0 ^-^j 0 ^ * V~Os .(Jl—^sJJ I^^_>4 fj^-^ 1 ' 0 ^-j aji^OO 

4 BJ-j^Ij ^Swij Jaj 01 io j^p a^>c_^Loj <uuLL?j c_jj-^U*- jL^>- iwitj*« 

^_jl 4 _^v_ou^_C ^jO^l_*Ai £_^j>- l^wL>t^_^o ioj—0 7 4j>e_ ujLoj 3wLj>-Ij 4_*j112j ^—AlSO j 

3 & OrA-" J-j>-l i^_xS0j 3 4j>c_*^ll! ^1 ooUai! ^O 3 ^ Oi ^ 4 

.4_^0j 3 ^O 3 0^ (0^^ ck 4 ^Ajj-^ L5^ (0^ ^A&)l 

wL_^_>- LA 0 jL>- J_JLLs $ J_*j i—JJ-^U-I ^A O^SLlw« 4 JUj 

4ojp>*—uj aJl^oj O - '* O^Ai^J—> j^L^JI 0 ^ -<^—wj L^lA iJliA 0 ^ -L 

^1 oLo 0 ^Sj-^o j <. bL^s 0 yk^3 c ^»UI olj olS*j-OJI ^Jl 

c_Jj-ooli-l 3j r _^_>-l o^i3 ‘^Oji- 4_5j^Jaj j-kLSSJ oL^ji^S jl jc-Jlj_^- liOjfc Olj i Lg-3 
^A O^—^-^A iwi_bo LjL>Aj < oL< jAjc« L^-3 L* 

^iJ jjj-OJI 0 A_& IjI c 0—5jibVl aS0_Oj L_c 4>L>- 0j) J-JI O-Lll^l 

Iojr-s-^- V14_0-^-C' 3jj&Lt L^iOji^ ^ Cj jibVI aSsOu 0 ! ^ 

t oLiiJI ^j^2ji>-j i (JLv^-Vl 0 -*jklc<j j t OjO>- <3 *LJu Vl 

dJ— oiil oLjLwJaJ! L-^-*-« O—L>-j ^Jl SjI^J 1 l^jl L^S" < 0 L 0 ^-IaII 3 } cJ ^ 

oLoJ-i-! O - ^ £—v 2 ^ 01 ^joO .oLcwu^ilj olS"j-OJIj ^ 

jl J-jj^xJI j-^ J-t OJJ 0 S* L^iSs-Cj c oJ^SOo 3 

4_lii Oj^^O 3 1-^-0 . Cj juVl (O^A 5 (0^ -Oiol! 

l_sL$* jji 1 j^j oiOfJi 3 ^ij^li ojjos"j (ji^-pVi cJl>-j 





3 JuUk 4 4JtJb ljLjjJjlII 


d( jl a_! l)I -A-*j (l_gj 4 la„7jil oLj_3i!!j £ cb->jioVI ^d/° 

^-3s Vl L-& < (^-*-«l^J1 ^\ Vl ^3 *■!£ a_J V IJl^L) aSwiJ! 

IjJt L«l O—>jibVI 4SwJo aIs-J^ il b~i£- SjLj ^ Ji^jb 

aSn- _Jy ^ _II 4 _jj1j>cJl1I j*-£>^ 4_jjU>tllI ol_a^JaxJI b J_C- 0bL_jJ 4 _j bj) yglili 

4_Sli_<vi,l 1 g3 1 C £ (J^J-JI 4_j>-^ J) 0.^)1 l-A & ^c-C'-L-J 1 sT^ .Cb >jlbVl 

Wi j'-^ Ls^t j jij-. Ls: £ 4 ■> 1 4_«o^^n^“ I <« \s «1 £ 4j b^f) x ■> ) I 

£ j! j-sVl 3 yj-t ^ *3 l-i—*j_Slji-lj c ^LiM d/ug-l LaSl (3 (JL^Vl 

(Jj) ^/?>cJJ 4_j^JJall oL«4_ioo £ j^. jD! ^3^X3 £ oL^-y^ll 3 ^-^ 

k_~A-L> fj i oljlji-l j\X ^>I ^J>4' ifb' 2jb3 JC- j\y~ Jte. 
lb11 —l o 11 1 i^a b_>b__^o 4 _a^n_c L-^S* £ ^3-^* (^J^f)>cJJ 

. laJab 43 j 3^> ! J-Aj L VI aSwIo UaJajLg_>- jlS* 
3 4_^1 j>- £ (e-commerce) i-JjjsS3Vl Sjl^JJ aJL-^j j C3*w?l aSLjJI d)l US* 
^3l_UJ y ^^ **,*j 3^ ^ ^ ^ I —JjjJ! 

c^-sJI L^jI 4«oj^SsJVI 2jL^>ti!l ys Lo ^_a 3 3 Ov 

olS* j_Jj 33 4_^JLuJJ 4_^ j& JU^Vl 3 >-jj £ 43 1 3*^3 

lA' aJj-U! 3 • 3'j 

3"f • oL^wy3*3 J-3-1I I^J-^ SjJ O—^3 0—5jibV1 Jlj!3j 

^JaiLwwj _ (jLxii 3 ^ — ( 33 ^ o^—-v->V 1 ^ .(jjjjs' ji 3 *^^ 

olj^_>ejA-! J_^J £ oljL_^JI jf^LJj £ olj* laII olS*j_3ij £ jL*—^>14_Jjlio 

.43$S^J jl ^3° t aSwIi ^|jj>tlcylj 

0 L 0 J ><JJ Ij j o )IS" d)lj ^ : ^jj J >- jb £ ^ cx» cb >y >VI d)l Vl 





Cijjmju* 4Jt-b ljLsjJL*!,! 


4 jjjJLl! ^ya Jr?*-* 3^ ^Jl O^L^xJIj 

4»j_axj! a} ^*l! j\ jZj VI Il>.^Lu cl)o! Vl o! 

^sLjlIIj V aLwu ^Sl1^3 o! d^>juVl ^jjiaj ^-^SsjT L« 

L-j ^j_SvjT JjL.j .IjolJJLbca ^l2^lbb 0-0 ^!^>-!^ 4 IajLjj! 4—jL-^aJ1 

^j_<V-3 .JJj_JL!! oXjb 4JL^V-C4)^0 JI 4 4j j-^3\ 4_>Laj£- L^l Jj>cI_oo! J_^jJI 4—>J J I 0 

Intrusion ) 3'j-^>-V! cJ ^ 4 _Uaj!j 4 (Firewalls) 4 _>UJ~I olj-L^- O-JS clLli 

.l&j (Detection Systems 

4 4-J^—owLi-l oLoJ—>- A 4_uL£" 4_JljUlj ^.j! oJ-C-L^vlj 

4 4_«*uLsjA-l JjU^J lj A-w2J>c_JL]! oLo ioj^Ul AjLi-^“l ^34 Cbojib VI ^Swbj 
£■ I^ * ■‘J 4 0 Lws«»si I «.4 (.J 1 4 3'J_ui V I 4 J^_jLU J 4 J llSsJ I 1 jjfc L) 

_j 4 ibedl ^jl J,! ^jl2 so jj c- 4 ->l xSnJ 1 o~ \_5nJbj 4 /j_Ssj jcJ ^! 4 v«jSo»- o >l£" 

4 oJybVl aSw*i» j!j-*i>Vl L^JL*o ^Jl (3^^I i oUjj-IaI! 

ol *W 4^LlSsJ! ^ J-JL ^C_J 4 OLo^JjOO 4<vla>l L^wic- Loj 4 C_J^«wfc>li-l CjIJjooj 

.JJ£ ji^-l V j JjT J-w 2 Jb Ojb !-La .4^bdl oUlSi^Vl AjLj-i-l 









Oj-Lu-t-A AjlLi LjbsjJjiil I 


o' ci-L>lSbL ob i o' l j-&- >j_L*J' 2 jLo (_j clloV 

Uj..^O_a *2 jLo l.=>-j_o 4 -b http://www.hostuffwork.com JJU L*5 y> 

^ ^ ' O' l—~ j . 5/ C . -C _a ^ ^ ^ ~ ../? ^ 4 ^/ ' La ^ **1 jJ Lj 

^j—a •> 0 _£- (_J I clU d_; ^J. ygX5 1 C i j!> V i 4.Sd_0 ^j-C- l_£j^.Jj l_gj lj>sOOa 

ckA O-^ Ji Olaj£J-' ^4/' OSj .^L>jJl 

CUJ.S" lilj 4 4.Ss^_Jl!I L-Jt5L^J J_ju£ 4 ^Lo 4 jjJJ ojt^U . c*J j^jVI iSwit 

0 Jb 4 £jiJ.I ajl_>j V| Ls.i 4jlJU£ JjJ.^v.j ^1 4.>-L^ 

•jjJ' *jW Ji ji 

1 _a oUjJi-l ^Ljj (JjJ* ^l_3l! oi lJ-3-H 

35*j aJ! ^L_:£ ^ l < 5-^0 ^- 0 L_p l gjLa SjLiL_^Vl ^L-Sj-*-« o 4 o >VI 

.Lj^JL 4 ^il^Jj-I ^JJI ^*U! 31 ^>JI Cf°~) <3 4 

CajjojVI diobb JL^jVI cijia [2] 

4 Ja_>-j jLfr>» ^1 Jj>tX_c*jlj <jl L«i JajjJI^ IJla .(1) JSLiJI 

<_3J I 56) \ 4l£- j^uj ^J, ■>/?) Ja-A.9 l I <c5\J l ajl IS" (J L/2j VI 1 \ I I 

^Jj>cJI^J ^lJ! (DSL) ^IJ_j>c^Aj Ol '^ s> £ J < W2 ^j 

oLJLJI J aj l 5 _1p BjJ aJI 1 kJJL p (DSL Modem) L5 ^—3 __>• Sj—$>-1 

jJa>» ^ (^—oi^)i 3 4_v2.j o^-^3 52 3i 64 ^j-bj ^—’) oLc* 

^J\ L <Jjjb! 4 ^ 3 jj^-1 IxlS* 3^ ^ Lg^ogj ^ 




Oj III i a 4JtL> jj^i 



•lu Ju V' 4.1**11 JL-oj^U Ji^ia 


.CJJUaJ^M c3:(l)J^JJl 

Ja_J j_j oISv-wJj <jJ—LlC Lo LJl^ L^jU * olS'jJLlI L«l 

D j_& 4_llal . "o J-AJ 4£-j-~o J-^Jo <w?l> JL/ 2 jI J 2 j)la>- JjJ^C 

^ ( <Uolxi! 3 4 */2*j i )2 ) 4£- j^uj ^Jajo (E1) ^-<-3 L« Ji? jbi-\ 

< (2) (3 Ui* 3 ^ ■'/ 3 -> o^-3° 34,4) 313 ^(e3)j 

. d*JI *OwIo djjJj 1^_Lv2j (_£-iJl JjJ^C 3 -v=2Jo Ajo^vJI -L?3^^“^ o Jjfcj 




















iyuuua 4itJb LjLa^Jbill 



. E3 j El Ja>- ol«J-Sj Sp- j** ijaj ijjLLo : (2) 

dlLo^Lt-allj A1 Ll1a]| [3] 

J_ > i i_Sjl_ xaj Cj^L^ _w»Jj oUj _i- O_jjliVij i_>j_uli -1 3 _>ol 1 _«3j 

L_jLSjjl t j-SUil t j-a jl.,3 3 .SJjJjs- bl*jl 4 _CjJM ^»J(p- Uapl .Xib S-bJ^s- oUtilg.^g^j 

4_,U-lj (j—«Vl 31 L^J C^-spIj £ J-JU ^>P j-iiji jl ‘ 45^ jt 4_C^>- 

i_>L$3- ^_iSsj V _^3 •^ a _3 J '^_ol_*-3^y>- 3_* ^^ 

y^J\ jJU (5-jJi (Cybercrime) ^IL ./&> j-^j -y? j-*al!t t j-« o3jl*i1 
4_«^SLi-1 Ol ^J j—3_ ^J J—Sj .O_'jjb Vl i_>j_mb£-l i_«, ‘sjjj 

(Cyberspace) jJUli J'_sM 4_>Li3- ^>2003 y)j^ j cJ5ll?l 
























3 Juu. 4 4JtJb 


j . ( ^ ^National Strategy to Secure Cyberspace) 1—^j—aJ! 


A_>- 


-l)I ^l3il I-Lk ^^JlJj LsTj . Jj^UI lwL^>- 

jA s-Ljlol A-OA_SdLJj oUjJjtil AjJil) A^jl?^Jl Aiai-I 

oLiJUtil ooliuJJ a_v? 1>- ^-Lsiol c oU dy 3 *^ 

/ ^oUjlxil dy 3 ^ 

^JLc- ^ 1—ur-^' ^j 1^-^-1 (Jl^—^1 ^c-^SUl ^£jUiJ! s-Uac-Vj 

z a-JIxJ 1 *iJLJL^-! ^/2 _v2j 2JI (3jLdl 


i Jj-uj j 4^1999 ^L_p J (CD Universe) aSL^ jj <^Li> 3 jl>-\ * 

ljfcj-L-3 A_jJ i i_*_11? j £ A$j_jJ! ^Ljj ^j/5> ■£- (1)1_<w1 A_sliaj 300.000 oL«^_ ** 

aJ_& (j_J£■ oLojlail ^1—5 £_9jJI ^j_J £- A?^JzJl oISvJj lij . 100.000 

i^o^L)Vl aSwIi ^J_C- oliUaJl 


(1)1 (Daewoo Securities) a Sj —j. c*—*LixS*I ^ 2002 jyj ^j.Ja^i-1 J * 

£ A_o^ jU ^_C- Sjj) yg> C**-*-o wLS ^zJl ^c-^x»Vl IjV^-^ O 2 1 .V AZZ^J) L« 

(4), 


l-^S c_J^- ca»1^-1 A^wli 


d)l J_xj (jJJjj 


http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf (1) 

.J&1424 f u 4 j J 

MC : j _oJ j Shon Harris : i_i_Jl_ ~> (All- in-one CISSP Certification) : i_>i_ xfT (3) 

.Graw Hill 

.jjLJi £~rj ii (4) 





Oj-Lu-t-A AjlIj Ljbsjljiil I 


oU jAjw ^>Llaj o'jjsi-'j ^2003 3 ois"jjJt t—jjls j>i ^»is * 

. 4 S*aJLoI jS^tLo i Aj^oj v._ ■'a'oj.J i Oj^-2' AOl^) ^jij i aS* jJlJ' 

jij^SsJVi j_)^Jij aJL^jj 4i_>-i ^2004 ^»Lc- Jj'j' 3 ^ 

i£jJx> j (eBay’s PayPal) j a__^^jL" o'j'j Vl _ >-\ 4 w2J>e_d idJj>dJl 4 gj>- 

^.O 1^—19 31A_»0«A^* l ^ *9 ^wdflj 13 1 0«J4 L - ^ 1 **J ^ ***■£ 

£- Vj>-& 4JLoca oUjlxC JadL^- (jJJJ-j ^^SsJj 4 C2o jdVl 0^* ol>^dit 

A_jLLo O-L^; (1)1 L_B^2J>e_dJl J^j>cdil (^_lia aJL_c<j^J1 lLUj Jj . jddlt 
Llaj J ^.„Japl AjLLo J>-4 d3^il 4—id^lU ^_£jjJ AjLw*>- Vl J ^w 2 J>cdJl 

Jl Ja_ijJ! <dJ >i 4j1 >Lo d-oJ >d! Jajlj_Jl ^-Lc* jd!Lo ^li Li, j .(Link) 

J~*ISU! L^_do iwa^dil aJLLo J>oli c (eBay’s PayPal) £_i4 _do £_i 

4Joj>& ^ <jJdJ I J 4o L-^o>- ^c- 5^9 4 ^^ 4_X9 Llaj ^_94 _o Ldo VI AJ3 Uaj 

<Lo>c ^!l s-LiaP (_£ i^J^i ^ £-9^11 lLUj (1)1 A_&JL^-!^ .^L|.. 

4 Owo2j £jl o2j »1j dl ^__9 ^ll I s*^ j !! L^oJi^d uj! 4 Ol a ji-*-« jcoJ all 

l_sLJLV didJ! jLx_dL j>l_i <JJJjJ 4»sd llj .^SL^i! ctUi <^L^o>- ^ jVj^1200 
Vl 4._C'lj 4 (jiii -U^- J.3 ^Vl (1)1 ^j-WJ 4 A^ILj.XjVI A3lla^j 

^.JI d->ljLs-vJI aS*^_ d A_i^lS ^^._dl J.-XJ aJI^j aJ ^-L>- L) I 

VI 30,000 <2 jdi LLa A^lJa ^aS" ^dJ I L^.3 ^^dj 

( 3|_C' A^_v2J>c.dJl Aol^i ^-L*-'* IlLLJjI A^ii? Jo lLUj k^siiaj jci AjI 


./http://www.crime-research.org/news/17.12.2004/852 (1) 
./http://www.crime-research.org/articles/806 (2) 





3j < <M 4 AJlJL LjLajJLall 


(^y $I ClAjjfLa [4] 

LJl^ jy&jJI ^J\ jjLjj Lo d)U c_jjcj! j>-j t 0 L 0 ^-L*l^ 0^ a-^-IS* J-^ 

oLoj-Lxil Ajj^j ^Lc- tLii-l ( 1)1 AjlJLA- 1 j $ 1 ^JU L )1 L)^ oLoj-Lco ‘wjUlS* jjfc 

(l)j^-9 l) j)./?./? >&ill Lol $ j^oVl ^>- ^j—« Ij_j>-!j LoU>- 01 jJ—*-> V 

oLj ij&l <5j_&J $ Vl SJj>-lj Aj>-jJ L 5 ^ Aj*}\j oUjSLc oLoC_J^ a/l^l 

J3* twJli-l iJu *j :(Data Confidentiality) j—Uil 4 j j . ■ «*> (I) 

l 1 .Ajj_^Jl j\ 4_o*jLw^L| oLo^-L* l^ ^ j -*£• ioj^UI ^oIjjJI 

a_Llo! < oLoj-Lxil ^yi\ ^j£- c-oJ.i-1 jjlp ^oLwJl Jl jjLi> ^y* 5 L L-iL^I Lj-f 

lo 2 S"jJL! ^Jlll (. 3^ilj i 4»w2J>c-jJl oLo^ 4 *^ * L^Jj^j l*<JaLo j-Lxil 

.aj^SwoJI oLoi^JLaII^j i aI'^LpI Jy 

ljJLai I J ^.1_>- 1_1 U^LJ*- :(Data Integrity) Ol_ajA*il 4 -o*>Lo (O) 

jlj£l Ljk Lo i ^LojLdl Ajj^j ^Lc- 01 Ljk LlJju V AjU ( aJLL*0I 

J.J0 .VwJJall I J._^J 2^iS” iiiol ii Ijjfc j . ^wJcJI ^j-o oUi^i»*it aj L^jL- i^j^Lll 1 j.i1 1 

£ LfcJlJ *jlL 1 ol-dJaj I^oJ.JL> jy? J^jii! o-Lo-cam fj \Lo A.^^ 
i^^_xill j^-o L_^.ijL«->- ^y-*- 5 jdl^_ 2 JI dj _& ^j-ol oJ->dj Lojj^ LoU Lx^->- 

t 4io V Jj ^'^>»i o-L<5_c*jI j( o-L<5-ca»VI ^y^xj Lo ^ 

o Jj^pdl! ^-L-« U^' -J .A-JLxll A^.^JU >J a- L^.^V .^0 

.Jbj 1000000 ji JLj 100 

l) 1 :(Availability) ijj—^>U-1 ^jljilj OUjI^il ^1 Jj^^Jl OLw? (—?-) 

oLo j-Lxil <3 j_& j^L) i l-jj V j j* 1 410 *^-^^ 0 L 0 j-L^il ^^Lc* tLii -1 

L )1 jl (L_^JJ J ^11 a_jSs_£ V ^^L-WVl a_! ^ 3 —^ 3— 0 oL-S* lil a_^3 oIj j-z-^ 





3 j-UU -4 4 JlLj LjL^jJbiXl 


Ol-* Oj-^>-l-$ll l^-Jl (J^-v^3^ 

4_*J>-1^« j| L^._^v-fij oLoijJ-all L_SJ-J>- Jjl— *ji ^Jl a J_A 4 oL« ijJ-aII 31 (J^31 ^y° 

.J^v-xJ! ^j£- l^J-Oj 1$*$ oUjIa i! dj£ L ^JI 
4_ijj^jj^]yi dlLa^gJl (jjuJ Ajjj^jJal! ^j^aljxJl [5] 

4_o^^SsJV l ol—J u 0 ^ 3jJ»j 01 L--wJ-c- d-o-3-l (3 JL*V 1 3 ?^ 

olSwjJlj iuj-wuli-l 4 o.la)Vl jl oL«^I aI! 3-^ SjLoo jl — 4 oLj^IaII 4<v.la>l 

t 4 j^Lj 4 J — LaJ^oj oLq^-LaI! 1^3 

4_x9-b lo iJllA 01 JbV lo ol«^-L ao ^Uaj jc->-L^j Jya 0} J(l) 

3 4-*£*^Ji ^j_A ^|j_]| J_9^ 4 (Jill ^-L^ JJ) ■ya^‘1 ^_a ^asIjJI Oj-^l -k_A9 .OJJ 3J 

^_A 4 J^jLj^J! ^)wLS ^xS"Lj 3 3^ 3 £ 4-9J-^L^-l 1 4_^3-l I 

4 <vla)l 4 _«j>-L^o 3 0^j^3l J_>-l lo 4$”JJO .4_^lxil olS" j-JLII OV (JUl 

£_d, £ 4 «J^SsJLaII 4S0-0JI ^_Lc- 4 JJ 2 AJ j I 4 _^jLl« 4 S"jJL! ^U! ^3 3*1 31 oloj-l^i! 
olol 3 ^-^l^ll 4_^c*^ ^As|j-J! 0^-£l UL>4 j .45wL^l^J,! ^3 3* (J3*^^ 

3 ^LjLS £_S3* 6l> l cS 4^_c*jLwj ^3^1j-C-V ^->-1^11 JC^-L^J jJ^ 4 <UJLa)I 4j 3 jJ 

ji 4 xpI ^ a ois* ^^__>c_^J! * 3 ^ ^ a ^iij ji 01 _o ^J 13 t f2003 _ a 27 

.31 j-a3J ^-Svjj^oV l jJ-aJI L^ll ^ 5 !j-aSI i^oL>«JJ 2jL>cJl« c-olS* Sli 01 

C) JJ-^P Jjb l—^o I^LS” £-2 jil 01 ^13a ^j£> 

3 L-^ L^_c*j — 3 JJ 4_j^i-l 1^-£0 t dLjlao L« (cJLaII 3 ^ 

jc—wvji3! j^Ljj> 3 L«l -La^^L cl ISoj^oI 01 31 ^j^l (3 — (3 )J^-jiJ! 


0 j^-aJI 3 Symantics : 4 ^j-i Irvin Rankin : LaJ as- ^Jl Hacking Exposed : Sjjj (1) 

.^i?ijjJi 4jowUr ^2004 13 - 9 





Oj III i a 4JtL> LjLa^JLjtll jj^ii 


•cr*Pi Ji 14^” £*ji' esO^' 



y j^ugl! <L£> yu «.Ltfl £4 y> tj j^> C-ilS” jjjl fljjwfiJl :(3)J>^4' 


ij-"' 0-^ tiP'-^ tip ( 4 -^'-P' <P urfe-P' i>* (V) 

I L ^jJ! ^ 4j>c_s^?l^ 4_la>-^ JJ}*^ ) tlr^ ^>*U 

< j! d->l— 0 .\_& w\ «/? 1^ -Cf^ ^*-^1 S lA-^ ^s-^I ^il CA-f (3^)^-^ 3^ 

.wUillJl L ^ j->e^Jl (3^j-*-* Ij^Lc- iw^£ IajI j^\ 

^A\a «/?* (3L^vJl Uufc (J (Vulnerability) Sj*-sJl ;Olj*s)l ^ 3 ■ ^3 (—^") 

(Configuration) 4_jl (Design) ^ ^w 2 j (j c-i_su> 5_kHj 3j_>-j 4_ j J ^jsj 

jl toL«j-L*il l—1a 3 j_£>-V l jl £ oL«j-L*il -C£-!jl £ oL^jJl 

D jj*> i. iaygll .lfJV->- oL®^ ^Jl olSwlJl J-JulJ ^®ljj jl OlJ-*-® 

w*Q 1 3 . 0 «P_J^J jj I ^ L/® jj I C-»4 I V I—»® ^C.^' l-^-l 1 ^Ji_L>wwvO ^ I I 

<.ax ygSl JpLoJ JjJj>c-J U;L ^jij UjIJ-3c®j UjISwIi ^2_>c_9 LlJ-xS LoLo 4,4.1a)\ 4jL*j^- 
^jL>- j^-® L® o->*Ij iwjL^iiSsj 1 ®jjlc- 4j| LJIp oi^ (_£jJlj .L^i-L*-« oLSj <o^ il 
^Liaj V3-® clUJ-J j ^Xjll ci-LJj (3 *»—■^ 4 la a) L® ^Lll 4-x^ */a\\ 4^ j_3JI 






djjMJU* 4JlLj ljL4jJL»XI 


£_^|yA jl i 4 y? y?>cjdl oV-d^ 3 3"*"^ °djk *»- A* +/3 ! 1 4 I 2 JU 0^ — 33"''*'^ 

ygSl 4 laa'+] ^V—£- ^IjbV o J &L>- 4*1 ygll aS"j_JL!I _~J L& J_Lc- .CU—>jibVI 3 

U_& LJlLo 3 j -23^1 oJJb cJV-*^»l (Jj^: ^AJ J\ 3 *^ ^laal 4 ^ilSdl 

^o o j ajjki^dl 4jlj_b (Software Fix)l L>tX^ cusj_^ j^S^U SSj-d j-Lya.7 

• (<v ^ ) »AJ ^ I 4 <y !s * I »o 4^ I 1 3 ^ 

4j 2_JL^5\1! t—ix y?H 4 lad? J^JeL^I ^U5->-l_^ll ^j/2—xj (J^L^ J_9 LbLL3 
OJ-J>cJ (3 ^J-JI Jjj—oj 3^—^° (-l—^J c3 J*-^~ 4-^-^*“ ^* 13 -JJ) L)l*-^ t ol—^J>c_A 

Lo olj-JeJI <3 j_A> 4_liol .4 ju vail i£*3*Jt 4 jj J_va I ^dJI 3 ^*3^ ^.c^JI ^l-Aj>tio«lj 

j_^>- 0 ^LJaj 3 ^j—^ d)i ^j—^ (- 2004 / 12/17 ^3-3 *•!—^i 3 >- 

3^3 • Cl-ojibVI 4 SwIi 3 -^ ^ JJl (Cl^S^^ uJ^SsjLo 4S"oUftlba 

£ L • ^ ^ I 4.^»\_*»*J ^ ^ l C* C»b l—I I L «. - - ^ £■ I 3 I l 

31 v^xii dj_>»Li ^J2_v2iii ^_Lc-i 3 3 ^ ^t^-i c 3 3*^ 3^^ 4 jU 

^_s 3} 2 j-uj*^\ ebj j->*i jys (cj>-L3^ o^* c-JjeLooi hi s3^1 

( 3 bJ_^; L« 3*“^ jjq ^y* ^^3^ ^j^l! ^3^-3 c ^-^di 

•(^3' 

Ll&j i 4_*jLv^il 3 od-^dsJt 3 ^ o! c»_j 2 _JLxS\j oVL^ iJLjlaj 

O^-P Vl cti-Jb 4 ^^ ^ 3 d>c_C y <*£ ^>3 aj dilp 

. 4 S"j_AJ! ^_ 5 l jjq 3^31 3^“^" t 23^)1 J 3^-3 {j ^ 0 

^_s ^-d ds (I^A-d I I I ^i • ‘i^ ^ l ^ 1_1 ^I {^3 

oj-b» iwA^xSsjj 13 '^•3. -^u Vi 23^1 l_s jjo Vi Ji^>*Vi 0j_& 3 

.31Vi 





3j iii i a £L*J_i Jyai 


^ 1 ^~* ^ [6] 

tjc. ^ <-v?^c- OI—lai" ^ ^ <vlg)Vl jt oLij4*ll ol 

.Vjl LoU JjVl Jai- 3-AJjj (<u?-jli-l 4^ji-ij <uli»ljJl 4^ji-1 : ^jcAlxii 

J^-IjJI Dj-sj^L^il (I) 

j!j-sVt dhi jl £jJ < Ji-!jJI ^y> ^w>-L^iL b> jl k_~^bil aJL*J 

4_^olJl 4_^_J| J^-4 y3~ t_3Lj 0^«_£jl ^~C- ‘ 43-k£U«ll 4^_>t_U Oj-«AUj ^jjJI 
I^jLS" J>-I-l!I o.4^_i-l (_iJJL7 ^Jl oLoJl*ll 4<vla>l 4 jLu>- Jl 

jl SS"4_^_A-I dli; c—ilS" 4 j_^j i oJlS" i 4_^>. cJ J> ^-LSI Jai-I L*j-> 

Jj_>-jJI JJ Oj-Jg ^glJI oLoJilJlj i jj-^jU-I J^_i-l j«Jlj -LsJj .4)j.> jl 4 -2aOo 

^Jl 4 _g-i-1 0_jg ^Ja-IjJI j-I_*)l l^JLOO Jj ^jlJI oLagjtJI ^jt- ^>-UI Ja4-1 elDi -Laj 

jl (*2003 ^LiC- 4_*Sj^oVl 5J_>oll ObVJl J J-A-*g ^jJjj Jj -IjASslli l_g_Jj 

FBI)) Jlj-A_oill ,jJb>o)l k_oSbo LaI^>- 1 i4>s^wo L^xLaOu ^Jl oL^ji-l Z36 

ljl_*aX>-l i_Jju Lo jl c Computer Security Institute)) i_jj_^U- 1 ^j_al -L^jw £_a SSjLia 
4 <vLil I—JUb»- Ij la>- ol g_i-l dUb J >-b j a ;j\>iJj>0_~J.I j —~jlj < (CSI) ^<s_ ujL 

oL^ji-l cLUj ( _JI oLoJaII 

ol 4_^s o^>2000 t3 o^> j , j ^1 ^—^4Jij—li s^i^j 

I_jj ^l_5 BjljJL; ol—«4 <vls)l l _J- c " c.0—o< i_5~-^ 4_a_JoxSvJ.I oLo^JI Z87 

. 4^)ljJI J>-b ^gL?t_Jwl 

: £j >Jl i "The 2003 CSI/FBI Report on Computer Crime and Security" : jl j^*j y^yu (1) 

http;//www.visionael.com/products/security audit/FBI CSI 2003.pdf 
“DoD Insider Threat Mitigation , Final Report of the Insider Threat : jlj_o>j yyj ( 2 ) 

: JJ.I j i ^2000 J_jj-il 24 j “ Integrated Process Team 

http://www.defenselink.mil/nii/org/sio/iptreport4 26dbl.doc 





Zjj^jjua tUt-Li LjLajJjiil 


\s- ^ j-^-f J t Oj-£j> l/o XXs- 2 J Lc- j liJ I 2.^/0 y^e- y 1 4.^_Ja.J 1 i 

j.J 4.„.aj.Svji-1 y 1 JjJ 1 j OIS"^JL)1 (jlj l CUj jAjVt J^a 1 _£>-jL>- Lo-ili La <Lg>- 
< ^j—a 4_a J UJ \ O l-a-JJt-jJ 1 XJjP l y la 4_«.lajl l_£.a La-X-ft 1 

^oL«JI ^lai-l .A^ji j I Xjcx* y I i_;L~>. Ijla o j.5Lj La LJlc-j 

t (CSI) i_ > j^aU-1 J^ol -A^.Jta .<wiJLSLxJI Jialj ljLa_> LJLc- cLj-A.^ 

/»o 2.7 j_a J.i>-!-AJ! ^j—a ^oLJLSl i _aJLSsJ J j._jco oli 

^ul 57 ^ ^olJLlI d_>-l ^^iji V 4 wl>di^JI 

• <1 

jJ :J jLdVl ^iJU jJ SJljJlp ^(1) 

L-* ^L_owVl o j_A < 1—^5 J—4 -xj 4_g_i-l oU^J jco 4 ,^la)l J_d? ^ 

:<2 V* 

(1)1 >A.^ (1)1 Vj ( IL*l?jJI ^J_C- oL*^ L>l ^*-lP (I) 

C^-OJ ( olJ—U ^LioVI j j>do ^oLo jcJsj 4_^j>»l^o ^jA C2>-Iaj>- Oii-I 

. I Ju2j dJI I 4j>r ^ .> 11 

^wLjLj ^ip 4 jIj jij I OLjJ (O) 

( 31 lj^->-t Ilil ^^>c_aJ 1_j jI _li»-1 j.j ^UJ! 4.^/2.jjf^- 4 j2j 11? lijfc 

(3 0^ < 4—s^.^- oIjLj I^.S I^ I ( d^-jVI 4.Ss^_d 1 

4._s ^A.l! (j V ~d£ ^ ° 10 ^ 4-^jii-1 j .^.^.jI I 4.j (j ^-&Lo I I dU j 

CU-5 i^.s> IIjsjfc ^.SUj 4 Vl ol^>tjJ! 


: ^ijll 3 < ^2001/12/15 3 “Internal Threat - Risks and Countermeasures” (1) 

http://www.sans.org/rr/papers/60/475.pdf 

.(^jLw-Jl ^)J_yfill (2) 









£ I^ULLfl 4 jlJLs LjLojJbiX) y_4l 


5 _ JJi- <— dj _ i\ J _ li- _ lajJI (Configuration) 5 j “I 

(Port) jj-^ SJaiJ j! : JJU t j jy* JjL> (Backdoors) 

. L_Sjl^d-l J (TCP/IP) (JyS”y ^y J 3 by>-yll J^Uidl (jJJj y« 
yd I oL^-l (1)1 (jJJjj L . 4_lj£_^d,l olSd-jdl { j\j J^ldJI J 3y>cjdl — ^ 

aSwJ) y_c- 4-d>-ljJI lyUyi>»« aSwCu J^ 2 jjJ Ij_>- oUyLc« l^J-d 

: ycSd_d» oL^i-l od_& y« JS" y^d d)l jy (iJJJJ as>^Jjj <. cd>ybVI 
**j A—wwJ I ^ ^ ^ ^ 1 ‘•d— v ^.^-0 ^y^>" 1^ 

ycSd_bdl yy J^v2jdlj .^y>-jUi-! ^cJL*_iJ l_&^3y 4_^d-l i^_c-y yjI oUyLxll 
J—4 -xj J>-IjJI y-« y_SU ^ ^JJ-I y* y^oUiJI y^j>-L^il y* aSL-jJ! 

oLaylxil l j^2-XJ JJLb 4 y^La 4 ^yJLs c I J_& <Ldljl jl 3yJ>ejdl 0 d_A> ^Oj (_$“^ 

y2_*j JJLb ^yJb j I 4 4_^>-jt*£-| 4Sd_Jjl Jl 4_di»-l-Ul ASdwJtdl ^-Lc* i-y^cil 4_c4»Lwvji-l 
Lo I jJl£j c 4_di*-l jJI aSs-wJiJI Jl ^jli-l a5s-wJlII y—« oL^yJJlS" 4_byL| ^«ljJI 
d)l l_Cj . cu->yb VI ASd_d» L&j j_v 2 >j oLjjy 4d jy*il4_dj>-l jJI olSd-^JI J iwi-diSvj 

JI J._C-1 l_j ^S.>~ Ji VI ^J-£- £-1 yd I (3 d I^JaJI £»dfi)Cw*..> V < _-> y-*j Id-1 oLuJ^J 

y-a lyJjLb ^U Jli 0 1 -CUJlI I J_>db ^J-A y2J>e._J> (j ^--So (1)1 oli — U51JI I jjfc 
J._s .(CD) 4._^-J.il I^_sVl y-^ jl < iJ>-ldJI 4.Ss^_c^JI Jl cuj y.jVI 

L$^>-1 3jCju jl 4 SjC^i-l 4_<j.iaj| J 2 ^ JJsjCo Ji»-l-UI y>J jcJ>-L^.il ^yAj 

^jl_d-l y-° dy^->-l—^-i I <ydJI ^^v.d-1 y J ciJJdj 4 ol yd> ^3 

. 1^.31^->- 1 (J j yd I o Loyi^l I S_4.i s.j I JI 

j* 0^l§i' (cJ) 


.oU^-dil Jj>loj yjl dl-l>Cb*j| y^Vl'dLUl yfc (TCP/IP) (J^^Jjy(l) 








4 icA n Nf 1 4-uiAi^JI 

Social Engineering 


[1] 

^jSsi ij 4 4 _Jlc- jilo (Social Engineering) 

1 4^ w*uij ^->-1 gi .1 ^Iw\j>cJL_c4)I 1 g_>l (J ^—i aj lM ol <. -> J~^ 

OU^-LaI! jl U ^1 (J ^*0 <5^JLSs-^-J ^-c4)Li-t ^oJj5nd^o 

p * ("j ) 

Od)l 4_^c-VI 4 _c4)Jjl^JI 0^-3 ^ J_9 li j . 

4 L^JL* oL«^-L aII 4jL^4>- O' C— ^ ^>e_fJI <USl3 L 5 ^ 

: <y^' J! ^ j 

l ^ ■> 1 \a*J I 4 II l-^_4 ^ ^»J I ^4 ^ I 4«c*J wC-_^-~! I ^ ) ( I ) 

. ^ ^>-Vl ‘CJL^xJI (J^^*44J^° 

V J_oolji-I ^aJS^L^o (jJJ J-$j 4 C 4 L 0 j-IaI! (J1j£ (3 eftyg^1 0 } (^) 

. 1 a* £ a I ■>• 1 4 _^i —t _^0 1 1? * ^* 


“Social Engineering: What is it, why is so little said about it and what can : 01 j_o>j JLio (1) 

: Jajl^JI ( _ s Jlc- jJijj (J. Palumbo) 1 _;ISUJ be done?”, 

http://www.sans.org/infosecFAQ/sociahsocial.htm 

oJk 0 j (I. Rankin) L*Ult “Hacking exposed” : 01j_j>j SjjJ j w» olj ^>\£- (2) 

31 ^jU 12 9^ ijiii\ j ^ij\ 



3j i ii i a £L*J_i ( j-ai 


4-jC.lxU^.yi AjjojJU^JI t_J jluAj dlLa^gJl t_ul [2] 

1 »A*^SI 1 <i.*jI ^ I* itixiL j c..4l—I I t^yu^-LJI ^y/2 xj [ 

» ^ 4 0 «J_C- ^*^ vcO ^* y^NjT 

^joi^JI AlXA-^all -I 

t IJ-A ^jjc>^0 ^Jl>-Jj^ $ 4j 4j^J!^ ^l)^^4 

-i.-^ I 4 ._j L ! ^.a L_lai^ I o L_Ss.^j jc->-1—g.i 1 J>>- J._> t I o L_(1) 

j^-Ss-c lilj .4 jL-* 2_SI jl 4 iU 2 j.ll (Jl^.^ jl 4 J.-*..*J! ^o ^jJ.SLxxil jl 4 ^.il 

j J^_11 O LaUS” ^j.-a 4_*.^j>- 4j.Ss.-C Lo £^J»- < -^ U ^ 4j li (JJj 1 J^-a ^>- 1^.11 
. 4.^-^.J J \ 4 < J j^U-l 4_JuLlo 4.jL/2_L« c3ljjl 4.J jjSj.a (j^S sj jJ ^jJ I 

C——<-s»U ol —aJ>e-A Jj— jl! 4— fljl — jJl { jf^S >-\— gl! ^y2 —*J ^wb>cJ—w^O Z C-^jL_^JI (2) 

^<y A t. j l ~>r 11 ^ __a ^ 1 I^A ^ 1 l L^r * -a 1 4 4 * C* La-*^^ 1 4 * <.a) »E^U 1 

j_S*jj: J-v 2 Jj Ji 4 *>Lia 4 j^l^iti .(Help Desk) L5 xiJI ^jJl ^cj jJl> jS"! y jjj_UL>JI 
La ^Lc- (J^ 2 ^ • 4«jjij! oLajLdl 4j^j *-iJaj^ LuLLa ^iaJ! ^a-> jJL> 

^jJI oLo^-I aII oJjts ^JSnjj-^j <-iij j -Lxjj .La j^£-j jj oLlSsfT 4 0 L 0 ^_Loq <dJj^j 

^ Ul_a jl jLjISLII ^^jj .sLldt ^-^1 j>- L5 _U oLoj^a L^U J-^4 

i « • - ... < ^ Lj-*_^^JS— l a ** <.xi^Js 4 c_>4 (S*j ^ ) i ^0 4 *~^j) ** a ^ ^ w\ */2 0 w^_ *. 0 .*.) ^ a ** 11 

. Jo~\ ^JSsJ 4 Jj)^ «*.<> 4JL^j 

j^_xS* I a 4._Aj^iaJ I <5 -A_a (j I _l^- 131 Ij_v2.aj J._s ; o 1—j LajJ I (3 ) 

wiaJ 1^ 4 s^*La«^^^1 tm*j 3! ^J! L_^.LI ^y v—? 


(S. ^JlSLU “Social Engineering Fundamentals, Part I: Hacker Tactics” :0 !jJ_ju JL1o(1) 

: JajljJl j Granger) 

http ://www.securityfocus.com/infocus/1527 





ClJJMJU* 4Jt-b LjL4jJL*l,! 


0 I O—aIj l)I 03 ol-«£-_u>- jc.^L_^.il 01 


4 jj^J .1 oL^-lS* oLjLOJ! 3 j_>- oOj-L*ll 

oL_pL^i>-! j ■s-\j-*j < lO' *1 *-^lj 4 aS*j_ 0JI ua—71jj& J_Jjj 4 a£^_0JJ 

j^Sv-C 1 * 0 i o^° ^^ ...*l ^OJ! ^ol c 0 '^ p o^^ 

w\ a.Q* l£*-^“ — ^^ ^+/2 1 ^ 1 —aJ! ^c~M) A) Lc- ^ ^ 11 ^J> +/2 ^ 1-3«C- cU(.J I 

L-slj-iVlj 4 oL_pL^x>-Vl ^\ j^j 41 &jlJL*JI 4 L« c.i. Igol 

4 ygj j_J 0 .<uc-j"'^ O^ 3 ^ L5^ oL«j-l_*i! ojjfc 01 .Lg-^s iSjUuil 

I^A l I'S «3 C—^ L-C* *^J I 0 —1—& 1 ^3 ^ 0^01 ^j\ -cy ^ Is 1 t^JF ^ ^■^■■'*■ A, 1 —I ^»O^^N»wwU 4 ^^^3 

oljl0-331 jl oL^>^xJI o-° <j 0*e—JL.jl 4jLo ^_JJajj 4 ^>-1 -^jLO^ 5 4J1j 

— ^-) l—o wl -_c* I ^ 11 ol 0 - 0 *-*/*^/^ . ^ ^**^0 1 o wl \_y^ t, ^ 1 I l ^ ? ^ 0 ^^* 

pla^ j^JjSLwOI OLi 4 pjj 0>>- ^2 aj 4 ajlJLaJ! Js-jjqj 4 0^-* 

JbS* l_sj_c> ‘wjL^S* Vlj 4 J iJjLO^j j->*l L-i-tOb*- jj^ 01 

j^-Ssjrj 4 iwJ-t Lo jcj>-L^-U ^4 Vl o^ 

wL^oil J-Z*} L^Ip J—3-LjJ-i-l oO^JOtil aXjt 3jIj£_**wVI jCJ^L-^-U 

.l-XSv-&J Obi^-*it 0 ^° “^ 0 ^ L 5 ^ J j) y?>c-iJ oLs->c^Jl 

J-S* 4^JJaIo oLjJ^Jaj j I ^_ol 3J_P Lo ^ 2 j>c_*I» ^ JbcJL^o Uj J_LP ! i (4) 

^!Jj>«jl^! ^J\ ^JLj£ U ULO 4jU 4 U>j (Hotmail)j (Yahoo) : J0« jjj 3 L^l« 

L«4w\_^£' 4_j I 4_l^s_»wi0i j —«X _j ■-Lrf^voJj *-.0 l _^0 ^ 0 ^*^ US' 

( 31 <: '^^' (J^ - "^^ O^ 3 0 J_a jjj_ll 4_<JS* iij-*-« Lo ^*jslai«M> 

(J Qru->-L^il JjLc^j 0^J • L ^-U ? Vt jjj-ll uu 5-U^ Ig-sco J-^Oco ^Jl oLLJaiJI 









£ijjmju* 4JlLj ljL4jJL»XI 


:(Persuasion) OjL*>5 —\ 

^+/2 &**.4 ‘i oJjt ^_kl !j_a 

; L^-aI SjJjcl* <*_ol >~ l^J ^lisVl &**>- l) 1 cJ^-^- 5 

fAs. j c^>-l <^lJI oL.1jjJt JjlJ :^l-i)H ij-fc» (1) 

: U J^uJ ^_/ 2 s>J^ jrcJL^ls iM-JLa jl(Social Psychology) 

4—Jilajll ^j-XJo 4_Jb^iaJI fi-i_A (_J Z 3j-CiLil ^djL9 Vl 4_JL^1? (I) 

(JjJlj ^ 3lalU ^SnjSZLII ^Lc- A*j>g ■./? 11 4 JLI-I g-La ^ jjcAl 

. ' ■ < j 1 A^w T - J ' ^ ' ^« _L 1 l • 4- ^ 

J-iaJlj z ote-L^Vl ^^Ic- ^as- 1^11 JLsJju La : 3 yS- SJL^laJI (i_>) 

L5 lc- L-J’-j t Aor./gll ^yllajll jjSLaxil 3jJi jLaJl^l z (jLzlI (3 

,LJl>- 1^*3^SLaxll^ 0^5 ^->-1^11 3 

^LxsV 4_^3iaJCo otjj^_« i LJLc- (sii_Lc V ^s-L^ll jl jJl l j-*j 

Z (_£l l 4_oli]l 4_JL^]aU Uli. l_>tlj 4_)lj sliJjJj ,4_^£-^j 1_« JwoJu c3J-gZL^J.1 ^j^is-dJl 

oljl S- 3^_UI Aoc jilL 4_SLaJ 4_>l_b j_j J <ucj i 3j—CiLii ^_c- 4—aj^JaJl 

«_Laj .4^4j ^ ^C-LLa jl i 1 _S ^A-\ j£-\2~a <L~J Loj ( l^wjj c_3-f^X~J.l y*2s>*jA\ 

i 4j>^jaj jJZjj c i S^AJ A^^izJl ^C-Ljwil py> 4j >~^il 

4_^>-l ya — aLU-L! L»^j — 4_J^- t_o> ./gj z ^..ala.dl !_jAc- AJljjJ u ax.'^'^s 


"Central and Peripheral Routes to Persuasion: An Individual : jl t 


. JLJL.(1) 


Journal of Personality and : 3_Lst- 3 jdCi j >_>L^3Jl aJ_>J Difference Perspective" 

.,1986 >u Social Psychology 





3 J. UUk 4 4JlLj LjL^jJbiXl 


j>j ^Jo La^i !$jJi>Lil jS> ^LiS^n j& 3 <ta»l? x £>»J d joLiJ \ Lwol (2) 

^l-JLsVl (JjVl ^-E^L^a LjJJLP 4<y,/g> J^p l^-La-*j ^Jl ^wJLc-jVI 

z c ^owLsi.1 

oLik i~A; ^LJI l5-^ v^' (I) 

4«j L - 1 ^c«J 0j__^ ( 4 ^JflAwvJ! 

1wsAjL& J y?7lj t ^-wk 4_>1 4_j^>cZJt ^j_>-l ^AJl ^/2J>c_jJ| ^_Col V^wj>* DJj>dll oUV 
^J-k OL^ 2JS" 3 j tAj^AllI oL^isi^vllj oUjr2.l iwolSAo jys LxSA« (joJU 

^i2Jj_l ^-*1^>cilo20 L_SJ_v^j (1)1 4_xilSA« JJ-J 4_^j^Al Jyj 

3^ .ci^->-UJI 4 j 3 l^AJI ol—^^3,1 4„J^ L-S^-Jio ^jJI 3 -* 

z l^Jj <4 -«Dj d)| i^_^i j^jI 3 j_c- Sj^>d)l 

4_J| C^jwLj^-I t_5"^ > ' ^ i ^^-£^11 t ^ w wJaJ! 4_j^j LfJ ^2.1 o| • 

.LuLLa 


c£-** 

0 j_& 


L_v2j>c_<I) jj) v?A- 1 V-^-f 11—uLL& 4 A_v^^J 1 l ^Lxj jl£ *2aJI !A-& d)l 

o_>^>A ^zJI olo^li^il 3 J—*<*-*-!! -E_ &\j$ ciJJi ls~^ lj^~* 4 j 2 _v^ ^11 s-Lkc-V 

.1^5 c_-JjU>cJl1I 

4._J l>.4 ^j|J j>t^_c4)l ^j_SvJ ^^-C'^ll (wwwJaJl dJL^ZJ ^JJI (1)} 

. ciJJj 3^*|j 


“The "Social Engineering of Internet Fraud”, A Prepared Statement of U.S. : 01 j 1 *j ^JlS^ (1) 

j (INET’99) jij-« aLo! I Jj _*JI 3jlJj < (Jonathan J. (Rusch, LaLaII 

I Jfij!3^ J ^T" 4_^_l^Jl 

http://www.isoc.org/isoc/conferences/inet/99/proceedings/3g/3g_2.htm 





6JJMJLA 4Jt-b LjL^jJbiXl 


X\ ^v^Vl J-i-l idolS" lLLSS I^jL^j ip jiy\ o) 

(jJJj 4—4-ygl_^9 ^Ji (3 

(3 (J-&-! iSj-^ oL^j^.il Z95 oLi li_& £-*j 

3-*^ I a_j^>oJI 3 I^il jSO 4 <* \ oLsi-ls? -LsAml 

.<jJJj J-oiJo 


D3^JU A_Jl JI 4 L>e^>e_0> (1)1 I^>-1 lil ij\-£ l—»-g-« £-^_d (3 

3 0-j^>-I oL^ljOJI aOp- dJ^ l^S' 4 ^ivsjJ,! ^51^Jl aOp- J-b I-Iaj c Jj£ 
L« £-^_oJI lLLJj 3 ^q-^-Op*^) o\ .^pI_<5-x>-VI Ip* (J3~ 

Oi li^-L^J! I j_& 0}. 3-0^31 3 -^y^Luj a ol 
jj ^ L^J (Screen Savers) t_i 5 3 ol J«Li ^\io a*3j>j 3 3*^*3 4i*iw*u 

3 J J Owl! ^j/2 j>Jl I jjfc Ol i^J^i ^ L Aa3 JjQ ^Jja L^Lojd iJlSiol ^Jk2 XJj L AjjJc« 

Vj i ^Jjil 3 *^Ldo 01 3 e-^-PljJI L5 _lp isj^doj 4 Ja_^ 

(J ^2> t _dJt £-A> Jj L^Aj .jJj-» 4 - < AS'j yJj jLjXi-l J-A jjSl <JI 

A_^-LS"0 • 3*^^ 4 l~d l»w01 0 wLA 3^0^ ^ 3*^* OI 4^0 O^-^wi01 

0^ ^Jj^soyI 3“~° <£ O - ^*" d->Lj2^Jaj 3 A^ 3 w\j>cJL^o L« ^y j - Sj (^5-^ 0oOo^^ 

(J^i»-J-JI £_s^3 o ^c->-l—j^-Ssjr i)l^-i d j-A 3o 0^^^ OIaULo dOpU 

3 ~-^.Jl aS" j-dJI oULo SJ-pU (Ji a^->?1(j ^li-l 4 -^^01 3i 


jj-uLJI oj ^o AjLlxJt &rj\ jljjl (—?■) 

Loc4»L^>-Ij .pLJaJlo oLoLoiaVI jl 4 00“^! 4 3o*-^ 3 31 3^ 








£IJJMJU* 4JlLj LjL4jJL*l,! 


* 1 4_c*j »A_^0 I 0 L^«J L^c^o I ^ ^ 0I l* */? 1 ^ 

4 j^J—llj 4 4_sUal!l J_alc-j 4 olS0_jJlj c_j j_ujLi-l olJ_3co AjL_^ ^_2 A,_^ 2 s*lZj 

^ LOjJl Ojl^Vl J—-3 Cj~^ l)O—J lj L_9 j-b iwv2J>c_Jy JL>cX>! jJlSsJ L^ .^J^Ss_wcJIj 
^ ^ «A^c^_w<0 I ^c <.a>I 1 C* l ^ 11 ^J> ■</? "A—9 d-0! 3 ^y . 4_wwwc4>^X I ^1 A^^wOl 

L&J_*j jc-o*jVI l-Lfc OV 4 _L^j 5JL^wo oX&j 4 a? jJiJl ji. ^jj^SsJVl Aj^JU 

ca> 4_j I 1C - 4_w>^j2j -A_i2./Q A^'^^Jv-J0 I ^c-£**AJ ^ Aj2j ^ 1^5 0 ^ ^ 11 +/2 * ? 

OV I j-lfiJ * 3 J-j J->- j J j-a 4_<J-1S* twJJaJ (JL/2 jVIj Ails* Ji jjAil 01 L-£-A^j I jjOil 

0V 4 lj^-^ SJ-jJ-^-I 4_<0S' jlA_*/?l 4 A^jLvOI A^-lS* aJ ^>a1! 

L^-l_oujl ^Jl 4_^.ll ^Lj^J l ^J/2-Xj 4_*j>-! jA (3 4^_0 yy 4 A£-L_o*j J_3u ^Ui>-I Aj Aj jjAil 

Lc^L ^->-l-^ll 00£" J-jjOl t^j^’ j ^SjLiJ,! a^O 

A-^OS" A «/? > wl 2 ^ 0 I I ^c-J «^-<2 j 1^—i31 („) Ls I A * +/3 yj '^ ^ ^ ^ (.3 

^ 4 wL1« I A ■> +/2 aa> I 1 ^ 1-1 1 ^ >y \s ^) y mA^OJ o «A_) 

.aS”j-OJI c Ji d^c->-L^ll 

l_Sj_xj V ^A-J! a.,^11 oLx_oJ>clJ!j olS"j—OJI ^ (J^—^—v^2J>c_j0l ^2_^0 jj 
^-jLxSsJ! I j_& j_j>-V 6 i> L« a_o 0 !^Jl ^a\\ j .I ^30 ^30 LajI 1 

J_jj01j »*_^j>-! j]\ aAl^jI ^a»jJ_U ^-*jjj\ 31 4 ^Jl^-I j^»jJj OO^” L«jjlp 

J^ '-^j^ ,^->jj < ^jj^) 1 ' ^A { ^ s j 1 (/jj^) 1 ' 

^ C- ^ ^ | ^ ^-iy | wl__J 0 aO ^ ^3 l ^ ^ 11 —. 0 mAaJ I 

^y2S>vS> J-&J — BjLil ja>jJ _>3 wL-C-L^a 4_ ^2~>lZj ^j/2. _qOj ^2_J>c_Jj t_J _LaJ | 

jc-^oL>*l I01 c_^*AlaJl ^yi 4^JJaj 4j j$ j*j V c_^*AlaJI 10»^ 

^^Js? ^Aj>-I 00? -Lj^JI IJ-A 0^ OJJ^ J-3o (jr\y . L-4-A^ L^-c*j! ^-^cJIaaiI^ &*Xj y ^1 








Oj-Lu-t-A 4JlLi LjLajJjiil ^4? 


Jj ,./g j-1 ^ 4_Jjj k_^^5sJ 4 4_A_axi\ (3ij. is it a-l_A 

k_~>-LwS 2 jj_v 5 <3 ^>-L$11 4_jj_Sj>i (3')Ax>-! a "^ A (*J'^’J .oLojJlxll 

0^_aLoj SJ-C-1—4JLa tj^AiL^oVlj (1)<ujl *t >-^3 c <UJL9 ^1 4jgl^j 

: Jj’-l jA i^J^kLi j£ SJL^L-^ ejjb d)l ^3 jJ j .oLa-JjCdl 4JL« 

. t_A3 ^il (JIaXsI ( 1 ) 

S_«j^Jl <U>-^A ygll jl 4_5jJ<ii ji L ya>t_^Jl 4_jl 4_™Aj ^s-L^ll (2) 

.C_Jl3^ll J-oLsuiJ 

. 0 I ^CJ »Jj2j (3) 

aSwILJ wL_^jCLo 1^1 U j <i fr< j*}j 

4 ^S\ jl ^2 _*j £_lajl23 ^Lo a£j_Jl!| 4_JilSsjs 3 0 L 0 jJ_xil 

j-al I_^J^pt-lll |J_A JJLC ^LJl!l (1)1 -^->~\ 3 J •'wJl5^ll <JIjC3| 4_L>- 

4 ^SdwJLl! ^l^J ^J—^^-w*C—C4> 4_ J! ^Ll>cJ l—« 

aXjt> J s-ujjj .aJI ^ ^y2s>LZj (_£V J^Ss-C (J^«* (3 j<*-~Jii! IJjfc l)^S\j L° Ulij 

jC-C-J-II ^Lv 2^I wl^-l 4_J| ^ J_JLS 4 JJLll IjJ */9 * 

4_L>- jA 4_tllx)l 4_L>*jit |J_A J_*j ^jLjj 4 0jl_JLl ^j_S\_C Lo jUbd ^jiwoi Allj ^jl)t 

^Jl Ojjii^ui I I j! Lj-P 4-1 l*<j VU ^ull cl) (Ia^ 5 0^ SJ-pLwvl! ^cj-Laj 

j?-*- 3 31 ^(J^-^ ^ aSw^J! ^l \aa>\ 4_lai- ^ 

^-Ic' (Jj) +P 1 ^cj>- l—^i. I ^JaX^o . IASwlJ Ij (J Lj2j V1 2 Iajj c_jLS'^ 

3^-3 aSwiJ! 4jli LS"j ^j>-L^ll l)^* 1^3 c oL« 


(R. Nelson) ^_ A 5UJ “Methods of Hacking:Social Engineering” : OU 


: ^3' *y?y> 


http://zeth.kodslav.org/security/dokumentation/dokumentation/soceng/socialeng.html 









Password 


[1] 

4_L>-I ^£j-Jl j-k 4.J I S jJ jA>\ C-o-b>cI_^l liU L_S j-xj J—& 

l ^Li^ll^ 4_^A£* { jf^j IS”0^ 111 .1 ci^vJI oJj>ticO 

.0 J-Loco I Vl V (jLS^i (J ^y2S>t-^l Jl (JSl^l 0V^-£ 

4_^Ia olJL jjJ*! 4_^AS* OJ_>Ij ^C-wLj O-jI V-*3 (JJ-jIj ^UalU C- 
oUJ aII La* 4^_v2j>c_dJl iljl< ipc-v^Jlj aOIII (JJj*^j>c_c 4» : JiU 

4_jL^J>- Jl oLjJJl 4_)Li_>- ^J_jCo 0*/2j I L^jI j\ L ^iMxtS’ j\ L lUj <W?li£-| 4 _o*jL^J-I 

J -./Q->- Lo Ijl>-I l)I .c^> ijDjVI 3 ^ ^JIj *1j^OI SjJ-iJI : JiU l (JUOVl 

4^Ss-c Vl t oJ^slVl aSwJu OJjJI ^.5j>3 ^SliJI <JJjL^ ^li-l jjjl ^U-IS* 

<U^li-l jjj_ll 4_^AS* (J^ 2 ^ 01 J 1 (JlJo I Jj^>cIo ^jJL (1)1 

j^J*l (J^ 2 ^ OJU? jl • 4—J J 01 ‘cSOr VI i <^JjJI ^oU 

L& ^-x) -L^bJU 14__LolSlJI ol>-j-\JI 4_w^0j ^Jsaj 01 4_^S0r Vl <■ ol>*jjJI c_jLJLS1! 
<.—jO Oj 01 4_jJiJ-li .4,^4^ Lo 4^uij j^jJJ 4-4-lS* Oil OjjIJ^-J oVl*^»-V I 

^Jl^-I ^2jJ*l .44AX,,ygll jjjjjj ol—o-lS* (J^-ygJ-l 2Jjl<£ ^o->-l—^ll 4_iJaj 

t Jl^^l Vj IJJ L ^UaJJ (J^>-jJlj ^^>eXU J (3J^l 

.^jw>tiJI 4 _L^j (1 )^3 V ‘UsJSvJ jLoVl jLx>-Vl ^ 

.L^J-p^JJ! ^VJ^I * 

.Ujjj Oi^iJ * 
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3j i ii i a aJLLs OLa^-Lail 


jjjJI a^K Jj [2] 

<jd_1 j ^1Aj>A_o<jIj ^LL><A_dJ 4_^>-L>- llLjJfc C—^d-l ^d4_j|wb A_AC> 

_oo lj Lx: Aj>c_* <-*j L . ^ IA^ei^wi *d d) ^c. ^d ^*~^ 11 A^c-^w<d I d K • ■ '. xl l^d“ I 

: Jlo 4 (user name) ^JAd^d! 

User name 

Mohammed 

Abdullah 

Khaled 

4 ^j_ol j^S* ^Aj>c^dd jc—<-^»l (1)1 Aj>iA_^dl £> CAS^11 JJj* 

.^dJajdJ (J^>-Adl ^^.Sdc ~ LsjjLl ^aAcaL .1 jc—S_9j>_c 4dl L^w»- j^o 

A_aJ .^Uad! (J^>-J-JI LjLjL ^Aj>A_^dl ^ _td L^J cj^jij) la^ 4_JL^1? c- l^-A^ LdJ A_d 

. 4»d Ld I \j3^^ l^^ d) ^*w4-0 ^ ^-d 4 ^ ^ do iAj>0 -_-_«J I 

.^aAcaL,! ‘W ? L>-j <daJ^ ^ 

j_x$*l L> _^.s 4 ^a^caJ,! Vl L^Sjju Vj 4 Lj_^d£" jl ^Lijl jl 4_^dS* j^o <L^Sdo ^ 

.^A^C»*-widd ^C-i<.xi I ^ o Aj^-c<J 

. I i ^y 'wQ I ^ d ^d^ dA^^£* ^o 4j ddvO A9 

Z JjJ-d-l jjladl ^dc- Jllo 


User name 

Password 

Mohammed 

1234 

Abdullah 

ATF3 

Khaled 

ATF3 


4 4) Jf^s-C- d-^SjAJ V ^ 4_vad>- jjj-o 4_<jdS" 4_j O-Ljjl ^ AAlI^v-o JS* (1)1 JL>-Vj LaS” 

^^dl A_>Ad-l jj)L” 1 di 0-si.*•_Idd^- ^Aj>cl^J,I ^—uj I (1)1 do 4 jLLo As jjjll oUsdS" d)lj 

wsd I (dAJ I C*J dL L< £ ^^^d I 4__^d^ ^C. ) 4 ^ A^C-wwtd I /C — 4»01 (d *S d) ^ A^C-^wsd I 







6jj. ujua 4itJb LjLa^Jbill 


System X 

Or j 

USERNAME Khaled 
PASSWORD 




SJiiLi : (4) pij 

JjJ_oj .Ljlo jjjil *ui£j 4 ^Js>CL**X\ 4^JajVl j£\ 

Hotmail J v« o j-& ~Ly £_2>yaj 4 -wlS* Lo iolc- ^~uj\ aj — 

0 ^ • (_JLj 2 j ^ 1 O^J) ’•'jJ 1 9 ^ I ^c_cx*l ^_Jiaj 

^ ^ y_SsJ * * JJj-ll 4_dS" vJoJ^ol ^y I ^ 4 Jy>-jJL ^ jcJ ^UaJl 

(JL>oIj ^Ji»vLwvit y-S^Jj 4 A^c^c-s^ jyyj j3ol JjuiHj 4j| JLA-! aJ_A 

.^^•1 /-C-^o 1 ^)l ^1 4 ^1 

_uj I) t (1) 1—4 yOoy—Lua 4 * Ua^> 4_JLo VI ^c-la^ U (Jy>- w\_J I OI ^_j& 3 

y£- 1 $jU>-I y<a -bV jjji! A-^JS* (l)lj 4 (jjjil 4-dSj 

CllLalS ^i^^Luil 4_ ajliSj yil! _jlVI £3] 

^—Lc- (Jj) yg^-14_J^l^ y_& ^>-1—^114j^k l-jLj (JjI ol 3^1—«^JI 3 ^ 

oLUS* ^^Lc- J j^ 2 ^- c3j-*-^ *3^ J 4 AjiowiJl jj^il 

L^J ‘JJ^ 


. 44«XygH OLa-iS" £_J J_v2Jo ^ 

. 4^£- L^l>- Vl 4 _^j J-L^Jl ^1 Jj>cJ0>jIj ^ 
.d-o-^3-1 yj3j£j| C-^yglll^ ^ 










3j iii i a 4 JlJLi LjLa^Jjd,! Jys! 


A. j .ix a jail dlLal£ £4] 

k^X^z- jjj_Il oL«J.S" k-X^s- d)l i_^Jux5sj Lo-Xic- ts-lii Ji 

^UajJl 4_j ^^aj Lo (JjI (jls <_i-L5_i_5 IJla (_j Ls.S' !-).>• 

; ^*o l_« j £j c L^uJi ,/?j -H^x -/? 11 1 oL4.AS* ^—Lc- <J ^ *&X-\ kXj ^ a 

Uoj_^J (3j_l? 3 J_c- ^-Jlt -X_»Ij<J IJl^J S.-vS’U- iSLjssj < cracking 

: jUiL 


J if* J- 0 ^ OU-IS^ * 


5J4_)llS\j ^UajJJ (J^i»-A)l SJjL>c_C ^^jL> 4_5j^laJI a Jjfc 3 

^Jas->«o ^^_1 _v2j jcJ C)Li t jl oL^-IS" j_j>-I 

jc-J>e_xil oL^-lS* J-j^l yji 4_jJ—(3 jjj-il 4-*^ C-ol? Ijl but 4 (J^i»-jJI 

OLUS” fljjj ygSb C-w^J ^j_SsJ .^l...^^-^jJ|j—^ 4 ^jUa-wJi 4 (Jbjj 4 * J_io 

.2000 4 123 oUi' sjji^ 3 } <jJJj Jj ^jJudi jcj>c-xi! 

Brute Force iiL^JaJl ^lA^uob * 

3 4 E3 : JJu oUS* O-^J jl 4 ^ j^ULl! V jjj-ll oLa-lS* y 2 -^. 


^-X>- 4 <2J_ij jj^-ll 4_^>l£* 4_S ( j-« ^j-^-C ^jJ iiLwJ! iijJ aJI ob iSbA-l a 
3} 3 _v2j LT^** 4 oVL-4^>-Vl £-*v*a->- ^-Lvsilodl SJli-1 DJ_A 3 kiJJ jj d-olS” 

t IgJl L5^ > ' 3^11 33^3 f-3^ iiLvJt 4.^3531 ^3?;V ^i^-S .J)j3^ 

AA, AB, AC...AZ, AO, Al, A2...A9 
BA, BB, BC...BZ, BO, Bl, B2...B9 

.EA, EB, EC...EZ, EO, El, E2, E3 

. Ig-Jl b-L^>j -J Ja^-^ili 




ijJMJLA 4JLL LjL^jJbiXl 


juij Jgj i 

^Ap oVCoA^VI £-^>- Coj^UI oLdS" CCjaJI cJjfc J 

.CAT, CATO, CAT1, CAT2...CAT9 : Jto CUSAl 

OV 4 Co l_PC* o^_co ( O UKJI IS ) ^yjyA iJLl I ^ I S^xzl-uJ I iJL J? 

<AA)ASJ 4 (C^AoAVl C*AJ C^AS* 0>^JLo I) I yP^ o CASA I ^~lp 

a._^vw^j>- ^jA ^iJCdd Cl j C l^J V->- ( yA ^.SCc ^Jl aou^-AI 1 ^A-l j j_>-J 

aJL> J? Cl . .^oUJI oCASA 3 j j j._^- C^iSA . C-a 111 1 J jj^-o CAS" 0'^JLo 
, ai>j j.j>c^_^ 1 V1 V C.7^*-1 ^jA-j V Lgj a.C 4 o J LxjT Lgj IS o V C^>- VI £p-*3->- ^ I 1 

Jj 4 JJ4-C jl ^Cl Jl £7^4 Ji CLJaJI jjJ. 1 oU.iS* 01 IgdSAc ^SA 

l_C ^j.-o I iJ 1 j j ^ A1 O CAS* ^o Cs^ U- 4 OIi^JL^ JI 0 C->- V1 ^Ja^o 

Oj^'j “-sjA’j l f^A' o* '-M ; =~ ‘°' J '- i “- 

j_aj C^JL« Ijl>A j j_>-Uj 4 jjjil oCAS" ^j_v2j ^ill ^*1^Jl jJp j 

: ^Sjil y-A aJL^o ^_SAc ^jJIJ 4 Advanced ZIP Password Recovery (AZPR) ^L) 

http://www.elcomsoft.com 

4-*^J J (ZIP) 4jcwv2j aA? ygll OlClil £->~L/2Jo 4 ^cA_^JI I Ajk (J V->“ Jjo 

(j’V-j'C 3 6 Jl J—*/2J <CP4 oVjl—^l ip j—vO ^oLo^J| |A_& J^jJo J 4_dSsJ 

.) 3 Jj>~ I JI Co d I J Clj C 

A? yJt-^2A CAi ISAACS'I j jjjAl 4_CS* C!j)^ ,*a ^Ap VlC oVI ~L>-d 

4JUASA 4JoC>- 4 4lflx ^/g» ICC UA>-I .AjLocA? JJj^ 3 A.CSC (zip) 

|j_SC j)\ t jj jAl a_CSC Cijoc« a_j jj Vl A_r>c 3 ^IaA-^AO V OVl c-CAil .(sami) jjyA 

jJjAl A-dS” Ci jXA OjA_j A^>ci C-CAIl 01 A_j2CA-I .AJoCj^; yA 
C-Al? ^co 4 ^^Jl A?4-CCAJ UJ 4 AZPR yt dJAtioul -CCjI Cl 

.ediU ^li-l jjJl A_dS* ^Cil ^Jl 





Oj iii i a 4JtL> lIiLooIaII jj^si 


•.liiis 



M ' iced 21? Password Recovery 

D $ 


@ © 

Benchmark Help 

Type of attack 

Brute-force 


© 

About 


da 

Quit 



Range Length Dictionary Plaintext Autosave Options Advanced 


Brute-force range options 


0 Al caps latin (A - 2) 

0 Al small latin (a - 2 ) 

0AI digits (0-9) 

Start from: 

* 

End at 

* 

□ AH special symbols (?@ .) 

□ Space 

0 Al printable 

Mask: 


User-defined0 


Status window 


17/09/1425 1 0:35:00 • A2PR vefsion 3.54 build 1 launched, unregistered version, 

some features disabled 


Current password: 
Time elapsed: 
Progress indicator 


Average speed: 
Time remaining: 


QZ 


A2PR version 3.54 (c) 1997-2003 ElcomSoft Co.Ltd 


.(AZPR) Ji :(5) JiCiJ' 


: lilo ^s. JjssLi Start) jj JaJwiH Jjuj 



.jjjil ‘UK’ P :(6) 















































Oj-Lu-t-A AjlIj LjLajJjiil 


Jjl i <L>Ij (_5-U-* 12 Oj./gg- ^ i_a!Hj 4^glji-i jjjll 4 < dS' I4ya>- -l«J 

1_jJ j_ 5 etU-LS' < j_Il 4_«_1S" Jl ijj-«gj-U 4_ljlsx 241 cJ4j -A_«J. S_oLi!l 

i (sami) lj-Aj < t_i_lil Jg k .}? JXe- Liw™« l&tbJu>- t _ s rJl j*s- (ii) jj y> ^olJ^Jl 

4_j| ( ^4 - g’ 4 Aj l4jfc l_jL 11I ^X9 llxiaX^l ^olj^Jl l^o-lS ^Jl ^)^J| ^4^* ^X>- J 

< — jjj4t 4_*AS' I j^a jl uu.J — jjj-* ‘'-45' Ja-^j 

IJl! .l^iLJXxS'lS 4 jLj<_J 2JI jjJ.1 4^15" 5J ,» 4-4j' -j4 lAxJI lLLs IgxLuJ jj j^5s_c 

4a_^J cj ^sJj i L^*jJ_va; ^->-L$11 k_~*_« 2 j 4_;j3 JJj-* 4US" jLxi-1 L Js- 

4i«5wo l _4 c ' eJJgl (_$0 Jjjl 4^1^ Coils' L4S" 4>*^ .\jjj3 

■U^ (Ji J^ -4j ‘ 4j4l Lf^jJ^aJ cJj jlS" (jj^>Jlj ^jVtj 

^Ui^VI 2L*%1I f !^4Luo! [5] 

4^C- L^—1 4_^j_\rt^Jl ^ ji - /g 9 , ^ ^ j-, - jg j 3 •> ' j ^ 4 aC- 1 4^i 1 

iijJtX jl l 4^gt .^gll (_s4c- k_~-C-b4Jlj Jjj_ll 4_<sJLS" L5 -l- C ' 4J) -/g j-1 4_J^5_£. ^^A 

J_3 i 4 ) ./gall 4_lS"Vt < ^cjjIj ( Oiyg H e-bjl /c-^-j! JjU 4wgg’«-»Xi oL«J jw 

.Ahmed, 1970, Kabassah Ji« jjJ.1 4^iS’ l^JU jjS4j 

CluA^Jl jl dll^aliilj ClLaall ^5] 

4JolxS" J_LC- 4^gt ,^gll 1_5J_3jJl j_A C-« ,/gXllj 4_iLol 

^Jl Ul .^Jliil 4j^Ss^o iw>c_v2Jl JJj^ 5 4_^-lS* 4-^4' j' ‘jjjli ‘XUS' 

Jj>e_^o ^>ilJ < —^r > \y (J^ 5 c ^LddJ! Jj>d_^yL j-$3 Cbodi-I 0-w2lJlj 

0 U4_^s|jl C ^cdLiil 4j>-jj \j£- 4_Ldwill ^»lijVlj lJ j>-^\ 

j2j ) I d 4—1 ^ * xi l^~ I i^J~^ 

. ^ya J>~\ £-*2 J-A 

j jJj 4' 4US - l x3-=4 4-^4 1 i£j->-\ xkj)^> jjjbl oLJS' 45 ^ UzjI ^54j 





Oj III i a 4JtL> jj^ii 


otalJ—C-V' j\ i iJj_ jjj jl l O_>jS-’Vl Jl J* ^1_lalSl 

( j_£sJj < jjj_ll 4_^>lS* j^Lt JL^2jVI jl JjjIaj L«jjlp <jJjU < <L^2j>eJiJI 


I \—<h^ l \q *?9 ) i k _y , ‘' ^ ^ kX-o^ 1^3 ^ I ) A**^ > 


•(7) ^ij 



;1 4«4-as 


•(^ ,j*^l jj^j J jj^A' A -*^” : (^) J^~^' 


I-L& O-^- L« 4_9ja! £*|j_j iJljL^S l V ^.4-^lAJ S 30 I jo-CJuJt iJjk l)I -3lsj Jjfc 

Iw\^C>w*»JjI ^)l ( 4 «a_»wvJsI ^^^1*1 AS^aI* -3 ^ ^•* , *x*)l 

J_>-l Jl c^wli : jjjLwsJI |J_& jj>- J-c- JJj* oL^JS* 5i jaI 

4joL&_>- J l 4JU5I jL^i-l (w^L^ 7 (j^-xo ^cJ J) 4 *IjaJ! 0^3^ J <_olSli.1 

USB 42l uj J j_9 ^-Lc- 3“^ ji 3"^ lA-L-LP 4 _oJS1j 

Jjj-ll OUiJ J^>c_^J J^-j Jl 3^ * k^olxll ^2^x31 jl^>- 2^Ju^Jl 

jC-J *3^3*31 JS3zJI JjU ^J-^~ 4-Xu& ^_lc- j<C-xa JSs-Xio I^-XJzjj L 4_Jb>-!AJ! oUlwUxi_^l>3 

(S) ^g-9j _*31 J 1-4^ <3l_b j)_jjjJj ol—3S" 49 ^a! 4xLiJ>- ^31 







Sj-L0-14 4 jlJL LjL4jJL»XI 



AdS* 43jAo :(8) 

Jtdl !-L& LjlSvJj (4_.wdl oLdS” <Li y y^ jJ51 

i^JI l ojSy il <L**JIa)I ^JUI ^ * SeePassword ^«L) 

. 1 (J-Lvio u j>- . 3JJSnj Jj jll A-dS" 49 j»j <-LU5vJT 4^w*il jj^II <uJ£" 

jjjJI A*K1 JlcVl jUi^Vl [7] 

4_^_lS* lLLJ-C- oLUS^J ^ J. a/s') <LsJlS 4_9Jju 

^Lol <l\As- 4j^9 J^y* A^JS" .^wLvSXJl 4.xi l~Lw^ ll)V A>^9 JJy* 

:AJbdlol>i-! 


./http://www.seepassword.com (1) 





















3j iii i a £L*-Li ujUs^-bill Jys! 


Makkah, Sami, Alhilal : Jlo i*JS" jyj jjjlt <ui£ d) j£> V & 

< -Uj 1^0 *}k*\ I J Lj ^-yg.>c-4l> O 1 Jj-Q-y2J V ^ 

.-4^ O 1 oJ 


4_£j LLiI 4.PwwJ I (1) V 4 O l_51>- 1 0 ^-1 \ 4.—<d.£* ^J>_4 j V 1 V ^ 

. ! j^s-wvj 1 ^1 L^i Li^S” I j jj ^ll 4_^1S" 4^ j 1 s-^Lp^ 


jVlJ 4 Sj^a yg Si) L_Sj^_i-l « Ja^Jl>- a <jJ.JuJ.£* l) 

I Vli* . i*_^*_yg I 4^.1S' ^>-Ly2j jlS* I Jadi^-I (1)^ L<5.i^5 £ J^ 5 \j^ ^ 

. S L^S (J 1 S 4^-l£* ^J-v2j S-£>-4-S^ 


jjj^ 4^15^1 O^Ijl^l ^*4P 
CjU\>- 10 j-° 4j j£j a 

yJlSO jLstl 

JJ^' 

jjjii <ui£" oujSCs 


3j 

10,000,000,000 

100 

10 

L ^Ujl 

141,167,095,653,376 

676 

26 

Ja_£3 4_^_5jj_>- 

(3^s*£* j\ 3^Jcyg) 

10,000,000,000 

100 

10 

jj^j 

(>,<,!, @,#,%, A ,&, *,$) 

10 IfcjJlfi- (1)1 

42,420,747,482,776,5 

76 

2116 

46 







Oj-Lu-t-A AjlLi LjLajJjiil 


Lo-ljlc- j_iSl ojjj4\ oVjLsi jl d-d Ja ?-*y 

IJl! -jj-»Jj (a^JJI J 2ygiQ ^LijVl Jj-o l LJti- jjjl ‘U.IS" ( j^_j2XJ 

4_flJS" S_> LgJ jj jj-«jjt 43l_Cal (_£->Liij t JaJi- ^j-4 4_> jXj J J 4^iS' ^IjjkX^jl 

.h@wrq&tdya: Ig-bo-l Jj i hwrqtdy@&a : Ji« jjj 11 
I live in Emirate Since : SJLj>- jl 2jL^ jl_v 2 l >-1 JJU i 2JUj>- jl_* 2 l >-1 * 

‘d «/3> L d j_5- 1 1 ^ji I d __p- U-UxJ . lLv@3$I990 (j 1990 

-Oo^O j 4 1 d >1 pijj i $ _> Sj i @ djA in U-LsX^I^ 
jj jd 3 4_U£* 4J^S^ a J_& j 4 (Passphrase) jjj-ll 3jl ^ & 

4*^1^ ! .3 A 1 ^C — cxi I y \ <V +/2 > ^ 

A jl ^all 

(3j-iaJl (_£ jLi J_jV t jjj-ll oL^-lS* J-C- J j-d2d>- 4 ^jlS 43j^co -bo 

: ^J-Sij 4 L5 ic- 

^LlajJ! d)L£* 4 6 '—^li-l jjj-l! 4_<5-lS* ^-Ic- jcr^ 0 ^ ^ 

. System Administrator 

*Lp! JL>- 3 j o^-o (J <jJJjJ OjjL^l lil 4 L^-^o V 


4^_1S" C-olS" d)lj 1^13-li j+£* ^Ja)U*u V 4 j>^>c_v^ L^jLIjI L^o! 

4 jjj-!d 4_^ISsJ iJjLj>-! Ja_jr l-Sj-^co jl jLi t j*s> jjj_U 

.(jJj (J^julil 4 jjL-*j J^*^^ Jjj^^ oUs-lS' (1)1 (jJJJj ^laUvj^a 

.*!) Lojii) 4^1 (J^i»-jJ! ^>Hal!l 4«w^-^|i ^JJ*^ JJj^^ 4^-lS* ^ 

^y^2-Xj 4j ( ( 4^*^»wid I Lj ^ ’*"'*’ ^ 3 J i 4A^s»^d I Lj L^v^t-U j ^ * ’**’ 

CJ-jlj ol—4-lS* ^^cts>- 4-3 d)^>cj (Server) jU^Vl 









ClJJMJU* 4JlL LjL«jJL*1,I 


OL^&Jl odjfc jj\ ya 

. £_J VI 4xyyg ) C^tj^ Cj^ ^\ ^-a1! ^ ^ 

. jJ I Cy ^* ^ * -* I I 4—o2j ^ 

. 4>- \ y£* L_9 ^a1! I 4—!JL ^ 

• dA>JI 43 wIi 3 ^- L_SjXJI 4—dij 

.Oj)«/?SI ^Jb y£* L_S^aIII 4—dij % 

.<LoLvjL£-V lj iwjLJLSsilIj jLLzi^Vl 3 -* L^J i^jLJI ( 3 I <j-* SJ->-lj JS" 

3 l i>Vl ^-Lc- ^11 d^Lj-fixjl o-L& ^Ijjsnjwul ^-&l j_>- I 

4_Jj2j ^j_Lo 4 (1)1—-*->Vl J oLjJzlJI (jJ_L ^oLj 3-4 4_S^J^-I l yg^l (3-^1_J-*JI .^c-£jdd*2? 

SJwOcJI Lj&jIj! 4—3^).) 43 J_>- <LJ_5x]| (jl <U/?l>- 4 (I^aJI 4Sd_Jl> 3^ ^J^l 

^1 ^x 2 _L^- 3 SU .^xj^il oL»-1Svj <L*jL^ ll 4_^lSli]I yt 3 J|^aJI j_>-I (JJJ-IS* .^ji.1 

* l ^ ^<-^—£' ^JwOI^^C* ^ _aj c—>* VI (J JlP c—4 d—> 2 —]I | ^d—>•I 01 ( 3 ^-^JI 

.4joljdlj 3 J 2 JI i !4 4 JI Jj>-jJI 3jil ^UaJI 4 a —4 (wjLJIScJI 

^-Ic- J-C-L—J 0 L 0 -jUl 4_>do->- 4—0J)la^ ol-J^Sdo w\_j>-l jj^-ll 4—vJ3 

^3 *tev-d I ^2 —aJ I -d d v^J 1 ^ ^■l-C* _AJ d^—wLc* d ^ 4 —Jsl 4jd*)"^ 11 

jl 4_ljJj Jjd—Jj lll—L&J .4j>c— 2 >g ygll lw—Jl—-^Vl 3^J J^I-AlJl J JJ^Al J^3^*“l 

4_JJaj L«j 4 jLlai»-l 3-0 4j L« J«^l-^^Jl 3^5 J-S^J 4 jj^il 4_^-lSvJ 4_L^3di 


.(—jLJISsj yo 








Malicious Codes J Malware 


3 J—uLa ^al j-i jj) .0^o_gJLa l)> La^ $ 0^3^ Cj* <*j* 

J—*jJ L^olJ j>jLc4<I j^-SLc ^J! ^j/2—xj 0} Jbj 4 aJL*>* j^Isj jy 3 4 55 jL& 

(3jla** ■■>■*•» Jws^2jiJI I J_A ^Jj .L^JwO wLok_^oj l^w\j>cl_^vj j^a jL>j 

.l^JLa ^/2Jj>tl!lj Aj 15^Jl <^Jl£ y 4 ^j,*y?d*Slj L^C-I^jI ^ AHwji-l ^al^J1 

J^-a jl A_*al^a 0^-SsJ ^*Lj^ l£^ LT^ 5 AJL*i-l ^JLi 

4 ^jJ^>tl!! oJ^-y 4 3jS'ljJI 4 ^-Lxit 4 CJ>jJl) Jjlj-a-U L-5I^Ual jl 4 j\ 

.(....L&^ij ^SLjtJ! J^J! 5 a^. 

AlniJ) £tJjjll JJjlaJ J-^ [1] 

^a! J~i yij> ^ ? A_jjjJ o^_ a_J ^ ‘^vjU ^/2^c_JL]! C-wJo (1)^ ^ 

. i ^y u —C«*L» I ^ 1 1 ^ La*,^ i ^y o U 1 >^&y . I ^ I I ^ I V1 

4 olS*j-J> jl 4 jlj_sl ^ jZ-^G $-1 j^u 4 ola j-1a1| 55j^*J < ^ 

4 A_wibil 5 £*j_JL!1j A_v^L>- Ajj_od oLajJjca ^_1_P (Jj) y2>cJJ ^a_w*j olS* j_i iJLA . Jjj j\ 
jl • L_gJLa| ( j^_C A_a-g-a oLajJjca £_ai- Jjj_!| J^a L_& j£* ^-Ic- JjJ .iSLjL&J 

. ^a-^-a-Lc* ^y^ .il^sVl ^ L*'-*^* ^ alj ji {—Pyy^P A»»i^j^a % ^/| A»»JI^»XaJI ^.^i^'Ljl 

j^JjL^ ^jjjJal! J^-a IJuJlP Jki- : ^\la .JjJ jl 4 ol$"jl 4 jl 1^1 Jys 

• A^^3*^ Vl l^->^la^-ca^ d^9 aS* 

^_j 4 aS”A_^-^- a oLa^Jjca 55 J^a a-llji-1 J^a % 

.oLa jJaII <iJJj ^_Lc- 5 S"jJlII a^jL^jj 

^_C- A^jUcJl oLiV-^-Vl (1) y^X La, 57 I lJI^-^jIj ) L^c-J 1 I ^ 








Cijjmju* CLL LjLajJjd,! 


i ^>-jLi-l j^jj-Adl c CD ^*ajJ,l Jill <- Floppy Disk o Jl 

.Memory Cards 3JljJI o jJ j tUSB 

C*d j£*Vl Ji!^Jl ya yjy £JVl -bjl AiJl Ji J^ cf* * 

JLk^ .4_d y^ J (j^Aj ^dJl a^LLoV dJ.)^ l 4)Ld-l ^a|^J! Ji (3 

Z IgJLa £ 4ld-l ^a|jJl J^d- ^Jl J-l (JlSdl oJS* 
JL ^jd aJL^jj La ju»I dU J-^j£ l)I JLc : Attachments Olii3Jl JjJ jP * 

4_*dj C*_9JI 3 jJvJj i Jj-C-J Ld ^-aLJI Ji^d <i ' :> d -tlC-J 4 4 jJ jli Jj ^aljJ (Jj^ 3 
^Jil Jj>tX)j J_9 aJL^JI ^Jc- iilA.yall ^j«a jjj a-LL?jj .LvC*- ^aljJjJ>- 
(jJ-fljwL^ 0 Lj d_J< JjjLo V ‘Cl ^-L I*C)jw £djliJ_*d Jj>-L ^j^tji-l (_£-bJI (jiJ*JI 

C jSj a 3 ** j* 4 J d ^9 J .d Ss~ (Jl X 2 *o J I LC 1 £-\jy> d 1 3 ^ 

.^ > L^S" 4_^a Vl ^^ 3 —^Ll wL^vJ 3 ^^****^I la «1 ^J^* 4 s • ^ 

^ddj .CJj^j 4JL^j 3 J-9(d-d 4la dIjj Jd- 3—^^ J 0^3C(jl *CL 

d_a-<J Coj^dJI CJj^j SJduj JL*jl ^J£ JjL^>- CoLI til4_xd-l ^olJl J 2 ju (jU 
SJL.Jl L5J Jdj t d-j (j^ldl jejLJIJ-> 3 J' J^JI 

.dSjLi ay%>-\ Jl (_^J-LI I-Jfj i C-vd-l ^°l- 3 Jl Ced LLa 

cA : ^'—*‘ 1 ^' — i ^ i>A * 

Ljl ^d 4 J^^Jl J 5 j-^ J-^-^ (J^ l£ _ Microsoft Outlook Express 

3~• — OjUll LJuJI aJL*jJ l ^C_a_v2j ~^pSj 4_^La| ol j->J> ^_L (_£ 3~^~ 

.aL» ^-aljd-Vl J 2 -*- 3 3 Dd ^J J ( JLuiJ jl aJLJ l ^ dsJl oLlil 

d-XC LjIj (_J-^ J J^jl JJL*Jl ^Jajo ^*^L>Jl 3 , ^lj Ji J 2 

J_d d->LJd- Cl ^1 ( Jjjj) +/2 1 ^1 4jjJ) ygl LjIj clj (jL ( 4 JI C jCaLJI ^-L 





3 j.uUk 4 4JLb ljLsjJLjiII 


JjL*» jJI 3^ 4 JO 0 VI *x>-l ^a SJUI 4_!L^> j}\ .^1 Jii-1 ^ja La ^s* jl l <ul«I ol 
l 1sj \JJI 4_J| (JJll (3 4_i^»*lJj ^^-*3^ LgJli JajljjJI 

2 j-JuJl J'Ailc-jb ^^-3 jj 4 C~ojl}Vl ^a*/2Zo 3 4*1*1 3jjo JJdvO ^il3i lP>~ 

.4_lJulJ jl ^>*1 ji J^*^ J 



5JUjJl Jajlj Jj^jp jP i>L?)!l :(9) (*Sj 


ollj_ii!l ^ _UJi£- ( _ 5 _Lfr C—jj^jVt ^i_val« c£j-~^ ^'j- 0 * 

4JSs^ll ^J/2-xjj .L^-'iLvolj \_fe_l__ ^»Jj>tX_^J.l ( J^2sL>tXj 1_« UU- 

. I IjJ'. ^ i I , ^ >_ii^ I^A^J 1 ^—-L-'u 

MSN Messenger, Yahoo ) 4_dtal : Instant Messenger ctft J -->>»• 

«-liJ_s^Vl j_OL« JSbOu o Lilli JiLJj t ^bL>tbL! ^*1 ^jb j .(Messenger, ICQ 
^j_* l)Lj ^laX A*~) V OJjI I LaJkVjl * OblSwwfl J^t jJj 
^c_<-0 0-J>-l 01 ^_£v_C 40 V £ OJjJjJ— vJ? ^-A J—<- iJ l 3*^ ‘*0bl?l^ 

L>c_0 J_ :>eJUj _ > £ J _uj! jll ^-*bJ ji iJ _^ 0Jj2jJ _ygJ ll 4_*l£j £ ^Jj>cl_^li 























Cijjmju* JJlLj LjLajJjd,! 


^ ^ *^/ I ^lLSv ^vj» 1 I . I—lL-L_J ^ 4j2^J I i Jw\^? 

jcj>-l_^l! ^iax_wj ^_ll I^jl* ic^-5J! <w?L>- < ^jVI J^ljil ^«l*ui* Vl o!jJcJI 

.4^5 <dwjA-! ^*1^Jl d-oj c3l jZs*~\ IfJV->- Jya 

L_J?l^d> 4 JU aS^_jJL iijl^>- J-s^j IoJiip :Open ports dildl * 

J-jSJLo (JV->- ^y* j£ doli d-Jj2jVl LoJJLC- Vd*-9 Jitdo (JV->- 

^JaX—wwj . 25 J—d* ^Jj>eJd^o J_j^j (Jl—‘-'•’jl J—>LoJ—lC-^ < SO ^c-J9j 

j~lj£ J-illil ^i2_xj ^-Lc* 2J—dJtil oliLwJalJ! ^2 >j l ^-£' Ada I Oljjo (JV->- ^yo jc->-l^il 

.dUip OjJ Ji ^d~i- ^ 

l5 _Ip ^*1 ^ JLLp :Downloading C*—5j^Vl J— 0 Jts^ * 

. I^j dla** Aid*- ^*1 ^J_c- ^ y^~ Cj Vl 

ySjll L5> [4] 

oW^>-V l JoJs~ iJIiaj . ^V-*JI ^yo j3>~ Ajli^J1 J^5 LcjJ 

: L^-io l Adi-I ^-*1 ajI-^VI <da^Jl dJjL>- 3 L^-pLjI 

4_j| j-& LS"^*" 4 £4“ L ^ 2 -^ c —J^-a aJL**j £-a ^_S jQ c«_J2-La i^\ ’JL) V ^ 

L-ill! C-_j2_lil i*_^C-V l3l J^-Ss-C 4 _jV i L-yj)^s3 V ^1 ^v2j ^2-1* 

• Iv2j ^1 3j^*^ 3^-^: iwiX* ^^laC 3^-^ ^JJI Jl 

£-$ ddS* IjI Vl l_^^> c—d 5JL*^j ^_s^I V sfc 

4_Aj^la ^Lj dlfljJ-^ jj-A^dJI dilSd iwiiil ^q^Luj (3 l£*Li CdS* lilj t iwiiil dJJS 

4 JI— 0 U^Jl ^-^uj I J_S 4jV . 4^31 ^ a~ *.Ai 1 *Loj)jlSvJ! AjJjjj aJL^^) l^J-^-cx/l^ i (J l } I 

<-<jIj 4_LwJ»- ^-^1 ^ c_jL*al 


.<1XojJ^p 


; Lo^- iJl^1^ 3^^ l J>c —^1 ^-11—^^) (_^l S*l V ^ 









Zjjjuua AjlIj CjLajJbiil 


jUai-Vl JJi ;j 4JU*yi 

J-5*ljo ^-X>- J_>-V ^qJL> V 4 JjJ»>- {jZ' Jl>- (3 

ijV 4 oL^jj^s ^j-c. oLc-*^ l _3 c " 4—^ ol jj-* 

.AjilSsJI olc-*}iJl jLlxjl (_£->L«xJ j i AftlaiVl ^jj-U ( J^c- J / 0 <i-Ui 





3j iii i a 4 JlJLi djLa^JLstil Jys! 


&l_i_Jii j dal 

Viruses, Worms, Hoax 


l Z\ LjuSsjt 4_o^__oc L^~! ^ 5-^0 ^cJ J->-l V 4 j 1 (J^-flJ! LSlx 

^»Lx! olfT j_jJI JJLxi .L^jl« ^<*-L*o JwJjJI o} cJ l)I 

J—sVi L5 _JIp i j— j-5 /99‘67 C)i < ^2000 

d)l . I J. jd>- Laij^S 20-10 ^I^j Lo aJ—> J-i-l oL^j^LJ! JJ-P jdj 

LdjjjJ 1418 oiL>l oLj^LJl lb>il$L ^ 4_v2.y2.>dll F-Secure aS*j _ L 

iijjjJ,! oL^j^LJI jJ_p jJ_^jj .^2004 ^IxJ j^-4-s jj j^.d 3 JjJj>- oLjj^LJ 

.SUjlij^>l iilSJ jpli Li < LolJuJ Ula jjJ 100000 k>\yj 

100000 (1a— f I^ £ 4-S*J> (J* - ^ d^^L-!^ 4 _jL15o 

oLuij^iJI j!oLL^J d-S^ . 4.S"o'^-Lo^ 

(i)^~L j 30 _ 22 Lj i (i)'^.L 55 -> ^2003 ^lj lUp 

, <4 ^2001 r U) dj± 13 _> j lf 2002 ^bj 

oLj^iJI (^s_*J IjIU <oLj^LJI ^j-p ^Lp J.SLdj jc-lSlxJ Ljjlp Ij. 1I Ja_>-V 

. Ijca (Worms) olJuJiJIj 


Computer Virus Prevalence Survey, 2000. (1) 
F-Secure Coropration's Data Secuity Summary for 2005. (2) 
Computer Security Institute, 2001. (3 ) 
Mirco Trend Inc. (4) 




3 j.LU.i-a ujLajJjtll jj-ai 


jj* [1] 

Viruses OLojjiiJl ♦♦♦ 

oJ^-XJ tw^wfaA)!IjJ-l I'Jfi—) ^J—£ l*_uwwc4)l 0 AJL^- ^_J 

Ij_o L« L^jl« £ ^1jJI iJli&j ^>4 oliLo ^jIScoj 4 3 

^ ^1 ^jyj .iillft ^1>- £ AJLoca Aj jl>- ^1 O-S^j aI^C- 

«. 55 ("I ) 

J>Ss-aio ajI^_^ jfus-scLj L« £ oj-Xjcu 4^>4 O^ 5 ^0^54 4 L* 

.oL/jj*ii! ^slSvo ^ol ji ^j£- y^>- 

Worms c4*UAjl ♦♦♦ 

£ (3 J-^ 3 <>*X-SU jru; J-2ljj t Sj-3a»J 4-L~=~ ^ j—1>- £--*'jJ ^A 

jjx.^2 ^ (J 1_aIj V \ A-£- j"l LSoxJ L^-^-Aj L^Ij J l j oL-j^^-aJI jl^X^ 

£ OULJl L_sj._>c.S* £ 6 J-Zj jL/? Jb-^-SU <ol_£- ^ ^-JlJ V .jC«>ejA“t 

aS\.^_Ju^ <. Jli-1 A—J IjlS Ll1_oci 01I^jJ^_j Q L*j^_wvJ I 1 jJ Lfilj 1^ l_& jj ISs.j AS- 

.olo ^JLxlt 

Hoax cjilSOl £%}\ jf ^lj^-1 * 

£ ^C-£jlS^I Aj ^wy2JJ ^jLJI Aj <jJj^J £ c —■-ol^JI ^^-Jl 

IjS ^Ul AJa-^!^ j^Zjj Jj^al\ ^tjt >*J .^j-^li-l j ^Jj 

Lj -X_2 . ^_j! ^ I i s JT >j ^ A.U uA_.y^LsJ 1 0 *X.£* I y—XJ I Aj »X^N-] I 

<J-iJ ^_j £ I j>-y^a J._5 i^-Xja ijjJ._^- 4_jjlS" A_j-b^j aJL*^jj 

UL/2-0 lJjL^>- o^SsuwcJ IjcJpj . V ^1 Aj jj 0^ lil Lo Ai^jJ, ot 

^_5sJ i._J l +/3 a J 0 ^ ^ I L_S LjUlS" V OI1 (1) V Aj 


http://us.mcafee.com/virusInfo/default.asp?id=calendar. (1) 









ClJJMJU* <Lxlj LjL^jJbiXl 


4_JL>- 4 _^$!jjq ^y£- i,_ j l 3 ^jIa! 4j( 3 4iUaJI 

^jjp 01 C^lla^O I^jU 0I«4j*aJI a JJfc ^ •^ a:>,: - 4 -^ J^Lail 

3 o^ ^iigA <.a )1 _ o^4«_>wUi ^ 3 _ji a — !j_.4 ww«j0i LbL>- 3 

2_*j *L*JI OljUaJlSIj 01 ^j 2 -*-! i JA^SsjJl 4 *Jfl)Vl 

•' -&y^j 

E^JI L3> [3] 

O-JL^' Jj-~* J~^J '4 ■cT'Jj^' js^^J Jte- X*Xu 

X~XS iolc-l (_£j^j eLb-tJ 1*3 jlgji-1 JJa£- jl l oliiil k_JLc-l i_ 3-L>- Jl 
Lol .AjU jJt (3j Lg-; JiLsXs-Vl; b~vojl ^J1 elAjLill ^JsLxp-Vl ^y> oLillij 
^jJLc. oL^j^aJI ^sLSv» ^ol_j^ oLs <^iJJ5 ( JjI o^ til 

jl (j-^j Vj .jL^JO ° lO-Lj>-^ <0^-^-°Vl j-^—s 4_j^Ja>i,! cjI—O lll 

(O^ 5 01 ^^j—« l0 oL-^j^a!! ^iLSOs ^olOOJ_^ 

.3JjJ_A-I oL-^j^a)! 

0 ^' jj [4] 

l_o ( 4A.lxi£ 01 j~£ J ^\ y L' oI-^J^-aJI 4>5.315va ^ 5 .^ 0 1 y yA Xi_Xs- ii 'c.a 

Lo 1-gJ.A j i ^-l-C- J.,_o-J<J ^ 5 _o 1 y L/ 2 jI .iVcAj . /y>-X y& Lo l^Uj i y& 

'. £*o!^J1 cLllj aI/LoV) . C~> 1 _5^- c ’ cUIAaLs ^y2S*sJ!l> 


McAffe 
Symantec 
F-SECURE 
Mirco Trend 


http://www.mcafee.com 

http://www.symantec.com 

http://www.f-secure.com 

http://www.trendmicro.com. 


4jjl^sJl —1 









Zjj^jjua AjlIj LjLajJjiil jj_«l 


Ai .VI 

Trojan Horses 


(L)-A_^o Ol La^I^o 4_£jJ oj j)lg .V ^o^Vl jJ 

J^JJI (_jj l ^«_£j-A_1) ^J\ 4_) IjjL-^J J-A-*J1 4_Ls Lo-ULC-J l L™1>- 1)1./g?- ^Jfcil-iC-l 
.S-xUl ^ic- s J L....ll 1 jaIL:. J j^ x>- olyaj-1 ^xs 

l_« i_iV-i- t ./g^j 4_™>- VL^c-l 3—Jaj ^oL)^ j-c- Lxa Lx1)-A_5-j 

(_j ^j-SsJj < j|j_>jJlj JJU ^>LS\X> V J^J ( (Jl*£-I Oj^L^ 

) ; X I . . - . .' I . *. 1 . ~— 'w J I ^ J ^ ^ ikj I 

Jj ^iJlj ‘ ^oLilt i>- jJ Jj^l 5 ^4>ol L° lil«X>-Vl (JV>- ,J—^xil jl 

<UiAS' jl < d)L«xjVl SiUaj j tSy^~ 

V^'jj' [1] 

J_*J (3 Lfr'dJ ^a\ jJI aJj& 

.Back Orifice, Netbus : 4iliUl ^ ■ L ^- J^wo 
4_v^L>- oLjLo ^J! !j_A :Data Sender OULJi 

£^^l! 4_<5-l£* £ olSUaj .^Jj5nCC^J,l ^c-Lc- d)^-^ ^L^JU 

^1 £ 4JL_^j a la ..xiloUL_Jl .4^_^i,i oULJ! L&Aj^iSvll 

.0 ^-JjLw4 £$^1 

£&»~J ^o c 3^_^;i! L ^IjjJI IJl_& 3"*”*^ denial of service Ol**uM JJa*^ 

^\jS> lj £_j J.-OCI L>- 4_«->-L^ 4^.JIJL<j 

4^ I w\j>cJLc 4< I ^->-1 ^ll l la a *, 4 ^ ^->~l—^-II £-J^_ca<1^“I ^j>c_^o t Proxy -^ 2 -wwOj 








Oj-Lu-t-A AjlLi LjLajJjiil 


SjLjji- ^ol^j id-LoJ-b IjJ i 

• 2-AjJji-l ^ol j*}\ -Xw2J JiLxo ^ot^> ijl 1 J»da3l 

: iolj^iaJl 4j>sjLS^o ^oi^j ^•^oj 


lockdown2000 
Pest Patrol 
The Cleaner 
Tuscan 
Trojan hunter 
Trojan remover 


http://www.lockdown2000.com 
http ://www. safersite.com 
http://www.moosoft.com 
http://agnitum.com/products/tauscan/ 
http ://www. troj anhunter.com/ 
http://www.simplysup.com/ 


; JlxJL ^ jjij ol AX^tilSs-4^ -tju V 

Cl-^3-ti d) oLo-IS* — 

jUJ-1 ^ i>* 

01 -0 < oL_ociJ^Jlj| 4_>0ISOa ^>jLJj2j — 





3j iii i a 4 JlJLi Jysi 


^ jJaj> ^VI (JjLuj^) 

Phishing Scam 

jS £I I c!L*X>-Vi c3^^>-VI (3 <—* 

3^^— * A._£oli^-l jLla */9 VI 3 l 3 a ^ . ULajI^ 

0L* LJlp^) A-JLJb*' 4_o.Ja^ 4.J_ooi^o Lgjl ^ (jl^-*-Slj 

4_jL>.^>cJJ oJ._> j_>- oUl j->~l j\ * olJLwsJJ lij j._^- .iSLjjk d)Lj s^ajj i (LSoj a <vla)ll 
.aJL^J' Jj^_U Jajl^JI siij-J! (J^i»-J.JI ctU^ ^JUaJj ^oVlJ 

AJ!^JLC- <*lJJ ^ 4 A^»^<y ~j aJ. 51 _»Io ^ JLo ^ JJI 4 ^-J \ (J 1 _aIj VI 

A_iUaj oU ij-L*^ jl 4 jj^-ll A_^J.SlS* 4 a_*^L>- oULj ciJwLo ^JUsj 4 cLUJIS" 

. 1 I £$ ^i, <*LLL^ AJLs^-XJ! O L«^->-11 lLU. j (J j) yg^~ I ~L*J 4 (j L^Ju V1 

4 ^jjJi iJ_& ^yo sjjjj^-i 3 3 ^-*^ /36 313^i ^3 a>j 

j-fc-Z) 3 659 V A£oll^-l jLia^gVl doJj JjL) 

. f 2004 r UJ 

Jjl UJJ A—^eilS'Lo A C- y £ ^~ AlL>c UJ A Ojjh}] oJ ft) ^ L£■ l olSIj VL_i« j >-bJ 

/ ^LIa^ Vl 

aJL^j j $ SunTrust Bank l 5 £'JL> stLo Ji_>•! dJil ^ yd 

: 1^2.1 


./http://www.antiphishing.org (1) 





C^mjua 4 itJb CiLajJjtil ^j-al 


Dear SunTrust Bank Customer, 

To provide our customers the most effective and secure online access to their 
accounts, we are continually upgrading our online services. As we add new features 
and enhancements to our service, there are certain browser versions, which will not 
support these system upgrades. As many customers already know, Microsoft Internet 
Explorer has significant 'holes 1 or vulnerabilities that virus creators can easily take 
advantage of. 

In order to further protect your account, we have introduced some new important 
security standards and browser requirements. SunTrust security systems require that 
you test your browser now to see if it meets the requirements for SunTrust Internet 
Banking, 

Please sign on to Internet Banking in order to verify security update installation. This 
security update will be effective immediately. In the meantime, some of the Internet 
Banking services may not be available. 


SunTrust Internet Banking 


^LJa^l aJUj :(10) J&Jt 

l oJ\ lLLJI l)I iSL-^jil 

olij^JJI O-J^Vl j) OS yA 


.^^Jaxil laj \jJl lax ^SI aIs J^>e_^x!lj lUjJI ji J^>-J_!l LtbjL IJJ 


c 3 Jj Jji-I 


.( 11 ) ^-4? y* ja ^J\ Jajl ^)l ^S- laxyaSl Ju£-j 































3 J. UUk 4 4JlL LjL«jJL*1I 


* ^ I l <>■ ^ 9 -A +/2 ) *X$ ^wo2^o2J>~ ^ wXu I 

.^Aol^-1 £$^_^JJ 1 J_>- <*_Ot 

^ s* 

i O&Jb*- ^-Xo (URL) ol^x>Jl * Lolj 
.( http://internetbanking.suntrust.com ) 

4J3Jj-S'-Cj .Ldl>- 4_kL (J^>-1 (1)1^X>J1 aJsjCo I^JjI^- JJL) 

o4 ol^^Vl ^-Lc- 3_jL-iU ^^..cVl JaJt-vsJU 

.^Sv_eiJl ^ jJb ^lajco (1)1 ^1*J1 Jajj-Jj d)l ^v2XJ d)l^-xll Jajj-Jj ^Lc- 

: otj- jj <_a-oi' £--Sjll JI j-- Zj ^ - IJ^A Otj-uJl 

g*{jji oL> l! 'j J£ <bj~JI diJlojLw ii-l Jl*j UJa .( http://82.90.! 65.65/s/login.html ) 
J 0(^J t ^JLil^-l clJjtJl £-9 ^0 J| klA-L^; . 3J_>Jj^-| ohajj^-l ^5 Jj9l Jp~A 

k2~l—Ju ..t/—I l • • 5 * j q 1 j^j j k ^* .5 /j 

jj-jjls ^j-c- 0 L 0 jl*ll ti-Lu k—Jis aJI 4_s^L>- i ^sa./s~ Ji klJjls 5JL^JI klAJj Ju kliJ«-l>-j 

.(JUb- j-t-j (_£jJIj k ^4 asj>i 


ysjii o> [i] 

A^2J>^Sj 0 UJ^Olo L_—Uaj ^xJl Jj'L, jjl IjJo- /^S" 

4_JLj 1^-1 oL-^^-1 ^ll ^J1 lw«l $ ^ ^tjji-l JjL^j ^ 

. (Ol^-^lj 6^2y^/2-"£- (1) 

£—90J_^0jo 1 jl £ 2j_JI»Lw« 4_jjL>c_C jc-S c Jajl^Jl ^w\j>cJL^J V ^ , 


^j-£- (1)^-^- } (1)1 -X-fV OJ-jULo 4_1oo JjjOIj ^-C ^1 AloCo V ^ 





5j.LU.t_4 lUlLi LjL4jjL*ll 


J-iSJI t Ja.a.8 http jl-Jj https j IJlo jlj^*JI jl ^ JlS'lxJlj £-5j-* (Jjji? 


.^^LLJI ijtj j . 


uSk • li*«wt 


Jj 


lx) I 


* 


• ^UJLaVl oUijSJI OwL>~Ij ^Uaj J O 

j^-Sv-sT C-3j (3 dl-Jlx3 4j^_otj oULo C^wlij oJS*l lil 

^__9j j^-xj ^I 4 1_gj ^_9^j 4_9Qaj (JlwLl_^3 slia-JI s-LjJV 4 _jlJL^-! 4_^_>c_U 

oaj^UI oUl c j-« La jl t jl 4 jjjil jl t 

.^j L»^«>* I 

4 4_Jll! oLwv_cxt^l! ^£jJ <Loj^i^JVI o^L^ul^ll j_*j V 

Il_« 11aT j ^JlJI J—3 4>L_^j 3*1 4~oVI JjL_<^ < j $\ ^ yg!o Ij_] 

. JwLvall 4 j>c«J>c_v27 ^P 3^L^»jJI cilij (1)^SsJ Jjl3 4 4jj^tJ oL«^L jco 









Zjj^jjua AjlLi LjLajJjiil 


4»_>-ol j-Aj ^oLj jjJ ^tlSsj Lo ^akjj i -lljL^>- 

■ iolj^laJI iu<a>-Vlj i Spyware ^ol ji ^\y\ 

Adware * 

j (3iJ-^' W®- 1 -* Ji c?* 

: j»}\ eliij 1 _5^- c- ^y*J 

2 j£- (_3 ^j£- i ly>s-C 4JLow oL>Cul olj*}Vc-j ^uAaJ ( 1) 

4_^_i-i ^»J—icJ -\_Lao d*-^ 2^«_>-A_<Lij l]j_si ( J-Jaj«J (2) 

.oU^Vt 

,4jii jjj 4 jjL 2 (Jl (3) 

Popup ‘USb-j*^ j! tUpULiit Obnfl.,gil ^ 

^j 3 -/7 > «-Ljl oLj'^A'lS" i 4Jdl!l ^jV ^1 dC-lil3 ^ol^j ^A 

56 'kf- (Jl—vajV 1 0l£ til 4_v^li>- t (J1 _v2j VIj >1 1^‘Jl Jjl iAUL^L^Jj 4 CJ 
-Lc*j 3Li>-Vl *| l^->* 4-*do! ^j3l_JL« 4_^C- ULl) I ^-^1 j^-J! L^-^3 - ’ . <Lo1j/ 

.c_->^_ociL>cJJ 4dL«Vl Ot jJuJ! 

l« U~»yi J> [ 2 ] 

Z ^|jj>cJdulj <l\j^uJ L>- ^ (if 0 <-i-Lb 

.^1 <LoLsM ^31 (30^ cJ^ 

3 ^AJ 3j l_£>« 4,-JLa V \ O!Jj>- I 3 ^KjCL^ 1 ^j£- ! l£ J^“ ^ ^ J 


l*J U^V' 4ij~> [3] 

^j—a (. 4_jljitj <bl S- i_5j—jdU (3j—^ SJ—C- 2]1_JA 











6 jjm U-4 4JLL LjL^jJbiXl 


.4JL^^JL)I ^ (J^ 5 £-il^il Sjljj 

.P2P aS'jLiJ,! ^o !ji ^ 

J^\Sj i ^^->~ ^2L> JujJt JjLjj oLa5 jj* ^a dS"lj ^ 

4_3ti J^J £ L-ijj-*U3J 4_j 3 ^— >J>3 ^j/2S>s—Zj ^j—A 4_l uj jA L$j |j £ ^j—A L&^Jj>- 

.J^sjJI 

4 CjL_o*jI 4_j>cilSs^ ^«LJ^ dLj— c 4»L>- ^2_j>cjij 

. l ^LaI^ 4j>cilSs»0 ^oU 

IjIj . 4_a£- (JLlJ ! oi> a a/9 llj 4 . ^ot ji 4j>ti ISU, dJj^-*-^L>> jC-CO ^ 

dJdSUi SP2 _lal! J_jJ__i-l d-o-A_>dJlj dJjj-*-^ ^>- jl£ 

d-oV! ^a+/2iA ^-«UL^_Lju2j j^Ss-Cj t ‘UC'ljLiS! ^JjL-*j^J l l-sULI a^?\j>- J^ddjl 

.(12) jcij JSLiJ! J Li* 4 olj^l LdU c^- 





Oj iii i a 4 JlL> CjLa^Jbtll ij .ai 


it* lf^ Tfi 'J , 8F« 

1 >• < >LaUfc>llWlUH<ll^jj 1 Ji.J 

4fc 


wUkjjjtJ 

1 t>3j>t j 

tUC* JtU 

« 

_ t _^ _1 

' i ^rX 




■UdUXjl wljLb)jl _>Ii> tJiLiLiJ 

1 ◄ ul»<JI wljU^JI ^ 

n ▼ 

ukisJI < 


. ..fli&uoJI iljljl^Xll j>lio- wlolO£-J 

...<usLo)|l Jiilti_JI OjIoJ 



« 1 

bgput 

V 13 r 

...^♦IjS 

« 

Site popups allowed c^ 

Windows Update 

pmi-GQI testking » Gl' 



Windows Messenger 

Sun Java Console 

tl _ c 

•vQi ^~. 11 , i. . l_ | )Xii 

,s 0 






4~)K j Si |'i 4 ^ Ltij ai Llb> 4jift uL^iua ■ • w | *!> 40 i nil.-ij. Lcuj, _Liu -4>i i .j| -.'ji _jj; l> .<, 1 - '' 

, | y£3 ■ ■■ *!>I . ‘i| ~*r. | V«i. ^ il 


-ii qL=w<u| iCt 




i*' , aq6 {L.\ i 


i=i Q _>.vl j«»l 
11j| iy.r. ■GGUj ■—»■<& |jt 
iUI . vi 


jl«jl jOsjll i)^L 


iL^UiSt JJUijJt wiUjt 5-^1^ :(12) (*ij 


^_juL»4 cj^-oLAil *l>-cLLL^*j 4j1^j Ot -aS*Ij ^ 

. L^JUj 4jJa2 _U>- jj Vj 


a hum 


. u-jjJ J-^j : (13) 


^SOdJ! ^ L_*S” ^j2j ja d-oVl [ji J Ob Vl ^01 wLS*Ij ^ 
















6jj. ujua 4itJLi LjLa^Jbill 


.(14) ^ jut 



,CJ(J OU*iM :(14) JSCjJl 


4-i^.^lc- [5] 

: cJlili i_s^ c ' 4 4j>tilSsi SJjJx- ^o(^j 2]Ua 

Ad-Aware Pro. http://www.lavasoft.de 

„ o „ . „ http://www.safer-networking.org/en/index.html 

Destroy & Search - Spybot 

Pest Patrol http://www.pestpatrol.com/ 



























q\ 

Firewall 

_«1 L>- oLj o>_>aS^. _ Si 1_o?-l_>- ^_J1 oLoJ_i-lj J_S!oj 

LS ls- L yO. yaUl ( 5 J_^ ^a-jj ^a_A V Jj jUI (Hackers) ^rcJLilaJl (3IJ—K C->-l^3 i oL/ 2 *Al 

i_SJ_^ l_«l 4 3U-L ^>LjI j— £0 L-a^* VI oL« 

4 Jd° (Malware) a™*JI ^oljJl jdo 4 l^L^i5>e_c d-~AJI jl < a-a-^I! 

.LflSjjP'j 4JLv2J>-lj 4 oLj^JJIj 

L&4 <oJ_jCU oLjLaj OL^Lo J-i-lj jUa>-Vl dJJj 

LS ^*i\ ^_>jii! j .a_jjUJI jtjdJ-l l ^a)\ L5 i)l (Firewalls) 5 jUJ-! oljd>- IjLidl 
l k»j^_c 4 )l->- 3 (software) ^-«U y y° 4 _^)|j->- 0 ) cJ^-^ 

V>^uj\s>- J)\ 4 *U_v2->e-dJ! CaL^-4»Ij^“! c LoIp 4 _ J j-^Li-l !J-a^ 

. a_jLa-^-I j(Jl^ a_^>UL| A_JuaJ| cA ilia'll 4 ^_Jj ^J_p jJ ^x£l o^Ss-J a^?L>- oLL^?!^-C 

£-LC^ 4 ^jLjI ^d_XdJ! A la4) 3A_dL> AjLaA-I j!Jl>- 6 

• A^w^o CjLa-Jjo ^J_C- £-ljj 4 


AjU^JI j!a». ( x J Jaj[l] 

L^i5s-wJj (J^_jJ a_jLa_>- olAji,! ^yj ajIaA-I ^J/2. ju ^3 

ol V (Jj-*-^ IAa d)l .(15) ^ LaS" 4 d-oVl aSw^ aA>-!«U! 

kd-S(3^ 4 A—aJJil! C^La dA-l y^o <o!j£LcaV b ^-A->c-iJ ^La—^vJJ $ LJS” Oj£j 

3 y° ^IxJj 4 cJ^>--tJI yjjpx .13 O'-wLmlaJI aJ|j 


83 




Oj III i a 4 JlL> 





lb 


^ Jt±j* 


: (15) |»5j 


5_jIxJ! jcJLxJlj sLul^JJ aSwxJI y> oU>^J_»i.l 4 _JIajL^-I 

oU ^y~^~ ^ v 2 j ^y>c^ol£_i^ y* -b V 4JU Sjl^i-I 

3 ^ll (l)Li vlJJjJj .4 _Sj^]£? y£- V| <ui>-|Jl)l ^SwlJl Ji-Jj ^1 

aSwJlU (J ^I l) V • o 1—I y^ I (J L£ (3 y^2i>rS ,! w\jlp <J jy (16) j 
4_ji<ui3-! 3 3^^ (JWsjVi 

.L& Oyy*S>\j ^-L> 






Jjio 


-bur*-* 


4jLo^"I wL^ j^p y&j 1(16) pbj 3^*^' 



































3j-uj-ua (LxJlj LjLajJjiil ^4l 


(j\J^u l_s A [2] 

!j_a L .L>L_Ll —v 2 j La j j__^ L>L_Ll 3 —<v_c- *lJL> 

\ ^A 4jL_L| j\>X>- 3 iwLLul Aj'^j LLa o} (J yj 

(Packet Filtering) 2__L» jl\ Ol_)lJl 2-L^P Oj-L»l (I) 

OIL lilj L_sjjJa>3 3 cLVl aSL_j> ^_Ip oL j-L^i! 

j^-a ^Jis>Cj^ l oj^S- jS. l_Sj jJao J-S" ^2 _>c_4j 4jU LLjJaJ! aL^j L-<w2«a AjLjL 

gLaj 4. AjLL-1 Jj ^jJl La J Jj£ alU_*_a L JjA! L-Sj^Jall <lLj 

.^jLJI ^)|jj>c_U (J^xl! ^aU(3 < W^L>» 3>"“4 j 

teL _Jji y iLoliil! o^jLail ^jjUp j^Ju ^ iL^P uj-Lol (cJ) 

cpjjiisi.1 ^i) aL^-iaJi 

»/gj L)l 3“^° c C-JI LLii JaLJL Lo j^U- ^JAd^a LoJ-Lc- 
L)^j ^j-LI3-^Jt c— j 2_L>- al LLa (jU Ljj^LSI Ia>^j 3 L Ls 

JL*jL ^^_JL c_j j^Li-l 3 ^^ll 3^-LxL! ^Uaj (1)1 y*j .^JjLiL.1 L$j jjcJL> l)I 
jl £ ^_9j>3 ^_j2_v2j d*->L *1^ 4_^-j O—JjioVI aSJ_j* 3J <-^LL 

3-a-^ La y*~^ (^ajjUsw 3 jL^L-l L^-x*j£ oULJI dJ_a^ . Jj^j JL*jl 

(IP ^a—^o L« jl £ 1 gJL Ij\ ^_£J !! <-J ^-ouLcJJ ^_ai3^ Lt“Ola3"*"* Cy 3 

£ cL y Vl 2SLi< 3 3*' jsi l)IjIjJI IL_aJ .Address) 

l_s! jA?^] {j ^_a jlj-L*-!! IL_a .(^L5U! y^ cJ LL* 

> wi fij ^3 ^ ^ L«»d I I ^ LJJ Lsls I ^ 3 ^ 

^ jUl c_jL>c_^I 3^ j^-a jJ (j! I La .L^LIp ^LJI ^Jj>cJl^_LJ L jL-I 

. < _->^_c*jLL| <LJj (^3^ Lj>c_a yAA a^_L1 

Sjjl ygll iwAjjUall j^jLlp c—fljjUall 4_L^3 ^ -*^Llc-I J_LP^ 









Oj-Lu-t-A AjlLi LjLajJjiil 


'• L5^ ^ <yj 1 dr® 

^sJj - UjLu LjjJil - j &j :(IP Address) cMj-;*)1 —5 

jjj^ jl ^jbJI jl Jj>JJ c cJJ Vl aSL-Ju 2 )yJL« jl^_>- JS" y£ 

. J-JiX^il jl j-*-U Jl (jlyl*-ll ^J-C- * J jl 4 l* 

Jl JJl l 5 _Ip J^w*J : (Domain Name) (jlkJi (%-*>! — o 

yjjl-JL*JI JI 4iLj?l 4 Oli »Lo-<^l ^Js-xj £_$lJ.I (jl$ d-oj!bVI aSwI» ^J^- ^ 1 J.I 

ocaU- j>3 ^Jlc- Jju (www.ksu.edu.sa) £[ ^:)\ ^»l ViUi .ULLj SjjS’iil iw^iJI 
Sjljj £_j j^j ^Jlc- (www.moe.gov.sa) Jj-j Ld-o 4 oJ_JVl aSJJl. ^Jlc- 3y*_^> di-ill 
jjj-o £_L£ 4jL»ji-l J Jj>- 4j£ y /JLc j . Aj J yx^-JI ioyJI aSLLvJ. 1 J ^cJ_xlJl j <LoJI 

.^jrycc (Domain ) <3^ J / 3 ioLaJI iJjy^J Vl c-ijliall 
4_la 1I 4_JLjaj| Ll& (JJj^JJ j j) 4/g^ll i^*A^cu*J>l ^Jgl^xsll J yjy. (—^) 

4 Jllzj .<L«Jji-l (jJ-Jj yJl 4_^_i-lj A_>3Jj^-I 4 JU 2 oLjJjJ,I JjLJj ^.JgUdli 

L yJ\ oL«JJ^-l .(Browser) ^Aa/si \,I Ju lj£ljJ J 4 UL^ol Oy^j di Ijla <l«-X^-l 

lLUj J^—wdl 4_ajj\JI oV J”JjyJJ ^c_j*j aSL^JI o J 4 d^-> jSjVI aSwJj J ^J_JL 

z oVjjJI jyj * IaJjjj J. oLo^i-l 
^c_^_v 2 iil ^oL)y oL«J^til (JjLdJ : (HTTP) cJ j ^ Jjj"? (1) 

*jj3e (J 

V~d 4 jc-^>ti-l 3 j^S -w?l>- oLiiil JdJ ^w\j>cJdso :(FTP) J ^yiy (2) 

. jy^LlVl Jbjl (J (Attachments) 0 U 5 IJL^jl 

VJLr^y! J^JI JiJ r -^, :(SMTP) JjT^ (3) 

.-bo yp oU»J jJ.1 4 oiSwxJi 3 jIjV ^:(snmp) J ^yjy (4) 









6jj. ujua 4itJLi LjLa^Jbill 


.(CISCO) 'ji, ^Jl UJ-I jljji>- Jl»V 3jj^ (17) JSLiJIJ 



.cisco aTajU" jU*- :(17) 


4_JaJLLc« a^jl> ^^ill Iaa j tS Jt k*]\ olid I AjL^i- 5 jjU (‘-j) 

J-Lxj jl L oLjLJl AjA-Ijco AS>j^ai vLw*>* 4jj[£ V AjI Vl < AjIJj L&jU lyg«/g;£ ljl^->- 

.aJLL*u ^jjQ .1 jX+ti J^l AjU IJ^Jj t A-aJJlil oLoJii-l 
\js l^ip-1 (3 Ajl^-i-l d)lj^->- Z S^a^t-jJI <5^£>-Vl AjjU Olj«-^>- (->-) 

A^jli-I oLajJ-*il (j-° j-£ 4 ^V2i*e-*lJl t-J^-‘■’li-l Jj ^°l^ Vl 

(3j-wJI ol£TjJL)l j-* j-Lp U2jI JUM IJla (Jj .aJI aJU-IjJI jl i > 

: L« Jlil Iaa jj oL>cull ^liul .iwa^-xJl <L>L«ji-l oljAi-^~SsJI 

(1) Norton Personal Firewall 

(2) ZoneAlarm. 

(3) Sygate 

(4) McAfee 


i i_ajjLlall aAjjS- JJU ‘ oLo-L>- S-t_c- 4_)L*ji-l o(jA^»- £-^jJI l-i_* ^»AiL j 

^ot j-> 4_)li 1 1J l A^Jt ( oL^iJl^jjJI A^s 4 jLjj£-1j 

ULsi Lol t O—i jaVI iSL_A ^olj-_!l «JLa j .(Spyware) 

.(ZoneAlarm Pro) jAo jl < (ZoneAlarm) : JiU 






Oj i ii i a 4JtL> LjLa^JLjtll jj^ii 


ZoneAlarm (_£jhJI jJI iiLxJU jj ( 1 8) J5LxJ1 ,jj 

. Ajjjllij ^cJSsV i—jW’J 

JUrfVlS" £ ^jLiA-lj (Jl, yg> Vl ^«LJ -J* ^ 

aJL^jj ^ j_ju (ZoneAlarm) 4_>UJ~I jlJL>- ^jJL *oJi^Vl 4SLji ur U- j j>-^jjj: 

1 jl^-l ^w\j>JLvvJ,I ya c_^-Uaj^ £ ( 1 9) I ^ 4j>c_ 4?^l! lLL1i£" 

^J! 4_>L*ji-! jlwL^ *UVl yo jl £ (JL^Vb ^°\j 

JIJM-' Jj oU y~a ^Jj>t^wvil JL^>- Jj J _>-y -is <c^wjA-l 

^-1^- JjJ ^jljA-| 




■ ^ <jlji-^l £>ij-** Uc j J*-Ji ^ ^JJ.«il 4ilj* 



. ZoneAlarm y 0 j'-^T 4~*Jj5\ :(18) 

















3j-uu-a 4 jlJL ljL4jJL»XI qjq I 



.^ !(X9) a-3j 

5 j-* J-^ 4 I y>j*i a^“? ^UUl j'-U jl US' 

£ oIa^- I 4.j j_>-^£*U! u-j(Jlv2.jVl ^jU^-L 'J*' 

JjUi 5S.™>- l^j cJ j^.j V i 4S\.~Ju j_j *x>- jJ <u li i tj I -La ( jU^-*J 1 j 

.LgU ^Jl oUUJI jl 1 t^-~UjJ-l ^Jl Jj~w^j-H 

4_i_^aUU]l 

UlSI SjUs oU i L^-jU oUj-L*ll oISwJj JwL^j jUa>- Vl 2 ^_^wwvj 

U-jD^s ^Lii) L^jIj l^-4-yg^ 4 \ ^ 4-^0 ^Jl 4 jL&^-I 

L-oIp Ijj) 4 .xiL>- Oj—s uj j) Ij__a^ i oj) *.xil>- ^ (software) ^>jI_J j > 

4_w1j ^_JIc- djJ_s 0 ^-£vJ old— u^!^£ 1 «-^^>* ^1 i *L_v2->*_*iJI oU^_cxAj^-I 

L 5 J! 4 lad> 6 j,_X5 4*wJL> 4_>La^-l ^)lJ_>- 3.4_>La^-| ^ 5 !J_^ AJjill oL-Ua^l! 

l)1j^->- J-LaCu^ .<Uw^ oI-4-Jjo ^_lc- ^I_C^ 4 ^ 4-^0 

wLi't u*i; J £ 4_jj£)|j 1 _£oU^>- jlj-ll oLaJ_a^laJU ,c_J>c->- 4 -jLu^-I 

.3J^^ia>. w\j>“l 4 jLu^“I 

















Network Address Translation 


J^s-C- d^> jio Vl aSwIi 01 < oLxs^ii' J£* dOVI aSO-Ju ^-C <3^ Ai) 

4_jIaSO-OJI 0 J_£j 4j' ol^jJ-dJl ^J/2-XJ 0^5 4 43 jJ' L5^ ^J J JU * 

O' A_Sj>il .0l~ol 0350 L^-aJj>d_^o >w-w<..ul^i-' 03 jLo 

lt^J o'jO£* (Ji OA^V' -^-Od j'-R~ J^J 
0j-SL* l 5 -^5^Jt O'jJjJ! 'A_aj 4 (IP Address) jc_^L lJj_xj 'Aftj 43j_^>-V' ^L 

jj^ji ^ .1^ ui(4.294.967.296) >u$ j&> u ^ 4 ijw au. 32 ^ 

4_gj>-'^ij .4^0jJl ^jjjLoJI l_^3 ^»A^*dA ^J' iL^la)' t^^vj 'Aft jya jju/?' ^Ixi' ^yiJLA-' 
4 <d yaxll aA^J 0^jJb- jL^I (3 0j-v2^>til ^S\3 <U^-9jJ' Jys ^Li' ^A>J1 SJU 4lOajca 

^_ft ^A_)' (NAT) 4jd^—wwJ ^lla *✓?' L« ^1 4 jJI <•—>>jJaO I^ja 01^3 

.(Network Address Translation) ^Jda^si jUsX>-l 

(NAT) 4A& 0>AVl Sj£all [1] 

iJjS (Internet Assigned Numbers Authority IANA) L5 _«_A> 3_dal* ilLj* 

li-Lv? ^JldJLj — 4_j L_9 j£jc« O'[jAjJI Oj-SL Vj 4 L^JJaj jJ' ^jjLa*J' s-Llacd 

^4' O'^a>J' 0^-£L O' (_5-^ OIL ^jjc jJ^2j ^cJ L« — ^'jAdou^Ll 

4^aJ jJ' ^jQ ^Lxi' -^A_*J' 4_ls .4SLdi< J' ^Lc- 3 a 4j' 4 tJbj$ 

jj-^o' jJ_£- jl 4 'Aj>-'j L^sj — 4_0 >-'aJ' aSO-OJ' L^-dJj — L« aSO-Ju L« Uli 4jU 

aSO-JLU 3J ^^2' ^ la jo .d^JASO_d ^lOj JJLP l^J U0 

-d>-'j J<j_9J jj-SLo V O-^: la ^9 ^i->-'jJ' ^'jj>d_^V' ( jyiaj_»J <L_^j <ui>-'jJ' 

^ p QT fr p 

lo'o' i ^-dxi' ^SOdJ' 0jU- ^ >V' cAft O' .‘dotl' ASLdJ' 




3 Juuk 4 4JtJb LjL^jJbtXl 


4_3>»IjJI JJ b«l»£ i aSwI j£*l (3 d£ L« LJ_>-Ij 

. js^s* sLxjl^jj Ja^u ^ jji ^j2j1^ji j? ji i^jlo y^ <y^ l ^ j^i 3 ^-uLiji 

Q l +,& >V1 aSwxJ! J jl^_>- Lowiic- (NAT) 4 _jJL 

Lj>-jI>- 4_j l_s jzjuq j*s* JLdljJI Jl 01^-•'-*-11 OVj .aJ>-IjJI aSwiJI ^jl>- 

01^-oJI t d^> j^jVI aSO-Ju^ <a3>-IjJI aSwxJI o^ llg * \jl^->- LlJ 


djj^) 1 ' du'-^' J-^ji (O- 5 1 ‘'-J urJ-j'-^- (*-®J Ji l _s^-' J - ! ' i_s“^J' 

jLgjJJ Jl 01jd*Jl 4J1 ^y^jli-1 JijJI 4_Ll>- jj.ygJill jlJL| JI (Packets) 
la a *.xiJ1 ^jjOo c-jsjjI lall a j_a w\jlp^ .4_0_^l a^wOJI J>*Ij ^_s!J l J,l 

1—JLO^ .Jj) ^/aail ^J>*l jJI ^l^J-l ^ J-l *cJI Jl 01Jl jla*10 

l_^_>-J (Firewall) LjjU IJj_>- L*l (NAT) <^Jjsj jJsj ^jJI la**^Jl jl^J-l 0^Jb» bo 


. (Router) 


wi ji*-o j' >iC 

L^jU. 


. nat M 5 :(20) (»ij j£«SJl 

(NAT) lU*J dd [2] 

t i (NAT) <Ljjl> L^j (3J^ ^dc- illiA 

jLjO ^ -(Static NAT) J - j y*i U C^bJl Ja -<Jl (I) 

V boU b-«-S^) Ul y*£> ^J>*|j 01 _y*£- J^b) )a **.±>Jl 














Zjjjjjua AjlIj LjLajJjiil 


I j_a j : (Dynamic NAT) 


dl (-J) 


LU^j i 4_*>-jljL| ^Jl ^jJ^LjJI bJ_^- bJ_C- Xa^uj ^Jl ^)L^jL| ^_£J-J OjLsj £^JI 
LI jL^j>- cLia^l o_>^ibVl ^SL-Ju (JL^jVI ^I>*L jl^->- (*_LL 

LI^jlp ^>-jLL| ^-11 LI^-"-Ll ^1 Jj>cJL*^jIj ^i>*! jJ! ^) 1 ^jL| c <l->-jIjL| ^Jl 

cj-s^ll d)l^. jLI 1-La 4_Jl ^1 i cj~> jibVl a5L_jl ^sL 3 ^ 1 4_J Lsj^ 

a^n»wwL 1 jL^>- J—ol^-—^ ^-*1 ^L^^L l ^ ^ 1 c_ 11 ^ 11 

*Lpl J—xj j .4_JI J—^ ^1 LI ajLxcL O—sj^ll ol ^-^Ll I-La ^ JAcJ_^v_> 4_lU 2 j_II 3 
^j_JI J o^-^s ^Jl jL^Ll ^1 c^-s^il ol^-Ll (> _^bVL ^L^jI ^l^-A-l ajjL^I 

^ Lxll ^>-jLL| ^J\ d)l^)-LI d)L IjLL> j 4 j^u L^j ^>-1 ^l-^-A" LI^-Ll I«La ^jlc -L 

• <£>■' Ji s j-* 0^ ^ A 5 -'- 5 J^Jr 

aSLj» (^^jLI LI LiLc- O-I^; ^JJI d)ls (NAT) ^uLL LL>CjI^" Ll^ 
jl^i-l d)li LaLjI LL3 .(NAT) ^Jj^j>e-i!! ^X~^ju SLLlII 3 <-j ^-^LLl 

JajjJj 4 4_^>-j^j 4 JI ( j>^_iJj .(Router) L^>-jl 4 (Firewall) LjU ljl-i-^ d)jSL Ji 

UlI_A^Ua^l (IANA) 4_LaJJa SLLdl ^JJaj cJ->jibV1 aSL_Jo <ui>-|jJI aSLjJI 

4 4_^jil jl j_jlp j_a jljjjJI Ij_a (l)j_SLj ((IP Address ULL^» dLl^j ^jJI Ij-jT Liij 
jLS*l L^jJ d)^_SL ^^Jl oL^JL ^ (JLLl ^_a L_Lq ^<*3j j^jjLc- dJ-C- (_LJaj Jij 
4^L_j) ^ ^_£_v2j 4_L>-IjJI aSL_jJI ^Jj*-L L ^JAcjj-^ LL~ (3^) •(_5 jJj ^ Ja>* 

^1 LI^-JjJI L>c_l^^ ll 3! LJ-L ^jj>t^_wLl jL^j>- d)Li cj—>^ibVI 

^_s^il LI .^Jj>t)L^J,! jL^jL ^Jl (jl^Jbdl (_LiaJI d)l LS" ( 

^ £j-^z. lUj 3^ 4 lJ! ILll 3- < - 4 ’^ <: ' j: !*d)ls t <JU-Ijl)I aSLjJI 

^il LL iwJLJI (JLc<jjI (J^l>- ^>- ^ll LI ^-3 .(NAT) <u)ij ^a 










4JlLj LjL^jJbiXl 


aSv-wJJI 4_x9l jJI 4_w^ij ^jjjLjLP ^Uapl ^ o j_SvjjJI j -O-JjSjVI 

l)L-^ j ^ <iJAj I (J^JJ Jy 3 V 

^_>-|j 4-^C-j JJLP ^^>-1 ^^JL> (J^jLc- 

4_>3 jliil oULJl L« JCJ>-1— J^-£-\ J . 0->>j2j VI aSwI Jl (J^Jl A^-^M ASwiJi 

A_^jjJI ^jjL-oJ! ^^ (Sj—i ^ < Lo^ A_JU-|Jl)l aS-L—jJI Ip Sj^_j>-^ il 3j_gj>-Vl 

^JLo ^JljJlj^ c JjL>JI <jJ-J-i ^1 ls.0.9 4_L^£(jJJj J^SsJ _J <• A^>-^)l^-l 

JjLi* {j£- I-Loo <Ji»-ljJI Sj^o^VI 






,JM\ 

<jp 

Automatic Updates 


— (Windows) ^>1 lai J—to JJi—dx!! <L«Jajl L^Loj — ol ~j£-jJ\ e-lo jl 

i—SjjJs j-JiXj LxJ 5o oljO«^ I 4_>-l_^ LgJ 1 LiS" i e-Uai-l V j 4 a JJbca 

l)li j->-l 4_^>-U OljJJ < t>aJO*oJ.I oLJU?j l^l Jj>oO 

JSlo ooaoxSsJ ^xJI 40o Vl oljJedl j j->~j */2 jJ 2 j j^ooil Jl 4>-li-l 

4 JjCOJ (1)1 olIjJuJl ctLlj ^<0^ l sT c oLj^^J l o J-A ^ 

(. ^.^IJj^.U AxJLv^ll iS*^oJI ^J_^s 0 ^_Ssj J_s olj-JcJI olo^lj .oIj£jJI Oo j^- 
^xJI <LoVl ol^JOJI -oJ IxjO_^ l^i jO/ 2 j <Lslcol o ^OJI ^l& oic-j 
Qq^^ i Is < 9 ( 1^—I l_I | Q^ 1 <? Is«1» I 01'^“ I ^ .jJJ I 

t l_^o J-*l j£- ^A-c- 4^j>c->- i. is^X j Ijlo oi^-j c oljJedl oXjt, JJeoJ io* ^-ol j-i 

BjLnAjj . L^jc« J««IaX.1Ij olj-*xJI oloiS"I AC- J^>j i ^cU ^ *v +/2 11 J-iiaxil SjL^j 

* ol jA~i oUj^.JI oli ^^>-1 

.^«ljjJI <0^il ( 4$Ui^Jl ^jw^- ^1 3 JjJj>- ( (JL>oI (l) 

L^dl jz3 >-1 JL<o-l ^j-a OnJJ oUjJI A^oxSvil oVl oljJcJI -O (^) 

.^yiiiaxll JyJ 

4_^>-lJ lo*_vS O^-So J_9 ««»d>lj L^XjJ— oL^jJl ^>3Jj>tX_^vw« 4_JUa^j 

?■!j_J>-V Oj*)UI 4_oJI Sj^-ji-l 4 yglo ij\>3Jj>tX_wil L02 Jj^ L-C-Ua^ (1)V 4 4_J_4-C' 

Oo-OtXJl 4 ^w^L>- oUjJJ 4a^/? 1I olS*jOll X)JX- ^5j OJJJ V-bj ( OoOoll 

ooll ^°UjJI iw^li-l j .(Automatic Updates) ^Vl j\ I 

l_^o wLj>-^o oli ^ oIxjJ-^- ^1 ** ■ **U ^>Vl 4^jOlL (JL/?>VL i j^_ oul^-l ^ 
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5j-mn-a AjlLs LjLa^Jbill jj_ai 


jLSoVi o Vj i LlJek^J oLi jJ\ jj£\ t j_« 4jV i (Windows) J~*_JLxJl *Llaj ^Jlc- 

■lS oL^ ( _ s^- c ’ — j ji — 3"} 3 '-' 
(Windows) ^ 4jjlili]| cjliL^ill J^c. ^jL [1] 
L&^Jl 4 «oLa1xJI (I) 

4jl^J ^_lc- LoLSJj 0^ .(Windows) J-JuicJI ^Uaj 

: aJUI ol*1 ^ w ^- A J 4 <dJJ jJ ^UaJ! 

jJLSI i (Start) ^Jlc- jJLSL ciJJij 4 (Control Panel) jLj>- JJ ^LaJL)! (I) 

.(21) ^aij JiLxJI j LS’(Settings) ^Js- 



.<LJliLbJl 2l J ye jJ':(21) ^3j 

OjjLI j-aJL-i ^j-i> (Control Panel) a-lili j1 Jeju (<_ j) 


j-^Lc Windows ^Uij j_o <_£^ _-*Jlj ‘ (XP Professional) ■ 


'f- 


,( 1 ) 














3 JuUk 4 4JLb ljLsjJLjiII 


(Windows) ^—Llxj Ll&j c (1-23) j * (Automatic Updates) 

; aJUI oljLi-l ^ 



oijl> :(1—23 ) 


J->-l j* >" ^UajJI ^jJL> ul *c!j^ (1) 

t -\^_>-V -L^l O^-S4 jlSvjt ^JUI ^-L>cJL^wo ^j_>5 Ji-Jj ^ol l)j-^ LdULb 

^LlaJ 4-xI ygld 4^"JL^I jJb jLi^-1 |jjk^ I^>-1 .j!( C^l^j-L>edl 

.(Windows) 

LoLilj Jj>-I j * £^->- ^UiJI (2) 

^1 ^j_c- aS" j-Ail ^_s^_c (Jl yg > VU Jadi 0^ (3) 


























3 jjmju * 4jlJL CjUjJLjiII 


U&j l dlU j j-^j ^A>ciU,t 4^jo ^3 l ^jjq t$UU- jcJ 

4^9l^_C Ujfcj L^w^Joj oU Jj>Ul dJ jfc 

.US' iUlJLkJ! tLilsJ :e'jH J»' (4) 

lLUjj t oolUill oUwOoll ^j_j> d 4_JL^1? i]U_A 01 UiT 

j_a US' * (Windows Updates) cr U jJL> t (Tools) jUU ^JUxUt 4 ^UvUl 

.olioOoll Owj>- aS” jOll ^c_> ^ (4 23) JSUJI ^ 



> Click If- Q5 e •»*#»>> button, or try . 9.111 i.t.i 

> It you tipo-t the o.o* tMr.u .r, the Ad.ir. ■ 1 


tjSi. ci-ik betting* Rib jetting* should match those 
provided bi your local are* r.*t*»orV (LAN) ednwustrator or 
Internet .oryica provider (ISP). 

> See if your INfnM oonneebon *eiyirg* ere be-ng MUMt 


. Click tt 


• g-r. tJO-btt fonoirt 




• It you ere trying to reach e recur* sit*, make tur* your 
Security retting* con support it Click the Toole menu, end 
then cl -k Internet Options On the Adrenced tob, scree 
to the Security saction end check settings toy SSL 2 . 0 , SSL 
Si). TVS 1.0, ACT lvO. 

• Cl ick th e ^ tr* button tc 


1 ■ • «* firu 


.^jLskII j * iLSULUl ob^rcJt JaP :(i_j— 23 ) (*ij J^iJi 


UjAj (Joe. ^glo [2] 

oljl-Lv^] ^>-Lj j ^-h-jli-l JjJUS* idUUl oUjj>UI ^IwiUicu! oj 



















3j iii i a aJLLs Jysj 


: {j* AjC-vaII aS" 

Jjl> \-c£~ oLoJl^xJI «i aj :(Security Updates) 2—OliubrJl (') 

lil L^jj kiw^ t j_j d~aJ^xS"l AJLow kUL«l SjJu ^^A ~<v1 ^_Ja 

1_j(_ j AJ^j-tlt 0L0 jAj <11 jl 1 ^>1 Jaiil j_s I^jU ^L^aJ 

.^»UilJI aJa ( J~oju 

Lr * oli>Ji_xdi 0 j_ aj :(Critical Updates) 2-Ol-(O) 

Ajlbcdl jjA A^^ll ^UiJl t_4jUij (j ( JJi» jlJLs^l 

k>° 4 -i-^V 


4 _waS'l J aa 4 _<u£ ^—a :(Service Pack) 2-fj^' (— *r) 


t ^jVI L^jU 4 olL-U>o!! 

. I ^ j3 */2^ ^ I 4«««^o 1 I ( 1 ) 

. lL-U *X^ l ^ A a/2^ ^ ^-1-1 I <L>-C—^Lo-X^c-Jl (^^) 

4 ^>1 la 1 11 40*-« £'LO>jIj <W 20 >&il (Hotfixes) 4 ju^vsJI (3) 

^y2J>^J 4_v^l>- (JIjSJ jjj 

.(_£^>-Vl olLJj>cJLll (4) 

(_J^f) +/2 >cJJ 4-_) I ^^s_C- ( ^ wt^c-wwsk-^-U 0 w\ o2^0 Lo wl I i^J~^ 1 |1 —i ^ 

: dJ jfc .0.9 ^-ocij^SvjUj aS"jO ^4_^io 01 L^-J-c- 

4_JaJl J—oL^^J1 (Upgrade) S_Jjill oljlJ_^l (1) 

.Aygyg^ jl jUM (3 -XpLvJ oL^J 4 (Tools) SJ^LO.1 olj^Vl (^) 


http://support.microsoft.com/?kbid=824684 : (1) 





Cijjmju* 4JLL ljL4jJL»XI 


_iJ Djl_£>l _Usl) L^._v 2J»J (jL_9 Olio-O>cl)l *1O_>IS" l_ <5-^0J 

. 1 * > aJI^L-| ^ ^ -cxi l^~ I 

<j|j Aa. ^ IaLoS l^)ixk (JiLoJ 4_ut£li]| i-'Wwltl e.l^^.1 J* [3] 

^ ^ | L^._Lw4^^ ^^wwJ ^cl ^ I C—Lo -Aj>c^J I 1 a1^^^«£ 0 1 ^ ^ | Lca» *^/1 i» • ^ 

c_J^_c^Li-l oLo^Ixil l ^y2-*j £—os>- (JLv^jVI (_£ j->-\ (_£jdl c_J^_<^li-l jl^_>- 

(1)1—9 £ 03^—^Ssj La a£"*1 £ 1*09aS"^1 ^*-3^1 L^JL^j^!^ ^J-*/2lll 

; ol*^1^11 o-La 

. <—j(M odel) ^1£ **—-^-^L^-l ^L^jl- aaJwsII aS"^J idl ^c-*aj! (I) 
j—uuli-l J ~ll (Windows) ^1—lad (Version number) a^_J j<*-Jj (^) 

.J^dt 

i_jj_^U-1 j o_All C —>yj Vl iSwi (Explorer) ^j>^" ^°lj^sij (_>-) 

•J-^' 

. ^ji A/S I l^“ l ^ ^ | C—^ Lo l A^C-9^) ( 3 ) 

.c—>^_c4»l^-i ^ a1>-IjJ! (ID) o^>ll ^Jl (-a) 

.(Region and Language Setting) aL^I oUJJ!j £ Aikiil jl (j) 
.(Windows) ^lkd(GUID) ^UJI cJ^xdl ^ij (j) 
.(Product Key) ^oiL ^li-1 ^Aiiilj £ (Product ID) ^oJJ j**il ^J>\ (->*) 
.(BIOS) ^a>L- 4»VI ^UajJI (J^) 

c*j^j V odLili) I olLJ_j>till ^J-Jl ^oLJ jJI (1)1 aS* j_oll 

: iJlill 0 L 0 L>l ^Jj>t)oil 

. ^ w^^C»^wia1 1 ^C-*AJ 1 ( 1 ) 


. ^ 1 ^) l^^C" ( ) 









** ** 


Encryption 


-L>O—k 4 j */? 3- 1 ^ ^(jJjLLLa ^|S" 

0 J y >.jll oLaII! A9 juj ^J-P J^-o-y2j (jl*^-* (3 L>- 

c—^ IjI L«l .oLjlLsJJ Jl V d-oli , *—jiL-1 o^ lil S 43 

^ jt^~ L$j >^-v2^j AXwii 4^L&_c- .^Jj I 3^ aj Ia j+jlz>j lLL^^L^ 

. ^yj L-cai ^ I 1 4_9 *J I ^—LC' */2j (_£ 1^0 a3 Lcx» I 

l_Sj_xj ^j—a Vl Vl Aj*_^ j Jl 4joLc«l jl 4 ^^_l^l 4_Sjjco w\ “>-1 £_JaX_^u 

UtjJb J_A JjVl •• Uh-^ 1 *J^ry. ^-> J 1 tS j-^' Jtj^> -°jiy£- 

^-a^ l ^uL*xjJ! <«Li_9^ ^w\j>cJLocil (_£^w«J! ^LlaI! ^a ^>-V3 <- ( 4 ^ 0 ^)!3^-0 

. oULJI _y^ ^_y° as^ju Vl a^v_o*jI ^Lc- (_£ 

IjI i cjLJLJI ^^_x.^ aj l^->- <jJJ 4 ^.jJj>- 

^1 * ° ^_>*^ ^ ^Ls <_£3J 1 L 1^1 t (_£^.v^J ^ I 

4 ^.A—w<xl I \^- I 0 ^ L^*3 I ^-Uiil iJa^L^l liJ .^i^lll 

J^joull (J^axj [1] 

^/ 2 j>c-jJ! L^jlo ( 4 aJUM L^jlo 4 ^ol jj ^jjq Jjj-*J1 iJLla 

.L_^jlo j_>-Ij 3-S" J—^ ^2-^4j .oL^Jaillj oIS"j_Jl!I ^j^-Lc' L_^jl*j 
4 SJ-j^Ij 3j>3 A*i Lc < ^-L! ^jo ^oljJI 4 LLLo LjLLo j£-^> ^ol^Jl 

^^-Aj 1a j+jlZ+j jl J,l oLa)^ ^ • . si * •. a <jJ sSis ^-Lp^ dJJ 
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4_^J 4 ^sA^XjJ! ^ ^1 y>\ ijft 3^-*-4» ^JLJl (3^? • ( ^La1i] 1 ^sAsXjJlj 









'LajJjti! jj-al 




j. 


.jjLill i\s -jJt JSLi :( 24 ) JSLiJl 


£-9 ^yja LiLsi Co^j 30 S-Ll 4ji-Lv2 ^-«Lj^Ic- 3j)yg:Ll 

http://www.jetico.com/ : ^IxJl IljIS jjiali *£^-xJl 
t-Lc-j dLJLc- < o~4j' -bu :(Container)jji-iwJ' s-^j 

t 4 -JLJI ol^L jIj 

.(25) (5 L>S* t 4j^A>l ^Ic- — 1 

■ jj £tli) BestCrypt Control Panel jLJi-l j~>-\ 4_«oUJi jj-ft -C*j “2 

. 1 

26. ^5n-cuJ i ^ J1 — 3 


4_>- 


.New Container ^<u Container 


-4 


r “ 


; £.2j^oj i s-Lc-j-U L«^ul k_~x£ 1 _ 5 

■c5'^*Vt l/Vl olS’^ ijy; j/ 1 ^4^ 

.Create jj ^4^- j^l _ 6 


iJV-d! Li 

















Oj III i a 4JtL> jj^i 



■ Best Crypt “WjUiJt :(25) j*ij 



^ \Q .*■'*' f.\^ ^ 


d ■ & up <9 *4 a a > ~|U?| f 


S My Computer 

3 (CO 
(PO 
ss s® (EO 


Re Name: 
Location 


cypher 


7 


_) plc.j 

iQ i iM f 1 ^ ^ » i* 1 


Q 


t'Ofc ®W> Oa 




Description 1 

^nconaner 


cry idnuum 

Ata®* 1 ™ BLOWFISH 1 

v Dnve C:\ 


Space avadable 

Key generator: j SHA-1 

1 v 17.5 G8 

0 Mount and format now 

Mount drive: |F: 

1 V 


Ready / 

“ 


^ to ■ u \ (, (C- ^ t 

^ t Q , .■ t £ 1 C- J ^ r HA 


. joLio s-lPj :(26) (*ij 











































5j-mn-a aJlLs LjLa^Jbill 


a . \ a <i_b ‘ ■ Oal (^17 ^ . j. n ( j 1 ^ 1 ^~^~ ^ ^ la ■ • * 1 7 

.«-le-jJt ^XS JJLC- L^s-lxtf- i_i j^i aJjfcj < «-lc-jJL 



. j a . x . U fripjU a^is" 1 ( 27 ) jJ^-xJi 


i (Seed) ^.wA' o^)wl_j , ~^Ij^JI 1*3 ■<*! v_U ^ _a_^j § 

Vj 1 j-Jai-Vt Jg ,‘j-l ^_X>> j_Lc- ( JSLjX; ^jLill 4_>-jJ jJixJLj ilAJij 

.2jjJ! I_i j^>- Jajb- (AXsjJb 

( j^>jJ aJI «-LfrjJt (Format) aC^xJ jlj>- dl! j^Ja^ dUA> Jl*j _ 9 

.«-Lc-jJt Ai^x! I Jj( jl 1 (Start) jj t _ s A-c- Ja».)o' 1 -L>-1>. ytj^~ 

.(Close) jj (jr^ -laJu^l t «-l$xjVl JX& -10 
s-Lc-^ Ol)V) — 1 1 

aLjwsj j\ jyLicJl s-lPj (1) 
i A_>tXS L~iii jL^ji-1 J—LC-J A_X^S\j -t-Ju^-jLxxll 

: aJIxSI ot^Jai-1 ^-IjL stiJjj 
.^-jLxxll ^-*(1 y Aj^A- c- ^)JIj ^JLI — ^ 


















Oj III i a 4 JlJL> djLp^JLjtll 


.Mount <*Ip^I ,«-J> : j^>-\ t (25) JSLxJl <j US' USli dl) ^Jaiw -2 

j_Slx)l d-L-u t -IL- ** i «-1_p jJ! (j ^uSl oL«jUil <L^_—)j 4 ^j.1sSLj -3 

.(28) juui jus 1 UU jli s-Ip jJl; u^lS-i jjjli <UIS dl)ij i dJujA 

.e-lpj)l (wS^p- jLxi-1 Uajj d-LS_c -4 



. joLicJt tlPjJ <Uki£" :(28) jSuJt 


tUjJl tU^)I (2) 

^LjL dUij < jL^ji-1 j_U -Up jt < ^1-iUuj'yi ^»-Up -Up «-Ipj)( «-U>-j dUS_c 

:aJUI oljJa-U 

.^pUuil y>' uj^U1 ^jp ^ j4jl j jul — ^ 

.Dismount <«-Lp ^\> : j ^>-1 < (25)jSd)l j US USla dl! “2 

j (5-iJi ^»-u>u_-4l j_J.> Up-d-US_c t jj-p oL«jl*lt d>~* -U.4 

. 4Sj-dJ! ^ S^Lj 4 ‘ jjl 

Fine Crypt £^4 jj -<-j 

$ i Q.C* wl_> l_^ £ 1 wLjw\^* ^ .1C* ^J! 


















ClJJMJU* 4jlJLs LjL4jjL*l,! 


t^aL(J“ <5 '^' L - * 0 k_Ll l_ 9l^U .aL^ JJLsj CU5^1! 

<Ji^ £^fj^ ‘ -b^> jl OljjJ.1 

^j_5s_C ^LLa ^1 4_^JS' J^a ^1 ^-L ^-«Ljd! J ^uLlLI J-^Ixj 

4 ^aLjd! IJ—& ._j^^_ll 4_a»L J^a ^ ^-91 * ^aUjd! (J^->» Ajj^Sd 

Oj—* Vl jjj-ll LJL ^JJaj Vj <^i_LdJ *Lc -j jij-j ^JJIj 4 Best Crypt a iL£ 

LJL ^uLidl ^-LL jl < jjj-ll LJL aJU Fine Crypt Lai .*L<^)l Jjlp SJ_^1j 

4_^dji-| J j ^_a 4_<d£* La C~a-L»c^_L lil Vl 4 ^L_Lx)l LLs JI 4 ^uLLJl OJjI 

jLa^c-l j _a j 4 (Session encryption key) a_LJL ^i_LJ LLa jl 4 (Session Pass) 
6 (3 0^-2^ ^-^-Lo ^LLa CjJj_a 4_a-lS* LLs^ 4^u2-LdJ ^aLjdl 

^sJo Ajij Best Crypt £^aL^Jl I J.& J^koj .2j>3 JS” HJljj^a J^a V-b AJloca 2 j! jl^ji-t 

^_a iL_L LLL _! jlj L$ Jb- 4 ^V aJL^ jlj ji-Llt c_idli! ^J_LJ Liij 

^_L aS"j-LJ! £_9^a J^a Lk£. Ol^wdJ Ajk-L (Jj) ygLl J^-SL .^aL^Jl 

http://www.fmecrypt.net/ 


^k. ^ jl e_aLo jAxjii (11 

j-SU t <3jAs 4_LoLSb -A_Ui ( _ s -~=’- jl t oLiLo S-lc- jl i i_iLo eLbSbc 

: L5^! ^ j 

3*i^_>- 0 a jc^~^ jJLil jl i«_iJlil jJ! i. Jj«j (1) 

.SjUU jj-cVl jjJl ^jic- ji)lj < Jj-iojJt 

.(29) JSleJt j dJU j£* (2) 





Oj III i a 4JtL> djLa^Jbtll jj^ii 


File Edit View Favorites Tools Help 


Back T ^ Search (07 Folders |igg| - 

Address \ 


* C:\ 


Q Hide the contents of 
this drive 
Add or remove 
programs 

jJ Search for files or 
folders 


File and Folder Tasks 

ril Rename ths file 


u 

D 

D 


Documents and Settings 


Open 

Edit 

New 

Print 


^Quickly encrypt to 
Open With 
§Add to archive... 

§Add to "Business Card.rar" 

§Compress and email... 

§ Compress to "Business Card.rar" and email 
£§) WinZip 


Encrypt with password 
Encrypt with key 
j&Add to FineCrypt Extractor.. 


Decrypt 


Wipe 


Send To 


Cut 

Copy 


Create Shortcut 

Delete 

Rename 


Properties 


J 


. FineCrypt ‘UPjjill :(29) j 


I_«l : oljl_ J>~ Aj'Aj dl! j—q Jaj ^a_J i Fine Crypt jx>- 1 (3) 

4_LdJ ^oU t ^ULc jl t 

•«A>- <3. 


"Encrypt with password" “UiS" j-U. d- JJ & 

. Jjj>i 4^iS'Ji-jl -1 

.(30) JSLxJ! j US’ Encrypt jj JaJuUl _ 2 
-t_Ld j_j J-aS ( JSUi ^^le- IjJt-do i—ilit dll ]a.^ diii -X*j _ 3 

. I 

































djjMjua 4jlJL CjLjjJHI 


Lu2> 

j 1 ^■ 11 



. Fine Crypt 4^-lj ‘(30) |*ij 


Encrypt with Key jLx>-l dLLi j-ajJ o^>-1 lil LI #■ 

Lol z ^jjL>- ^Lol d^-)l^ c_j \dU j^s**.*! ~ 1 

^ LS* LjLj L-LL ^wL>cj^_vj 01 ^1 t 4 laid l-b j_>- L-LL jJ^j 01 

.(31) 


.(6) ^3j S^Jai- ^jl c (OK) Jit J^> jj ^Ic- jit 2 






















Oj III i a 4JtL> CjLa^JLjill 


FineCrypt: Enter Encryption Key 


m 


-LiJ 


Current cipher AES Blocksee- IS 

Current mode Qphet Feedback 
Size ot key: mm 16 man 32 step 8_ 

r Hide key key size in bytes 


32 


00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 


Initial vector 16 bytes 


00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 


Generate 


OK 


Save 


Read 


f Cancel 


Help 


■ la -k~-1 


rLube 

JLiLtu 


. juLiJl tj\£ :(31) 

jSS"-li £■ a-r .. a ,_B la jj JJ Oijl til ■ 


"Add to Fine Crypt Extractor..." 

. 6 S s yJLSjS] jA <UsAS* — 1 

JlLsM j (Exe) ij-LiJ idA ^jlc- jiJb 1 c_iLi dU “2 

i ^oU4jjJ ^«J LS^" ‘ ^ aLcj dlsSs-C — 3 

• ‘UsAS" AS jJLA 0 

jjL2u 1! tils {^) 

I ol^LoL <1\b ^5n_C 
a Ltl—9 wL_)^j ^JlJI J_UM jl <_t2_lil “ 1 

j3^' cs^ ‘ 


■ fl J L 































6jjjuua 4itJLi 


.(29)J£jji j U£ iju dJJ -2 

.Decrypt Fine Crypt jx >-1 _ 3 

^LliLc a j~a-SS til L«l i l£_li*oU t_a_lilijl^ lil — 4 

.Read jj ^^ic- jJLSL j-jLicdl ^Ixia JuJl£ eilJUi 


■ 0K JJ <jr^ 


.(32) ^Ss-CuJI ^ ^jLAlt Al»sM jl L_iAil ^*uiLJu etU ^^lg) 


-5 

-6 

-7 



.utJUl y^" <uiUi :(32) j 


^a_j < Action jS_>-l 4_«olaJI ^s_a < a^ jLAj elli jl j-il i_i_lil J J_>- _ 8 

. (■ 

.F5 jj ^£1 jl 4 Decrypt Selected Files 

< C-iJli! 4_^5 ^JJI 4_^id jJbil (3 jJjil jl < C-ilil Uii f <jJJi JUp “9 

.jjLlll jJUM jl 

3 j */S"3\ LuSvJ t d)L^“^^Jl oUjji-lj Olj-^ll ya iJllA 

^ 5 U US'<^-<j_UJ U-Uj yjo 5^_c«UjVI o!j L j-1j oUjjA-1 ^U- c_jbSJ! I Jj& 























3j iii i a 4 JlJLi LjLa^Jjd,! Jys! 

jAA 2 [2] 

4 la 49 jO jjJ-Jjj 4 2000 jj J-Jjj J-JuOJl 4 <vla)l ^3 j_j 

jj a j_^V ^j-SsJ .ajUJJ 4_l_^_od 4JL^laj oUAil <LJISJjI 2003 jjJJu jj 

1 dAJ 4 I o ^jl N TF S ^ l la) ^ I «JI 

t 4_JUI oljlaJ-l ^LoL ^3 ol jJJl /olAlil 

.SjUU ^j-cVl j^JI ^Ac- jJA i 0 j30> 4j^A -JjsM/jj_>- — 1 

• L y2jUi>- ^1 -2 


.(33) ^sJiJi ^ jaj — 3 

• iaJlHla OljL>- jj yu>\ ^\£- <J>3-3 <J “4 

. d^ljLwAl j\^o JJ ^hjLwvj jW* - l_5^ (3 ^ 


1_£_^u2j 4_JUI d->lj la A-1 ^_*_4 j 0 J 4jJJj ^j-« 4JL ^laj ^JoJl jAlSJr 


4 ^A-jJl J-Aji| ^_>-lj 0 ^j2_JL> wL_JjJ J_lj£ jl 4 ig Lq ^1 ^IjjLj ^J_j Qj 4 J-L_^- J_lj£ 

.1 jo ^jLiAI jJUM IA.& ^J->-lJj L« OjS^wuj 


4^1—J j£^l jiAOj jLj*- JjJ^- ^ J_*j lLU Jj 4^uLoU 4^-^So aJ-^- j30*A 4 IA 9 

4.JJ1I (1) V ( j-£J * aJISj c— Aill ^3 ^*1jJA ^ J*A l 

^JuLS 4 dijjj JjJ^- 4._>l jl 4 <5j^JLlo ^15 jjSs ^UaJJ ^3>cJolI l)I^ lil 4j>e3 

Jj ^Jl 4 ^UajJI oLiJLo ^^A^- <S I (jJ jJdJ I S J.^ j ^Jl£- 

Ja„*._3 ^_SJc l y2 A .43 j_o*j LA-1 4j L>cOa< I A-C-JJjL> jJ J 4 0 J j>-1 (j 

3w\._>-j ^Jl I 4_a_lil ^j._aj lJJ JJ”j 4 L^-^JLo ^j.J-1 j^.Ss.X Vj 4 6j I 3ii 

o j.^j I jli j^11 ^y £>jJlI J^/0 NTFS ^ J.^>3^v.j V {jtj^~ 





djjMju* 4jlJL CjLjjJLjiII 



Hf 



. jjwLjj ^UsJ J J jt :(33) |*3j 


^J3 ( ^jLoll JlLil jl £ C_Jllll (jJjjJ (^J\J^>dl -Xj J.^- <J-lxSs-C 

; aJIxJI ol^Jai-I ^LjL 

^-Lc- ^-j2jI (4 — 1 4JzjI_^J I olj) Ja j-l ^-Lub ^-S c_jiill J^lo wL*j — 1 


• jj 

.(34) j^Ljj jju ji^>- <-4) -2 

^jjJt L5 -U JjVl ‘ C^LS O'* j'j^-' _ 3 

,JlU| jt uiili d-Ls /c-^.-^S 0 r 

jjDI i ^wL>0^o isL/?V -4 

. ^3 I ^ j 2 j I I 2 *X^^ 5 





































Oj III i a 4JtL> 



.JA+ :(34) pi j 


V L^lp ^-Uaj ^A-S £ oLaI 4 j^_<^ 4jLa.;i- 4 „LwjJ ^ulJLxJ I 

C5^ J 4 ^jLJXxJ I 4.^3 J.i*- I Ol-L*il J ^.>31IjJl >X>-ji J . (jJJ Aj 

£ oLa j_La.il oLjJlXj aJl^aS- 4._2 ^JJsXj V l^-ol ~L>cX.<_<jI J £ ^ I (JjlxX^ (3 

. j L*J I 1^.1I wi^s? 4 j La.A- \ V jJLa^o I j J.S jj Lgj 1 L^S" 

















,Ul ±A\ 

Wiping 


jLLs J-9 o oli Lx) i»_i_Lo x_sj»_>- j j-^y^ ^ * J ^•"Li-I ^«-Lu ^ o^j-txL.1 ^jii) 

_ SLt^ i Oli^J _ ^\ 4 ) _c*j ^1 (1_ 'ilgl-a) A _Li) /C J_S i«_i_ 111 Ol 0 J _aL*J *)} J i, 1 _ LlgJ 

)_s'^LiVl j-A olij-LsM a_Lj i_iiil i_s.L>- jl ^ jJi£ ^iLj .a£-L>- j^J\ 

1_SJ_^ ^aXj ^jjjitXJi 3-X>-J (j^ 1 “LL° iJs*J J*£- 1-1a J X i_iiil -3|jJ 

0 —) ^ i * | L ' l (J 1L j ' l_) ; ] I ; C I ) 4_mJ 2j l t) 1L j ■ ■ - ■ A Jit j_J .A_) l -T .A_J1 ^ • 1 ^ 11 

^SLc 4 JU dUifT LIS’ lij .L^JLc- LlxSOl ^SLc aL jli L>-L~x> SdA ^SLj < 

^j_x) 4_C-C1^JL5 n-C «t_iJ .t_i_Lii dLL £-(>•jX_^ A 3>aX^a ^L>-aL .d^.' 

J^gXJIj ^j_i-l O - ^ ‘tla-aCLm!' jjjj-saXJI olJL>-j ->J_fr d^ _A_*j 
di_lj oLjjXd £•!>•jX-^i d-x" a_^o^SL- oL^?- jl 1 oliTj_xi jl t \ L^uSLLo 

( j^_xjs ^aX_> ^«J aJ*^ 1 (_£ j^u L^da-x-jJ 1 Lais oli oL>j-L»» ^^Lc- Jj-^j-lj 1 ol-X>-jJl 

ot-Ls-j ^ oULJl ( j^_x5Js 4_dxj^.j .1 )jJLU ^JSLdJL oIj_>- j)l di_lJ ^ oLiLJI 

,o1 j_x) S-i_*jj Lolj—Lc. oIjLj Sjj—^ oLLJ! (_ 5 -Lc’ ajLxSJL ^xi 

k_JJaXj 4_dLj»Vl ^IsJJt *^L_aS .oLJUI ( j^_xsJaJ S_3jjjtx>^)l_)tx) iiLx&j 

k_JiaXj (Peter Gutmann) l j^xJ j^, jL_jwj ; olj_« 7 L^JLcx LLSLL oLLJl (j^xjs 

.33 5 LLxSvJI 

< aJ- i>- J.j.£- i»_i_il 1 ( j^_x 3.13 j_* L^Jj 1 lot!LJI ( j^_x 3 J 2 J j.JI a. 3'iLj Lxa 

x_Sj_3u Lo ( j^_als L^iJLJ i 3-A..5-J (_j A-C-jliJl A^-L^Ji.i ( j^x).l3 J.A I 4 JLJ 

i J^A_dxJl ^>1 JaXj ^y>\->- 1 —i_L> j-Aj ^(Swap File) aJjLLI a_a_JLc 
^dLc (_£ -i J lj A. J J LI 1 i»_i_L /0 J Ai>a^j ,aXj -i.S x a.J .^0 ^.XS -tXj«i . 1jXS V1 3^£ t -LJ 1 









'LajJjti! jj-al 




.j-wJaJl OljL 9 - :(35) (*ij 


^^JaJ 

.(C:\ Jiu) ( 1 ) 

■ s j^ iXf*^' j^' (2 ) 

Wipe free spaces with BCWipe. j~>-\ (3 ) 

.oljLi-l ^jMxy.lall jLoco jLx>- V jl^>- lLU (4) 

.OK ^Lc- oIjLj^- 1 Jjwl^- J_su (5) 

«-L^jV a^oj-SxJI oIpLwJI jwic- (6) 





































3j iii i a 4 JlJLi LjLa^Jjd,! Jys! 


Fine Crypt [2] 

Fine ji oCj^ jJLxi! <uJt>- yc Vl lLLS-Lc 

: aJIxJI oljJai-l Crypt 

.a^jLLU VI b yi)\j t ^JUI J-iy I twJiiil 3 Jo- ( 1) 

.Wipe y i Fine Crypt yo-\ iJLJli <JJJ (2) 

.OK (3) 

; <LJbJ! o!y_olj JJ£- JjJ^- <l\lSs£ 

-1 

.FineCrypt ^Lp- jijl ~3 
.Encryption Preferences ^JIp jJjjt _ 4 
.(36) JSLU1 j US' General ^Js- JaJu>( i j\j>- ^y> d)J “5 

■ <3 OjjjjJl ->Jp- ei-LSv_C -6 





g-ia 4 jlJL CjLajJbtll 



OijL^ :(36) 


W>UJI 

^Jaj 4 _^j>-j ^j-a JUI SwUaj L^jI V oLa^JL*i! c_5wL>- (jl Ljjlj j^S”JJ 
J! L^v-^Jaj oLjl&JI ^j-a jj Jldl S wL_*j L^Aa^- ^SvJ j .jc^-L^il 


• <UC ^J J ^ 0 




























hla-l! J CjliLII 

Files and Folders Sharing 


OljJjsM J I oLiil! ^y2—XJ l]\JZ-Z j ! ^JL>cJo (1)L^S jJ_sCo 4 -JLo 

4^ ^ .< 1 1 wL_j 4 _^*u 2 j l • ^ I L t^y V^Q 

.olAiil aj^^j 01<v■*/? 1 JlU- jl iwjLLo j£! 

t 4SjLlJ,! ^ ^-SonjdJ oLw>-^v 2J1 (l)^^ 

.aSwiJ! aSjUlII z JjVI 

J5s_Jio L^-^ISvJ 3j la«> <—5 j-^j <- 4_^i5 ^l lazll ^Lc* Sj-*i»Lil S^jLiil :^^Vlj 

. J-JljcJ I sj i Jiw*^ 

A£jjoi] 1 (_j-a t"'lM-v a!|j dAiLoll ^3 4£jLub<2l £lj 

<_iJjlSn_c 4jU i d™Jl jl (_j «-\i ioLo aSw^j iiUL*2jl 5JL>- 
^LjL tliJi < aSw^JI cJ*iV>- ^y> ot-AJ-sMj oLiLJJ aSjLxJ.1 

: JJLxjl oljL'j-1 

.aJI Jj^>^Jl j 2 jJ- 2ljJ<l jI^ il (t_ilil Jd-sM J-X>- (1) 

.^^aSLvai-jli-t ‘ 2 j^ CA^ j^' J^- (2) 

.(37) JiTxJl JiU jl_p- £-p^ (3) 

.aSjLL» J^>-\ (4) 

.JlLs^I Ula aS"jLL« ^>-1 (5) 


jljjil 

jj C5^>'( 6) 


127 




3 jujjk 4 4jl1j LjL^jJbtX) 



OtjL^" :(37) 

.(38) JSLL1 Ji* jl y>- j*-p-» D) (7) 

4_o» *}LvaJI <uc. jj '. i l j\J^jL.1 : (JjVl • LLa (8) 

J-S") Everyone 4_& ^ L*j t ^^-->1 ^ J^—J-S(i SLk*lt 

k_—£ 1j) i J-olS" <UJajJ ‘uJaj'Vi ^y 2 -*-! jj < 2*1 ‘Uj-'Lv® (jjeoJj>CU»J.l 

.ie-j^a-sM etllj i_S-L-j ( t-tU-i) aLoVt 

1-La dLSjLx-o l _ s Lfr Sj-li _L>-V c~~Ji Everyone Leai_s_L>- _L*j (9) 












































djjMjua 4jlJL CjLajJbtll 


3-*-^ <l\sSs£^ c ^lLsM 4 J^j>dl oLc--^* jsM ^I l V \ Jo>x£ <—*£. . J-L^l 

. .p^1 l l>c_jiiV1 Joj\£- c iil>l^Lc- ciJJj 

^j— 3 lLI—A c- _ >~j^j i oLtj^l ^1 l ^y^\s>^ juVI ^l—*i>»! w\ xj (10) 

(3 oL>')LaII JZ ->-1 4 4-C-j^jil jl 4 ( j^>c_dJl Jwb^ .4s >-jJUll <U^^L/?Sl 

-.^IxilS" ‘(/^' £lA' 

(La J-JcJj i_iJ_>-j Se-1^_3j oLS") J—olS" ^«_SL^- : ^«_SL^- (I) 

.JlLM I-La Ji-b oLUltJ olJiUl 

,-lLsM 1-La J^-b olilllj oIJlLsM la<ohSj 3«•!tj-LJ J ) 

.-Ujil 1 -La J^-1j oLUilj CjIJlLsM la a? Se-ljS : ae-1(_>-) 



,OL?-*>LaJl OljL^-^SS) J^bJt 

























3j iii i a aLaJj CiLajJjtll Jysi 


^Ic. S^jjoiLia]! C_)l.lLa» aII j Cjlilttll ^3 A^^)Lola]I [ 2 ] 

p\M\ 

j *-kJ° J! -f-b^b—a (>» j-^Sl j'-f^r' j -bi 

k_-a>t 5 - jl i 4 JLow 4 *s>~^k*j 2 e-UaC-L «•!j^a a J£j jJui .1 OL>-yg 11 

, ^ ' yi ^ 3_5~ 1 j ^ _■^'..Q.la J‘ “ a l_j 1 _ I ^ ■ *5^ 1 1 ^ g 1 J ^ . Is. ) t—■4 «, (g 1 1 d —. ; 1 

(_j ^Sa>cX Uj .^Sj jJl (J*^ 5- j a _yg|jJl t j\aaJj>tX -all jl l J 5-1jJl i J j aaU-l 

Z 4-Jlx]l OlJai-I J-Jj j-LSyC 4 j>-^JL a-ll OLg>-*)A-/?11 

■ <1-5-*^ yg 11 _b_l^ jlJl -iLil jl t_alll ->-b>- _ 1 

• (J ^2jUi>. j!>- 1 J < 2jliU ^Vl jJl J*- ^1 -2 

.(39) ^Ss-»iJ! ^ c^)i< jJJ 1 — 3 

.(jLol 4 j>cjL/? ^L>-1 — 4 

4— sS~y : j—>-Vlj —w^oJJ tJjVi *. ol ill la 5 

4 4^>-jJw^vll <^s>-^)\ y?ll jr^s-JCo J<j_s 4 ^ Jj>tL_^il 2wb^ J5\J aliixi! 

£uL^ij [3] 

SalJ_i 1 aillab ^-b>CLa«ll jL£ lij “^i-a .^aJj>CL—aJJ 4j5a£ <U5-*}Lyg Jsl ia_C-l 

.AjLxSvJIj SaljJLll oLg’-'i^-yg 4la*J z olsill 
4_J\_=— 3 4_a^„a 4j>5_w*2lH a-i_Aj . Utai ( jyaa!j ‘ ifi-jaagjtyaU ‘U>- > }j*a!l JaC-l 


. 1^— ^ i ~ raa aX^caaaai 1 3 -X^ b 

-LLs^Ij 4 _yglji-| <u>- > }Lya!l jl <_£l zJ-iaaVl Jl ^Jc-Vl ^ aL)jl j£ oL>-^lvaJ' 

aLlac-J ^5-^ (j-4 5 j- 5 "^ ‘ -b-ljl ji-Ji J-^l- 1 oIJl_1J|j oLaiil ^_oa->- (J--«-*4 

. ■—'L>-- 1~51 1 ajl jl g -*—J L-Ljl > ' Ij^^—— a-b ■— '' j >- */D 1 1 





6jjjuua 4itJb LjLa^Jbill 



.OuSMotjl^ :(39) 




L«^j i ^A_i>Vl j l olAAl! 3 a.S'jUxJ.I 

l_ 9ol -LjV <jAJ AJj c oL«^J.>i.l 4.-«j)la^ 3 o! j_xj 4j!j c^i(3 

3 l_AjUfii3 ^3 l aA^wjjJI o Ajfc jyo 4_aj^IaJl ^^A-C- ^-l^s-^Al 


• Jj>-lj (1)1 































Backup 


l j-a d—^ jj ijf^-^ J^->- ^Jl clljLiU jl 

i c_j^ jL>- ^jLLLj 4j>c_^J cJa^s- lj ...SL&jjl^ (J ^y£ bLo •^>*V jl 

t l ^ ^ ^ l—I ^Jr L ^ I -i ^ I ^* ^C-~J I ^ L—/0 

. ^>C-JJ L)^J ^ ^ I 4^j2^S" ^ ^ *^/1 ^J>c-J I ^ 

'• a* 

.oI-aJLs^j oLiLo jl^ii oULJ! — 1 

4 ./g./g^tilj < 4-J ./gUj i 4_si_xllj l <L>^il ( j^slj-sVl J^° 4_l^jJ -2 

La j-*£-J < La jJ<-^jj i LgX*^ JalL^jjJl i_ilxjtf-j .^j^kxU 

.oULJI L^U-^lj (^jJl 00^' “3 

OLP^' [1] 

i Norton Ghost ^L> y> L^L^il j-* J_*Jj * ^>! j^> ^ j_>J^- 2 JLla 

|j_& j+/3~a\A,*j j^SvJ .ol&L^ ^o!^ jl^^-l J ^ 

J-JulJ! ^Uaj £* ^Jij\,\ Js?Ll>-Vl ^clj^ LS^ *V^ 

A xlal A x jgj (.J-ftC. ^2] 

£t-*»jJI | ^LJalil Olj.il | 4-OrJlll ^al^JI | ^al^JI <isl£ | Ijbl ^^Ic- jA>l _ 1 

.<>Lx>-Vl 

.^LJl j^jLp jji,\ .iobcoVl jl < JsLxs-Vl ^oJI ^Ljw bU j^a^i -2 
.jLJl ^Lp jiit ‘bW^' OblUP^Ij OlaAil jo>. -3 

jt- X y. 4 L« jLs^-l Jr^"\ Ol-A_Lsi 133 t—Xj) — 4 




3 J.uUk 4 4JlLj 


.(LkL^-l 4 j>wJ 

0^b« J-X^- “5 

I~lJ ^-Lxil 4jl — 6 

OioSbc 4_5li cLJ^Lx^I Lo jUx>»! 4_!L>- 3 — 7 

^JLJLj t ( ^-v*j * <ov (> j >J 

.^■l>_<aJJ 4 j>c a^)\ 3 <LoJl£L« OljLi- 

jj L> 


I [3] 

| Jail I olj.il | 4j»rJlll ^ol^Jl | ^«l j*]\ 4sl£ | I JjI : jA>l - 1 

. ( _ s l»lo- , i/l 

.^ylbJI Jp jJjjl .ailsCoVl jl i JsLo-Vl ^oJI ^-Ijoi <-l-U j$]a.A*j -2 

.^yJbJI ^^Ic- jJjjl ^<J 4 ol-ilJLpVI j oLaiil e-jlsOul -i-A>- _ 3 

(.LLjlSvj :j < jjrfsl^*x_*xl jj Ip jJLJL i oJsLo-Vl 4j^_oJI iJ_s- _ 4 

.ol-iLsi /oliJU SJp jl -iLi /t_iLo 

.^L>-ji-Vl f liV £Uil 4)1 fj 4 JlxJI Jp Jii\ -5 

(3 i»Jlic<» oljLs- jj (_ylp jiJIj dUij 4 £-l>-j^oVl j*-9j» -Aj-A^A li-llSLc — 6 

4j>c 4«/? S1 

I <ul?Lx>-l -XJLC- ^jlv2jJ! ^^2 _xj .liljLA 

l)LSv-« 3 0^-Sb> Ol 3 4 ^j^°l Ol^° 3 ol (Job 5 *- — 

.0J+S* jl 0 jr>- Jyj C_J j_c4»Li-l C_iJj lil t-oLbo V ^£>- 4 C_j J-c^Li-l wLoo 

•C^Lr®*^' JajL^J j»P ^ -AS’lj 






Zjjjjjua tL*_Li LjLajJjiil ^4? 




E-Mail 


4SL_j> L^q-Laj ( jl$\ oLoJ-i-l ^wLsi ^j-a (E-mail) V! J_^J! Jju 

V \ oLaJjA-| 0 d_LL" b j^Jajca l)I .C-o jSjVI 

i \-%As* jj-JIj < c JjL^jJI JL^.jL^ l ^yjjiSUVl Lg-aJJL 

^J\ (JL_a la a > j^a <UL*u ijJI l ^ x)g^> ^zJ!4_L>- ^31 (1)^_9 ^aj <lD^I (1)jJLb 

Jj>cJLool iwijlSsj L$ J! jLL>-Vl AjjJj-L 3 <Lij^il d j_Aj .LLl^jJl j 

J-L^; (1)1 — Sl-LjLa jl (jlS" LJ^SsJT ^JLJljJ £ L^_aJ>eJ>-J ~b^Jl 

o J_& d)l La^ ( ^_)^yLSsJVl 4la <.a>I jj 4_1L*u^)I ^j^b V L^ i 4JL^)I ^j^b La 

i^JJaljj i — Ll>-V L^-v2jcJ (3j-ialLc^ - 4 jL*_>- JjL>jj ^1 Jj>cJL^I Lfi> j^-J jUa>-Vl 

• ^£jLLL! JjL>tic4< La j_s>j i ^jjj^SsJVl a^uLSU dUA£ 

Jl^J! ^aL^a—~o La J^aLCo (1)1 JjV ^yj)jZZ^JVl Jj^JJ ^Jj>cly^a d)| 

JL^jV ^aLj^J! j c (E-mail client) Lr a—1 _a j\ < J_a^*J! 

Z ^-aLjL! ^jA (1)L«aaJJ jLc- iSLaj .l^-Ie- j^J lj < IjJLJii^ilj i ^!1 

1-Laj .Microsotf Outlookj i Outlook Express J-JU i 4_J>1 _L ^jL_a]( J-_-«jJ1 (1) 

.di)i ^Ic- cjldo (40) i \jLA ^^2s>z^]\ dLj-^l>. (_j ^5 L-~j ^-ol>jLl 

doJd- 1 -La a_LuI .(Browser) ^i-vaxil aL .J jj ^yu (jj-LSI (2) 

dLj—1>- j ^L-o V ^-*Lj^Jl 1 -Laj i (Hotmail) J^-o Oj-Aj i (Yahoo) j-aL Ju^j 

—Lj — 1 4_^—t_A j ^ t ^ * 1 1 aS"j-—U A—3 A-^-t^* C—J i ^ c . -*£——! 1 

. di)i (41) JSLiJlJ i (Yahoo) j-aL Jdo 





3 j.ujjk 4 4jl1j CjLsjJLsiII 

kjllUl O- jJl 



t^Xwjjl 4-^lS jt>ik'n » j 1 '- ~’| 414«mjSI Ukl< 

*3^ *4| 

al « .lijya >lilw2| 04 «JLm |4 2| w|^mS| 

(Inbox) fjuli i-y-lu jtfUli jLm! jLli 


» /■'•■ -I <IL* jSl ^jmI j 


^Jl3 wbjj jtaUjJ J\Xa Micorsoft Outlook 1(40) 


: *LjVI ^/aU ji L« L>Ij 

4_4jLaJI o<Xjt^ 4 4_1 wLj^j c3jJJ^ ^ ^Jjl_c«^J-^wsXo 4 ^jU /2j£- ( 1 ) 

J__S^ 4 4_JL^» j]\ L (J—^4JL-4i^ lA^ 

.4JL*wIjJI ^CJ>CJ>-^ 4 lygJ 

4 Lo aJ jl~>.| ^ 1 1^\ (2>) 

5J1 UJjU £-j Cg4__jtSj 4 OwL_jJ j>- 4 JI UJJ *\ JL>I a (3) 

.j£\ jl 4 ^y 2 s*J^ Jl l^JLujI 4 (Message body) SJLujJI ^j 4 (Subject) 






















djjMju* 4jlJL CjLjjJLjiII 


c SJL^. j]\ (Attachment) JiLj. l^JL^jlj Sjl^co oliJU jLx>-I (4) 

.l^-L^lwwo ^ ^ 4 _Lv 2 j oIa 5^ll lad>- ( j>3 Jj^Jl 


»■» • _ - • — - 9 *•—- 

VXMoo? hah. -.r • rr— 


mm, -- m i * 


MUMM 

to« ^ anlor • 





&Uj]iu (jk ji. uki. 


j r' ; ^ -- ,J Uj^mL (jmSi wi iI^mI ujd 

ssli- 4j ujijJl jji %-Sl a*<A 


J . jCkJl Sa^^-si £u.j* Lill 

»jlli-l| *3U.j!| ,j»|j 

U*» >»il * 
£>•*.§** • 
fcPI* 

Ou j5l f»*. • 


.^rfL^dl j&j*t c£»iJl Yahoo Atj 1 ? 4^-lj -(41) 


^jj^V' [l] 

jJ^LlaJI -L^>>^Jl l)L^ l)J J — o^jJlC J-4-3U V J—w4«*J! 

^JUI (E-mail Server) lJj*j U jl < Jb^JI ^oli£ J-* ” jU^JJ 

Z LaJk ^ya SjLp 

l (j-u-L^I JjLujjJI (JLiu^V :(SMTP) J^Jjt (^) 


JjLujJ! <JL*ujV aJjLsJ*! <u>-^) 1 j^-! oLol^-L ^jyg^ c aj^U 2 ^ ^1 























g-ia 4 jlJL CjLjjJLjiII 


t> Jilw^MTP Server) ^ 


(jjjjjLilVI -IjjjJI JbSluil Jj 
(POP Server) 


^jjjSJVI JjjJI jy. <*•£■ Jjj(SMTP Server) 



POP3 



^ a rtVl, ,1 rtU J . 

Aj.si't ujlila ‘Uj^Tcxt •' 

Files) .-•* 


jl iai 


ji ,_jijU Jaa. 

, .,1 -vri <.y-„ 



JjjJl Jjja 

MAIL Server) 

ji 4£jJuJL (jdlaJt 
ilujlSVI A^»Ai Jjj 

ISP 


E-mail 

Qient 


^l!ai ‘Li*^ :(42) |tij 


(Ji J_>-I 4-4 Jj>- JjJ-C J^o ^2J>c_Ju ljkjwL/2^3 SJLooj ^l; (j'O-J 

(Jl)Ls (i 3j) la^-l) l^! Ja_o 

UwLLC- j .(^ ajJai-l) <jJJ jJ y?>cll j-J-l (3 Sjjl jJI aJU-oJ! (SMTP) 

£ (POP) (J 0 J y2^o 4JU ^oL)Ltf ^>T^LwJ»! clJJj 

^ (Ji j*—’ 4 (^ Sj) la^-1) JjL^j yo- 3 -A>-Ij 

.^>-V! j>-3 4 0 a^Jai-I) 














3j i ii i a dJLLs Jysj 


±jA\ ju*u l i m£j jik^vi [ 2 ] 

i olS* Cj^— 3 . V Lo^cl^I cb _>jib V I oU-L> jf-xS” I JVl J-j^JI j _*_> 

c 3 jJ 2 _^ d)400 c_jjlJL> Lo l j! j_s Vl (jbj dUl-Sj l oL^wwjilj 

/20 w\^ < a) w\_» 2-2 1 .)wl_C- 1 .LS”^^JwJL j 1 ^* ^) 

jj^L 14,9 i-bliii JJU.Jl .>jl* jL? ^2002 r u Jj . 4* id I 4 * *.xl I 
^JjI_ca»J l bJ_P (1)1 £ ^1—*dl (3 HI— < - A ’^) (1)^—1bjJ 4 4 _j! |J ^1 £ l—Ul_«^j 

(Jj_j V ^u jVi . iw^o^j sjLjj (i)^J-f 35 c_bjLflj Lo ji ^2005 ^ic- sj^l^ii 

4JJ ^-Lc- dJJJ-? (Jj-J Jyj t i^w^j>ci 4 J»jJ 1 JL^ax_o*j 1 d jI^_ il JLp daJis 

. ^-^Jb>cAyal l^lJLkl^t bljVlj OlS*j-jJJ jJsJT (J!~*2j 1 dljl 4 XjL/2j 

oLs->c-^_ 1J li j & i j_j^JI { j —'o C-* Lc>-1 $7lb 2j— ll d)l 1 <S 

t U O LaJ>c^J 1 <5 j-A J £ JjjVI 

d-^JI j^ol_w? 31 ^yjjX.SUVl -U^JI ^ 1-X^>cX_ ujI (l) 

oLUjJI -oIS*j_JJJ S_£jJUil dJJu jl 4 J-yg/^-dJl ?-lj ^ - (E-mail account) 

(Spam) <ol p ^ w^j ^JJl - 4J u j__p JlJ l-j^JI IJl& Jj j .4 oUcld 

1JLS" t^JJaXj - SLibil jl j j-dU ioj_^U~l jjllj_il dll c (Junk mail)jl 

4_l_JCL^vJ ^JJl -Xj^JI L-^3 */?*) ^_x£”l (jl l_X_S j£- lil £ (JU .3 ^^pl 

^1 oL<5->c^Jl dr^ id—^ jJ ^ !-lk oL^-*-4»^l3 ^1-^"^-Idl 

^j-a c_J4 <vla>l d)Lojp- Jl l sT £ oL«J jJ. 1 olSwI* (3^*“ 

. £«_»o^>o 1 ^ ^ | ^-11^1 £ l ^ 1 l <3 < 1 » Is » 11 


: £iJ lc- Controlling Unwanted Content : jljbu Jllo (1) 
http://wstonline.bitpipe.com/data/detail?id=1097086148_820&type=RES&x=460943437 

Jl (2) 




Cijjmju* 4JlLj ljL4jJL»XI 


jJI ^j—4_L_odj — Vj — l)L^ o} (^) 

.La j^jsj 

L^Jl^l_^o ^jJ\ JjL^^J 1 d)Ls ^J\ JiLv^l (_:>•) 

Phishing ) l_Sjju Lj ^aj <■ i^LwvjA-1 iJlilj 4« W 2j>c-JiJI oLj j-L*il ^^.A- A^a-^L^il 
j .oJ aSL^ jj^SDVl i^-vsjJL (jl j£j: U jl < (scam 

a \sa 3 <jlAL> d-oV1 l 5^ (^^-LioL jc->*L^il ol <aUj ^Lc- 
Ot« J^jLsCo ^ J-Jl ci-LlJl ^J_Lo £ ^Jj>CL^dJ 4 _*^aI Olj 4 _JLs ^LjjLipI <L £_$ 

L»0 | I ^ I ^ ^ | ^j—cxi y^^ I A»wt^2^c-*»*J I ^ 11 ^C. > £ l ^ —1 ^ ^ ^ 1.1 

4jL^a>- i ^y2 j*£j £ iw2J>c-jJl 4 jL«C-ojSj V1 (3 ^J^dJ ‘^ w ° 

JajljJl L5 _U jAJLj -LIPj .£_Sjil 3} LLjIj Jajuj £ l_sUL^U 

oL-s A-LjlJI ^_s^_c o^-uoj .^->"1—^i,! oL_JL>! ^jJ! ^_s^il ^1 Jajl^Jl 0 ~c_>-L> 
t 3^ c £ '—^Lwvj^-l AjIjLo 3^*“^d A' 4JL« ^ ‘w—Liaj ^ i ^jALa>I AS 4j| V L-S AgJL*i.l 
DUS' a_5I IwjLJLxSsj 0i 0^-^ ^-S^ll i La ^ ^^-^Jl ^* 4 jL^j>- ^_9j 

^L~JA-I 01 jij^SL! VI ^J-e- olj_*i^i! jj-«j .(^jj^JI i_j L?w5 

ji ^1999 j ijV3‘262‘834 ^ c^ij ^ jji iIa *i ^ 
^jji o j .'^c- ^ /448 Laj-l5 ^i i ^>2002 ^>Lc- ^ 14^647^933 


r 2004 r u 


F-Secure 4_S "jA jl dll-L-S" ol jA J_ll . l , Jai3 ol jL^ 

■ l2 ^r-^' f 1 ^ 


( _ s JLc- .What it is, how can it affect us, and how to deal with spam : jlj_o>j Jl_ i. (1) 

http://www.sans. 0 rg/rr/whitepapers/e 1 nail/l 111 .php: £9 y> 

( _ 5 _U- F-Secure Corporation's Data Security Summary for 200 : olj-J j>j Jl_Ho (2) 

http://f-secure.com/2004: ^y> 









3j-uj-ua (LxJlj LjLajJjiil 


5JU-1 a-L* j : (Server E-Mail)3jj—(cb) 
a-LlaP-l £_« 1 LJLs- aJuLJI 4_ib^]aJl a-i_Aj 1 A—jaj i3 jj- 1 ^ ^J-g>~ 

0^' c. I ^/2_xj ^ I 

J-i- taj_flLo ^-aSnj V l^JLo LI ol t Jj^JI jjji! 3 2 J.P 

J-j>c_U 4_JL^i? jJtSl (j) a A g"> ^/3 j 4jU OJJJJ L*_Jj .*U9 jil j£* Jj^JI 4_Lv2jco 

: (3 jUt j-g-*^l .4_ld2-*il D J_& jUl 

L5 _l^ iJL^Ul oi_& :(Black List) s-l^j--Jl 3_gjlill —I 

j^_C- wLjjO! ^J—^^ oL_^j> 0J ^Jl I L^S ^ 4_4ajli yjyS \j 

4 ^ 3 Jj>- ^JL> 0 Jj Jj>- SJL^j o*l>- Lv-lSo < 4 O ujil 

L—ou^J I ^) L_9 (_} OS" (^) L_> 4 £■I*^^j) *** 11 4_^J IjjJ t i i _) , ‘‘‘'* ^ l I ^ 5 «JL y 2 --fl (^) I ^y -A 

01 lOL>~V c_j2_JdS'l 01 J^-SsJ .4_^S Ljj£-J_*j 4J0cb^J! 00s J^-Ssj ^ 01^ L ( -0~L^- 

. *0^_^J! 4_^jliiJ! Jl l_sI—*/2j 1^1 00 4^9 1 j yk >ja j£> ~Xj^j L ^ 4_!L^j^J! 

4_JL^1 2 JI 0 j_& .l^xxjboo^ *0^w01 <uJlS)l d j_& dod^- 4^0dJ! ^jbl 

*\3y—uj 4_Oli yjyJ^S .J 1—&-L>l—^JLo 0^0 _jCL)! 4_0id>tll ol_^J>0J J^_5sJT dw^ 
d-X^ c-wwi^j 4_^9 ^f) I I ^ ^1 —<-*j d I 4 j3j) I 0 «XA 

^LjJt ai_A JJT 4jub» jU di!jJj ( ^jjLfr jjjjJa ^jl US’ < L*JI ^ liVI 

.Jl>i jz&J j^ol 

dJl>& : (White List) $>1. ■ ■ ■ 0g « J l 2-<Jl5Jl 4. . . &jJ p — o 

Oo 4_»3 L_J4]0«iy^ (3^ ^ ty ^. ^ l^ ?LwJ y * u ^ LxJ»I L>01 

1 I ^ cJ *-*; 1 ^**~ I t^y O—cxi^is I /Q v2j ^ 1 ! ^ l */? 11 4^jj Ijlj I ^ cO^"* 

L^jU ( 4„3 i _ J^ilJ-0^ 4 jO>^“I Jya yy^ IjJi ^54^j^laJ! o-L& 01 i 









3j-au-q 4 jlJLs LjLajJjd,! 


.(PGP) ^all^ JL° j-*ll 4^al>- ^al j) *\jZj 

^ _ jjijiSsJVl i _j^JI ol _Id_>* 3^_ SsJI ol _ill! (Jl _ujjI u_^ (c__3 

£-« <lJLxaj J^aLedJ yaa Aj^JI L^JJ*- L)V lLLLj 1 (Attachment) 

ij^-> ^-jl j!Lj oLis j^ L^jc« JjLoo J\ llliSj 4 oLi^ j^ L^J o—^J1 ^JjL>j^J l 

3 oL5Li>-! L^jU 3 ^JkJI o Lilli j LajjLc-j . ^_j>cjL| 4 la <.a j^j 3j^J«_y? 

4_1jJj JjLcaj llLjkj .OLilli aj_& a J^aLcJI ^ La JjLl objy aJaj aSL-jJI 

.|j->- 3^SLl o Lilli JJLo li-l (ftp) ^-aUJ^a c 1 J->- 3j^^SvJl o Lilli JL^jjV 

C* l *.a^J L 4 » % —c a 4_>-^ 1 1 J^_«a 1^1 <,a^j 11 l <.a^J 1 ^f) 1 a wt-S"L () 

J_j^Jl Jj-S 4 <vla)l 0 L_$J-J>dJ j_jCu d_9 L-UjL^jj (jLi Vlj t L^3 ^il 

. J-JL^il ^jJ ^jjiSLVl 

01 j^-SLrj 4 L&J-jJ ^Jl LJLajJl ^yo ^j-L?^1 LlL>- 3 LJLa^Jl j^a jjJI (j) 

. Ls>^J^ll J^a ^Sl IjJi LJLajJl allaC-V L^la ^ (^^1 4 _^jL| ^C-«-al 
Vl LiJlI jJLc* Ja_xJ ^LJ 4 (Email address) ^ jjiSLVl dill Ijlc- L5 1p Ja_sL- (j&) 

lA 

V <jJJj—4 JO V j^?L>s Cal ^ a 4 ajLill ol is^ll _ Sj V (^) 

. Ll9 yLa l^JL-a^)l ^aJ 111 ^a-^S jXJ ^^L>c_eal J^a LajLill oli^jll 
^jjZj i ^j-ju" ^u^-i ^ (^jjj^Ji j_>^ Jj-s^j 'M (j) 

^_i_AS” ^LlaJ ^l-Aj>eLcaL L^._v2j>ci j^_a j_$*L oLi^jil oli^j^a J <111 jS 

. oLca^^uiJl 

.l]jL^>- 3 Lj^- oLaj^oiil ^Uaj JjI (_>-) 





3j t <M 4 4jl1j LjL«jJL*1I 


l SJbJl J S* ^\j>- 1 2ju >j)jlSUVl b j^-S! 4 <2^1 ^j/2. xj (-i?) 

.iw^li-l cIa J^JuU (wi5 jj 1)1 dLlc* < ofij^JL! (Automatic Download) 

A_^»d I ^ | 4»^5 ^jA 1 L/Q wLl-C- ( ) 

J_^J I <dJJ J t^J>e_^ UI III £ *U9 <—■>^£- jyp 0 -bj^J I I J-& 0 b ^ ^ 

yHjj^V' ^jla [5] 

j^jlJ^j ^Llaj cJ_j->J)^*Jl lb>& -bwu z Jb^JU (S/MIME) 0) 

. | b»<J I wl_>2j 4^^1_C i^f^XA 

. JjL^jjJI 4jj^j (_5-^ -bbli-1 (1) 

. JjL^»^11 Aa^La ^-£* -bbbi-! (2) 

: L5^' C>* ^ L5^* 

.iaj^bll ^uLczcd! ^JbLj ^JAcJL^a JS" o^Sb (1)1 (1) 

C1^_aJ^: £ SJ—^Jbco 4^_>- Jys l^-J-C- 3 jL^_Jj JS" ^jJ (j^Sb (1)1 (2) 

^^J>tljlj 4 jco J-abCu i jA 4jj-& ^i>tl!l (J^jji^Jl 1 J_£j O^-bibcd! (_£V J^Sbc 

jy-Z' l^-J^—'(3 ^ ^ 1^—C^d I &Jjb^ . ^zJ! <oL^_lkJl 

.4j>-UL| jcs* oLo^ b*ll aSw!) 

^ui ^jj>c^i,ij ji^-i ^ Vi jj^ji 3'"**^’ ^ d)i (3) 

Office )j (Microsoft Outlook Express) ^ «b£ (S/MIME) J jSyjy> £-* J-«bu)l 

.(S/MIME) £A J^bcJI l$j5bc Netscape Messenger)) ^yX>y> ( j-a 7 <. (Outlook 

4 <y]a)l 3 wLwo : (PGP) yiy> ( < * ,, ! , ^) 


http://www.dartmouth.edu/~pkilab/pages/Using_SMIME_e-mail.html (1) 





3j-uu-4 4JlLj ljLsjJL*!,! 


^ I^ «11 l ^ <.ai Lc 4< 1 l <3 <i * Is < jJ ^ia.O C—^ LS*^^x< 0 wl_C- L I 

£_soLJLJaill fij_j& J—Sot ^lJI 2^£_JLSI ^«9l^il ^j—* c! 

4 I^J_Jl> oUjJi-1 jIj_^ 3 3 olJLJai!! oi—& ojLioj . /http://www.pgp.com 
^ ^ 1 c* L^._v2_xj ^ £■!—o I ^ ^ 1 I y&£* l ^ 

.i_ j 3 5-ljjl (J^^* ( *-^-^ 


3_$»*J1 _wvj ^jjl_ uj^ ^Jlj>-I — ol_ill! 3 4Sjl_bills' — lSsJVI 

£ oLoj-Lxi! 4—4j)lfl«-4 3 4_JLo| o!j_JO £c_X__£j 4_j1j C^—9^Jl 3 L^L!J 4 ^LjoVI <oL_>jj 
£ 4_L_c*j^J l a j_£> Jys 4 j>c^>c^! 1 ^jjJaJl l_9jjCo l)I <jJJjJj 

4_JLaj 4_9j-*-o iwJJalo Jj^JI £—ol y>~ ^y^ju J^SU . LkjUa>*l ^9 jjj 

4_^.ll <2 J_& (JL_Ssj| 0 J_j £ Ol_Alil 3 i£jLjL<JJ 4_jjUai! («Li_lj ^j— 4 l— 
jjJ 4 J ^Jj>t9L^J,l (jl £ (Jl^ £ V lj-&> .OLoJ-L*i! ^p«l (3 (I^-vS-vSJ^lI^JJ 

^Jl Ot*lJ_>-Vt ^j-4 jJ_C- Lo J_^5 J_9j £ ijfi +/3+/3>^\ JjjJ <2jjJ 0} 3^ £ 4^*_L 

j Jj>d 4—>-l ysi! jl lai»-Vt J—I g-c-LJl _sJl ^Jj>d w^JJ Sot 

VAr*?' 






O— -VI oj—dl 

Secure Online Shopping 


(3L« jl 4 (3(3(JLi-l Cj* 

1a 49 4 C^wvJl (3(j^-^Vlo oU C-O^l>Vl <U-X>- J ^ l)VI ^jSvJ • LoL>eJl 

3 ^ «/?A j t (CU—>jib Vl Ip I^j J_1 cj5^1 01 Ij^Lj) 4-J^I ^Ldl 3 

3 j-^jj 3Jj)^ «.*> 4_^^jJI 4_LiJI dJ_A 4 jujJ U ^ ^>-lxll 

* I ^j/2-XJ L)^ L i^C} wL^wl-flJ 1 1^^-vwsJ 1 4_A_4«£' liA^jLl2^ , 'l I 


CJj»^Ii (j 

^ wLwLlA 1 



‘-Vi 

‘’jjV 2 ^ i_r^ 

‘-Vi 

‘’jjV 2 ^ i_r^ 

‘-Vi 

‘’jjV 2 ^ i_r^ 

^_Lc-1 l)I C^>- ^-S jju 

£_SJ_J1 o_Uaj ^Llil 

A^L^joVl AiUxJL 

j^JLJlj ^ijJU 


ij-0 

Al^j 

<A^9u^3 




^>tXil jlSU 

^>txil 4ij^X^O 
<JJj!^JLxJ ASjjus 

Aj2j 1 dAj Lj^-<—^*J* 1 AS 

AoLwVl iJ-ksliaj oL«^ixl ASjXj o 

^* y& ^t^***)! A^Zs*J dA)L<O^Ax^ C_ Aa*’^'J 




u^y 0 


; 4_JL« Vl jUa>- Vlf l_S j-A^- OJV 


olS'j_jJ £__^JJ cii_ jLo i^j^j _*-^ 

jj Jj ^:^>4 

' (3j—01 Jj-aH Jl 




3 Juuk 4 4JtJb LjL^jJbtX) 


. ^. - 1 1 g- l_ Q 1 y—^~ I I^J~^ w^_) lwC_) £ I 1 ^ * ) *^/ y—* S i 1^ 

; iJlx)! oL^J-scill £lJl j o->^l>V1 

JL^jVl l _ r U jj-11>^£j Cojlo V1 l)^ ^3-*~° ^ 

L_^3 Lc *L_y2_>e_»lJ I lLLjL«^-* 1 -LlC- ^1 £3^-'- v ^3 (_}—^3^ C-3 j-ju ^ 

^_sl J_>l jl £ jjL^i! c3 j- 1? 4_oL*JoVl lLL^Usj oLa3-*-° 

L^jj>ti_^J oLj-flj «liL jla ^j_SsJ. j_^j ^J_5nj^JiJJ <iJjL«3-*-* ^jo c^oli £ Co 

oL? lil L« 4_s.jc-^-JI lLLl« l^Jliol jjlc- L^oLi_>-j 4-^11 ciijLo3-*-° ^>-lxil 

4_S^pc« £ 4_L?1 wwvJ lLLiSLc 1—jJLiol s-UjI ^>3^ ^>cjd.l 3 3^ 

: ^^3 ^3^5-cillj ctDij £ oL«*3 a w ^ c ’ 

£ http ( j^ t Jj £ https : -> I J-o oUjJUiI ^_JLkj ^1 5_>oL^JI jl j_jlc- oj ^ 

.http Jju S l_sj- i^"V 

https://www.amazon.com 

£fj* 

http://www.amazon.com . . . 

'** ~ 


3 L_*^ £ O L«3-*^ i (3 ‘'“'°^ ^ ^Av2^i» I I 3 (J^ sj^ 

: (43) JSLxJ! 


^ 90 Internet 


.*AJ-1 Ji3 :(43) 


J_j^JI 3 ^UajJJ J4_s^li-l ciJJj ^y£- 4_oJ-S" ^wL>CL_cxil ^ 

c j^>tiii 3 <^3 jjj_li 4_^-lSvJ j>-« sji>- 3 


^y3 > V 3^*^ ^3*^" ^ <jJ^UajJ (J ^^3^.0 4jU 







Zjj^jjua AjlLi LjLajJjiil 


. 2-X>-lj jj lL U^o 

. L - ^ - 1 1 t Ij ~''>. o 

3 d) 1—do VI 4—5 Uaj O 1—4 ^Aa.^ 3 ^jj^_>eJo w*o V—9 £ 3-l_J l—J^-! 01_^ I JI ■& 

O LJ Uaj (3jr—^vJj £ ^_5>d.*JJ j^.SsJ VI £-5j-i I (33-5 4J V $ ^->c.xi I 

^j._^-j . 4Jdx.4 ^_£- ^_>c.x^.U 4—J..4 VI o 14-! jr_>- VI CU-) IS* I j I L>- $ (1) Ldo V1 
3 l_do VI oLiUaj oIjLj o J._C- IJL) ^j\_^_>-l-^l1 3o>-1 4.5 ^j>- V3 4doL!l 3V 

^j.-p 4-V-4.-*-!! ^Vo I ^>di! ^l-c- l-^.>- 313-1 <lW J 3 j .^juo 

3ld5 UaJ (Jjj I dJ3 3 I— >• 3^9 t ^ 3a^j 3 j._j lij I 3 I 3dd<^ 3 £ 4._j j 13-! <JJ3o 

iiUaJI 31 Ja_>-V .4.-3UaJI <—5ljL>3 ii^-vJI ^V-fVl 4>^^;>-4 j15 

£ 4-l_£X.>Vl ^.J J l_J £ ^C-i ^Jl £ ^C—«-uVl) l-£-> 1-4 ^-1-*-^ ^j-^sJ c < *3.liaar>cjr ^ l3jJJ dJlj 1*4 

3j) v?3l 3j^ *1 ^d3J 0 I- 4 ^_L*il 3J3 j ^lJo>d_^l ^SsSj £ c-5 j^> (jI~l*JI 31 

. 4.3-*3JI 4.5Ua.JI i^'^' 

4__9Uaj ol 4 jJjc4j £ 4 <3S* 4 ^[>- £jl g3-l 3 3-1—jl~4 j-1jc 4 3j— j£ V % 

. 31 -do Vi 






3 J. UUk 4 4JlLj LjL^jJbiXl 


J^Lio 4j>cil5s»o ^oU^ cy ^ 


j£~ jS £Ij < <Lsl«Vl jl_!ai*-Vlj l_ 9C^Jj^jVI J^-C- (301 

! wL_] . {_j '^ * y*^ ^(„) I hX_) ^ I {_y ^ ^ ^ ^ */? I i L^.^.j 

01-« V1 o £^l_o ^ i d-'~>VI -& c3 I * U.j I j J-^-1 ^>- Jj V 

. li Ll ^ j £- 





LS^ 

OU^1*-° ^ a yg^l <jJJj_^J 4 C-JjXj VI (_5^ 3 

JjV (iJJJJ •iiJjlS' j£- Jj>e_^o ^dyglll JX£- J £ (jJjLo^J-*^ 3 Jj>c-w^o *1 jJLSI JJL*3 $ ^jJl 

0-*-^->- lil ^j-SsJ < 4-la^^o L^Jl 4_o jJjco <jJJ J-LJ Jjis 4 ol*j-Lxit jJ»J-l 

.4^3-^J (1)^SnJ jJ ^^>-1 oLo j-Ljco 

:Jl3lLfS (^IjLa^ix-a Aj^)juj ^Jc. JaLa^ll 

j._jV AJli IS ^0 I ois* liU oU^I aII i^L \J I % 

l ^JUl £/lJ 4_<^J LJ | j 4 oU ^i.A.^3 4.J J^J "j£~ ^>cXil 4_*_*J L^*j ^^3 JJ (1)1 ^j.^3 

j_>cxil (Jj) y?^; L>-LiJ wL^3. j^ 3 ^xJ! ol*^1*11 ^a Lo 

.L^J-C- J-s/2^: Ji 4j| jjiaj jcJ 0 L 0 J-Lca ^Ic- 
oU^Ixil wLs ^>-Ldl 4 0 L 0 _jJjti! ciI_bJ ^1 Jj^-x^I <^jL£” #■ 

. olSjJy jl 4 ^>-1x1 

^vjo ^>-1x11 ^12 j*^_ 2 .Uj-XL) jl oLs i^J-xil ^jL^j ^J_£- lUJjJJLo ^-Lo <i^ 

.(jlSs-aVl j-X9 Lg-Xa Jjix^uli 4 oU^ixll jZ*j jL>- 
jcJ jS 4 s-l j_JLS1j L^J SJS^P V L^jI ^j_laj jl 4 4_j^Jia^3 j^S* 0 L 0 J_£j V 

. (v^) cJi y>-^\ 5sUaj 

jr^- jI oL^i- -w^U*- oL«^ jJ:j V ^ 


153 




LajJjtll jj-ai 


SjmLJJU* 


. C-JjsS^M ^u«U y sSJS’l OljL^ : (44) 


J'AxJJ ^j—f £ C^—»^L>Vl (3 y* v J J-J-P ^ 

^^-Lc- y? L iS^ 3 yg^cJJl lLLjUi jJLco l-jLJi£ 

: aJIxJI ol^lai-l ^c- <JjJi J-xs ctUSOrj .<^Jj>cjL^2j oL« 

^_9 ^Lc- C^- ^c-> cC«Jj^l | t 4*JtS <Z*£ ^ 
































































5j-mn-a AjlIj LjLa^Jbill jj_ai 


.(44) (3 4 ...oLsLa i_ki>- jjj 4 Jg(jjVl olaLa Q-l>- j ^Js- 

"lSj —a^Lvs oj£ tCJjsi! OljL^ | Oljil : ifljli oil : LJtf & 

jj J ‘ jjj-lt oLoiS" : (5jj 4 —< 4 j Jt— <& J jj ^^-Lc- j_a>1 

,(45)J£o!I j US' 4 "^oUJI 


►"J 


| £ljLo- || || | j || ^Ul || flfr 


djjlOeJI 0Oj« 

l£-<h>' y^jJI CljjiijJ f &fc jJI Glli-OOJI s£j*iC L%lJU ■^SSf , ‘ 

life JOj>£ 


..oIoIjaJ 




^jOiLJIj OOa*JI ^LcmO OjjXjJ GljUJiJI fO A lwjl 

X^L" 

| [ ...C 1 I 0 L 4 AJI j [ SSL^)L>g^« ] 



^ .. 

1 O^JO 

I ui^lio5!l (jjjio ^LLUJI JU£)!I fjiO ro"K 

' OU OlOi—il-LsOaJI 


| tjOLvJI 

J ^f_ubJI J£ LjXc' ' !»jj!_i 

1 "Microsoft 


^1 




^UJtJI JU^I -laUJ 


Ct«3 wllUoJ ls> ^-^-xJI uliLltaJI 0 j~4>j ijjLisJjJI jl*£j!l fjj 

J «^ULUI JUS^fl f loia-»| 

0 

SOUJI0 

£oL*JI ^ jjjJI 4jU!£j M 

jjjJI OL*i5 Ijj j Kj oJlLjl Q 


V 


^ULLUI JlaS^JI ,x^« 


C.UJ5 jy*« 


£oUJi 3 - 0 * 


^ "4*" Vt^ 1 ^ ‘Wj? 0^ ^ 
' wLLijiji»J| jibl, 


*jU* C^li-oJ ,>f\ 
CljU£" \ 


I ^l4UJj 1 I jilj. j 


.^UJbJt JUS"^1 obldPl : ( 45) ,*3j JSuJl 

^OLkJI 

o)jj wwo (JjVl ^>t alt (3 (_j 6 _wJkt ol «jAjw (j I s " ii-t 

L^jlSU j 4 ios oil 0V jj SIj-l4l 0 L 0 j)-*it 01 01 *jit J ‘ 

















































Oj III i a 4JtL> OLa^JLsill 


ClijjljyU diaIjjgaijjfLba 

Microsoft Internet Explorer 


l Q*/2*j 4_L/2^J ^>* AS- J-o^- d-o JZj VI aSwIi 

oL-*^ 1 a 1 I ^cj J_io ^* <Lol>- I^j>- t CoV 1 aSwUi ^J-C- l^^-l 

lit .^jltJi * SwLjilUvi,! o^c«l(_£>w^wj|^ j>c_U 

ool>* ^.ww^jI ^>- (www) ^-Ua_s< 2 jr l_ 9 j.su Lo jl 4 <Lil*JI iJ j^SnJjJI aSwiJI 

c * ^ .»^> ■»!. I ^ ^ ^ A X1 ^ ^ 1 £* 0 w\ i<y .< A X * */? 11^ ( w\ ^ * •>/? > ^ w\»o2^> ***-<>. I— 

.(HTML) 


www ksu.edu $a 

Ml i JL — mm 

o- - — t- . I 

a* 

— - ' I" 





^_,1J JUI ^(5) 


J 


h 


m j. jj+f 

•jLW 1 ;l^*J —j ~~' 


Z. 4 ^l^) 1 






.CJjii'i' ^jj~as Sa Jse :(46) (*ij j£dJ' 


ije-lj_3 dijLSv_C 4_!)^>- (_£ jjl Cd j^jVI dygla ^ya C-Jj^jVI (_j^ c ’ diX)l^j 

dJjbL^>- Sjbl dUifTj c 4jill>J«l olilll ( JjJJoj i oIj.>LsMj i (3 4 Ol^cAyaJ' 

c ^j| oU jJjJ. 1 Iji rc-aU ji 7* flyg“UJ . ( j^?lji-l dbL^>- ( j^oj 4 4jilx5^i.l 














£ ijjmju * 4JLL ljLsjJjJ,! 


+/2A LajIJ L*iT y 2 - 3 Jl l $«*->-y> ^3~^i ^ 4 ‘^oddil y*y Jl aJJj d~ 

.(46) JSsdj 4_idC yg«il J? ^j£> C_J JJfill ijil Jl (J^d 5 Jl^j .4 j>cjL*2J! 

J I I j_A ^-Lc- y l_s y*> l»*J ^ 4 d-oVJ dd y-**J <d*dJ IJaj 

.oU*g a+/3~\\ ya <5 y £I <C^j>-l^i ^Jx* d)l^o d)l oi> a+/3~\\ yo 

^Qi jlL^\'l | | j 

dJ-L (1)1 d—L^- IjLi ( 4 _a1L*J! 4_o^SlixJi aSwiJI Jl ctldl y y& 11 d)l Ills 

^JaJLj S J—4 -xj L_S^_c4« IjLc 4 ^jLv 2 -JIj ^>UI l-£d J>-dj < d^a 4jJlS AjI y AjI^J l 

oIjIj-c- Vl) J-C-IJL)I^ a o.lg)*yi 4 _j! ^Jl dJ_L y ^_Lc- ldAL>- l_s yuj 

4_w^-Ail Jsl (j^Ssj (1)1 ^_y2j V d-ojlbVl ^4+/2Za^ i (J y>-*\]\jy (4d«Vl 

.AjcLjJI AjI 

J^-do ^j/2J>e_£j <: '-*J-a)I Aj Jd . CjLv->c_^JJ l^d^liLo ya AjI^*JI (d-d^" 

j! J_L>- ^1 (dLdiSJ J_ipj $ ljLjo jl (3jJLd ^1 La jJjdj V—d jL"LU 

(jJJ-iSj . Jj>-lc- JSvdj (J J) dww*Jl J jl^-l O^ 4 4fl^Jl y* jJ-Aj 

. d-J j!o VI ygla ^Aj dL^S jVI AjIJ«L cb (1)1 

y^^Jj 4 4_*JjjJ| 4-jl ^j-v ygd Cd) V I ^Jl+/2~+A 

S-ddi-l 4_d«Vt olijJLJ>dJI d)l J_S*lx)l (3 d^->jibVI ^j3 ^/glo y ^/si- 4_J_<i-C' 

1 wd^vJ >3 .»/? •. <y 1_] 1 C—^ 1-0 -X^c-J 1^ ( i3 ^ 1-] L^s-S Lyg I j3 ^ U 

L-o I jJ^iS J ^*Lol 4J byuj gv A ^lll l_A*_yg Jl y^y Ji 4j2ddSs>3 Ada I Cbl jJO 

^^k-£- (1)1 jC—LJI 4 -Id jcJ Ada I 3 jJO (J^JedL Bjld^JI (1) I Jo dJl J 4 d^L^Jl^dJ! jddo 

. ^ -d>c^*-^vw<>J-J U Lc* I 

Jl c»jLajJI Vi dJ-Jx' L« .ajUJJ a_1^j dJ >j^_ jJ^o ^d2i« y^L^~ aJ^c. d)| 

^/2_J>C_AJ ^ j-j| 4 ddj-c^jjdw: aS” ^_d ^_9^-a J_b J I d^lib J__d 4j>d_ s ^’ 









Zjjjjjua aLjdj LjLajJjiil ^4l 


JjJljJ 4 ah:* I Jj_vs>jJl .Java Script JlaXjJ ( _ s rJl oU^LyaSI J-*-^ 

.(47) jslsji j US' tjiJ-i Ula 


Java Applet 

l ys- liijiio Lfrjj 1_sli-l ^ Cj.i 1_a jl < Java Applet ^__aLJ y_ Juu 

< (HTML) jd\ 4_*J j_£• axJ*A2x_^Aj ^^Xjj i Java Script 

i_Jj J Aj OU y^ Obl»«4-l 4.a-L4X.a ^2 jL*2>- 

(ji (_} i 1 jl 

all-Li ^.i-j j) oLLLa i al—i- JjiS ( J_a„£.j ^UixJl oLLLa 

J_4 (J-1JI (Sandbox) J-a^l Ljj-Li La djJOtX-^l JIa^VI 

Ji ' Lr 0 jHLrx- 5 ' 4^ '-®' J ^' ^£j-> oLJlSUl ^_a 

^J.1 Litf J>-U-l c_4_-a*}U . ^LlalSl; ^SL^aXJlj ^AitX—J.I oLLLa 

. 431jX.i» 1 jc -La3 i O IS1jX.i>- V1 

:L? liUr' Ob'sJT^ l)Ip jj i)L» 

^-i (4j Oj^j» j-J-va» jj-a (_^Lj <_/_)( ^ j 14_»3jil LiLL-t oL*^ (1 

. L^Jj Jjo 

J I (3 >J.^3 jj. +/9A 0 O l_J ^X_i Ij £ 4._*2 J,l j^_C- LslA-| CjIj>c-C jj (2 

^J^-Sou £ £ JoJ I ^jJUU* J>- I J J-0-30 <L*2 J-il j^s-C- O Uc-CjJ IJ £ 4. J 

^jL>- oLjtCjl ^J_>>l CXoljl ISI £ (1)Jj 4*2Jl olj>c_C^JI 

.1*2j>3 l>e_C^j 4j| aJ ^*X>cX^<alJ jl-ijl 4XC> ^tXo <bU £ JcJI 

131 Vi £-2 j-* j ^ 0 (J (J'C^ V £ j * ^^i ^X^vO 

.(47) JSs-JXJl ^ jUi-l i-L& JjJjo <uJaXo Jl (JJl iiJxSvJTj .<5 jJ-s<2^ ^jA CjJ£\j 





Oj III i a 4JtL> LjLa^JLjtll jj^ii 



.liUr-t OtjL^ :(47) «ij 

(ActiveX Controls) 

-iajj-Jj £ C^—> JT^ ^ d^9 aS"J^_>3 4-^jJJLCo 4_Jj2j 

_9jl CU9j Ol iwJaj _£• J ol <LJal!l ol ;^S-ba 

^$\ -Uio ^-UJ ^Jo J_i oL>cjC^j .cJ(M icrosoft Office) 

. L^«J ^ 4j£j! -^-dLxj oUc-C^Jl o-XA db«l^ .wL^Lwvi,! jl^_>- ^bc« ‘A^La-C- 

^11 O^jl ljl L-s-C- (jJJLwco oU>c_CjJi d dA ^w\j>CU^o ^9^1 (J^i*-wO! JJL>_9 

(Jjl la a9 (JLwco Jlj^Jl I jjk 

I £»L_^c_I o w\_A 4»J| 1^-vwJ I aI ^ . c_L^c-C^»sU ^ Iw^^c^w*»*j I 

Ia 1x9 t |Ja 4_^a <*LUj 











































Security Warning 


5j-mn-a dJd-s LjLa^JLjill 


m 



£T 


Doyoy wart to futsS and ru* 
z ijrttd <5n 12^1 .■tHJ 1:5£ PM -nd dsInbdSed fyv 

MaaEm^ Its 


Pii&rtier auihertiri^ veirad (jyV*-fiian Cemn«*!l 
Sdtwira PutiJhrii CA. 


CauSorc MKramafa.Iifc assails ihstlhis certain, is safe. 
Voti shotr'd onJji rislil^dert the ccnteoi 8 j.trj iiutl 
Maeiemrfo, Ine. la fr-sk# iKV a* saMior-, 


f" :iift'; ccrtnrJ lYarn M.v;.ra^±.v Lie 


-i 


to. 


More InJo 


."\ 'S'\ Jjj :(48) 

cM l 4L4 J-ri -kr^' £^4' ‘ <J' y y 

i 1^-* Ljut) (3 ^Jl cJl^}- , l ciXJI (Jl^-^l 

3 C* «laG-\ J.JL) . d^JLs!^ 4_^oL^-l J|j_^JI j^&\j Lc- ^1 t 2 Vl-~« V-f d*o 3 

£ (jJj^LLla 3*1j_5 iijl^>- 3 j-v2>-VI j-v2_ll £-3^il SJli-l 

^^-Lc- oU^tjis wL^idJ 4_1 !wd_c- £—^*j jl i 4_d S. 


£*lr! J'jj) J 1 




jj-l j. 


£ . (■ . (■ , . (■ (■ 

■)Vjl 4JL£- UJJ-^° C-jl (_£JL)I -lijl^s- ^y> ^>-1 sj^>-l 

.oL?tjC^Ji tillxJ jJ-yall -iS'lxJij i i—oUi ji 
I -A l-^,LSs — j t-)^_*. ^| L j .^c—C^_j _Lc- 4_jl5l^l,l ^j_C' (JL—o La-\_JL& 

.(48) JSLi 

^c_c o>^Ju XP jj-Uj^J SP2 A^y>- ^wd Vl d-owb>dJI 


























3 j.uuk 4 4JLb LjL^jJbtXl 


: c^wti ^ ^US 

l$_« If j_iUl _i If j a L3jj >1 ^ A" .-l *—-> I j -1 

: jj^L*> j^u^lll _L*_i -2 

dI 43j-*i j^jLUl j £_*_)JlJjV La^l^l 


macromedia 

Youi 

■Account International Help 1 

I Home Products Showcase Support Develop^ 

^ Solutions Downloads Company Store 

Search 


r 1 Shnckvrave I 

r } Shockwave Player Download Center 

'%£ Click here to install the following ActiveX control: 'Shockv^e Player 10' from 'Macromedia, Inc.'.. 

Install ActiveX Control... 

What's the Risk? 


'fyllll. 


Free 

Breeze trial 



When you see Installation Complete above, your installation is st.ut Creating 


Shockwave Player* Help 

Shockwave Player Support 


jsLjji "Install ActiveX Control" ^^ -3 



•jr^\ i • (49) 

^JJLwvjj cO^JoUj U^i (49) (4) 






















Oj-Lu-t-A AjlLi LjLajJjiil 



J J Sii)t jkUa :( 50 ) (*ij 

C~i—o 

'• ^ 2 J^ L?* 

.C^Ji 4o.la^o.U 4^L>-!-U! £$\^ as >~ 




Oj III i a 4 JlL> LjLa^JLjtll 


iJLsdl (UNC) Universal Naming Convention jll ■ 


; Ji* 

\\server-name\shared-resource-pathname 

f I 4-JI ‘ j' (_5—LS^' * 

.(5 1 ) LiS* olslj-t-j (3 L^olxS" 


Local Area Network (LAN) Sell! 


Automatic configuration 

Automatic configuration may override manual settings. To ensure the 
use of manual settings, disable automatic configuration. 

O Automatically detect settings 
0 Use automatic configuration script 


0 


Use a proxy server for your LAN (These settings will not apply to 
dial-up or VPN connections), 

Address: proxy.ksu.edu.s Port: 8080 | Advanced,.. | 

0 Bypass proxy server for local addresses 


l 


Proxy address to use 
proxy, ksu.edu, sa 


Proxy Settings 


Servers 

£&i Type 

http: 

Secure: 

FTP: 

Gopher: 

Socks: 

0 Use the same proxy server for all protocols 

Exceptions 

Do not use proxy server for addresses beginning with: 


/■ 


ccis.ksu.edu.sa 


Use semicolons (;) to separate entries. 


. jf jjJi jlp- Jaste3 gjJl jSljll :(51) pi j J^iJl 


Oj—_ >■ 

jl t is^sl4^s! 

iifjjjil jll & 

: a!. isLgj) ^Lc- L&sJs-* ^9l^ll ^^j>- 

JiLiJI J L*S" < 2—Jjjjll | OUI | CJjXiJ Obl^P) | oljsl 

































£ \jjmjla 4jlJL cjLajJLjtll 


.43 jj jit £>1j^JJ 43I 3jj (_£jJl £3 jit 43 L/? I £ ^3 1j^ jj ^Lc- ^ £ (52) 

£ httpSlW 4 a^_v2j I-Lo J £ (JL*2j Vl 3£_slj^ (jL>ob ctLaJj ^dygAl (L)l Ja>-V 

Ojlka" : sjLp ^jJLc- S 4_«^Vc- 5Jtjl j^»j: ^-/LxJ jjJb ^y ^Usl dl^c 

. AikJ.1 o .Li JpsUil 43lS\J (https:) j»LiAil 



^J. -V -Lo-lJj L^o U~jJljil_li LiisjJI » 0A ^JJ k-oj| $31 _*« i)- H Li.l .AL^+J 

(jUi wlolJt,! «isJ*JI i>o* ^ uwj $31^ L?l£ Cip 

:«k**JI (jJJ IoA wj ,<* «LaJ 

»m |i 


■ w» 4 »'j« 


https: //www. buy. com 
http: //www, ksu. edu. sa 


iiiisijl *oa j3l^Jl L?l£j (https:] fiUJI Jiibj wjjia* 0 

I 1 I jilj. 1 


/ 


I SJjJI || w)iLtfy)il || |! iL^s^ajJI | t>Ul | fl* I 

I 4 J (pUill wloloc-,! «>u*iJ uy «Is^ 0 >» 


i 


0^0 <Q 

'ijjliiH* j3l^« ji>>* 4^l^« Cu\jX>i CWjSi,! 


k_uj jil<$j£ «iisu*JI aOA g ^0^ 
LisC- wO£-J yj L 4 J I Sj ^? JijJ ^Jjl ff^V 
.4;oJC.LLJLjj 


oisfl GlolOAj 
"^|M>I ^)Ajl tOlolj£ )]l J-Hftlij - 

_yijl Cil Jl Ji )JI i.lO.- ^ wJ^ - 

, '^ l > 1 




.xJuujj 


.43j>jit jit Jj.xP :(52) ^*3j 

43 jj jit j^P ^Sljit ■$■ 

lLLJj ( J_C- cjj_*j j wL3 . 1_^0w\_4j ^Ji Vj £ L-£j JJjj V ^Jt £.31jit ^A 

i JL}\ ^A) 4_fljjlaJlj 4 _ojUJ 1 oJ_^J ^_3t j^j 43l_v^t iiJjSs-Cj .43-ji-t ^ot4^J>3 l^jl ^Jtjit 
.43 jj jit^51jit 4-oJlS <1^- J&J £ 43jj jit ^tjit ^UjUJ ^Jtj^o 43L/?I l^j /^Sv-C 

4_lLoV) [4] 

L^jI £ 4_-JLoVl wLjJj^- ^-Ijj 4_^S\ji-t JjLJ (JLajI Jl jjLl) J3 

^ t wL_)i4i^* j_^ ^ t 4 _^aj l-»^j £ 4 tfls«kO ^ i iijJ^ 4^j ^ <,x> 












































3 J UUk 4 4JlJL LjLajJLjtU 


d\ OJjlj <. J aJis a ala^A i]Lufc jl jJ JJ£ .Javaj ActiveX Ji* j^^ll aj^oVI 

V AjV t ^ia^Lwvj ~L*S"bJlj SjwLaILoj £-91ji! LjLo\ l^J ^./g > 

^_lp O—J^L)Vl ^J3-^2Za^ .A_J^Vl OaIjI^L j>-Vl £-91^il £-vcJ>- ^J^LsCllI 

J-j £ A_jjL>-I C-^v-J l^lSsJ < (53) JSs^u (3 * Li^v« cJLxa A»JCal olj^lwwO AjujI 

• V 1 A»»»*w£ V 1 1) I A*~*m*j I A»^*»o V 1 ^^ ,/g > 1 */g ^* I ^ jJ 



.A^La^h :(53> 3 ^*^^ 


jJ_9 — £ ^g.yg-9 VI J_^-l ^J\ A_JL«Vl < «—>1_^^-l l£^-'■^ 1 lAA *3^ 

l_sjj_jc« j_& L*£ .^LlaJI ^-Lc- ^J-scJI J! Ji ^Jl ^jL^dl — olSv^Vl 

£ {£^Iwwil lJ-^5 . Ag-lxil O-U AJwOVl oLUalll Colj AjU 





















Zjjjjjua AjlIj LjLajJjiil 


.loJL* jX»Jkl 1 -La JajJ AS j!i jil ji- jil Allans j .Javaj ActiveX J^c- 

oUttjj ^£-}l—A) i AjLsjLI ^yi IL--'ij-ti Al 1-1 a ^.-t-A) ! t? 1 ’ 

ActiveX ol^Cjj J-i ^JiAcl-J.1 AaSI j-o -ja J^lxJlj < Ljjj^Sol A*Sjil jS- ActiveX 
. <U>-jlA-l Cj^SjVI 4jAaA lo-t—a ^*«ll 1 -La 2 AJ A*3^il 

l-i_A < jJl^l AJjjJ* t Ja_—i jXa (_£j^—wo J_La \^j£BS* c^_a .l fl .*>j£A 

. A-li»l-tJI L_»u^«o y/ 1 4 <3 Is «1 1*0 wb^-Q I 

05J_*xil ^/2jLs<2ji-l ^IwL>cJLo*jI 3 4_>^>- L-A4 Ulol oL^Uvi! 

.45£_i!^ll 44la*i loJlv* Jsjoj £ ^J 2_v^2lil 

Aj^aLk CIiIlILC.] [5] 

** > 

Lo ^*/^3o^wou 3 * SJ-xil <uiaVl oIjIj.C'VIj lLUSvJT 

3J ^Lx^ L^_v2-*jj < 3 j~-£ oIjI-LC'I 3lik oU iJjJj ol ciJJ LwjLl« al 

. 4_JLs jJ! 4_bL«Vl O IjIJ-C-VI (3 *^5 <jJJ_*5 L^Ssj 1 jU 4 l$j 4JL55 45 

.(53) 3^-^ 3 4^si^-i 

(Virtual Machine (VM y^' J^V' Jl^aJI Alibi Ac. I [6] 

jX5 VI JL^j>JJ tl)L«oVl (_£^X_^vw>3 wLjJ j^- ^wb>tX_y^JJ o!jlw\_C- VI c~L_& 

4 Lili-I oU>e_C3^-^ 4 J^qV l oIjIJ-C-VI ~b Jj£ 3 £ Uli-I olxCl^xil 

Z Olj^X^yO 4_^v_^_>- 3} ^ 

.LjjJj OL>-*^-v2 JIj jc-So*tXJ! ^-b>cJLy^JJ ^Lo I ^ jP >* p£ 

.3^-*-^^ I5I3-! d->l^c_c jj ^<jlc . l3l^ 33®^ 

.3°3^ 3 3^JU Uli-I oL>c_CjJ l)Lo? 









3j-au-q 4 JlLj LjLajJbtl! 


* 


yg*.Q..D <K Ly2-dj 1 jLj CA^^*J C^Lfl-lo 

. J L&Ju VI 5i Uajj 4 I^J! ! Jj^ 0 4 a J.1 O U LJI Jajii- ^ JSxJi^Jj 4 1^9 L:>- 

J^U- oljt :i>k —5-wJJr' JpLjj^i l-AjOULU *■ 

. ^ 4 «/? J, 1 (3^Ub 4 ^ J.^>cJLwvi, 1^ jll (J l yg > I 

J.-? 4 t oL^j^JJI ^J._3 ^j V JgLojVl aj^ju cj LLLaj 

j)\ 4 (1)V1 4-i Ugj sj ^-$-® oo lJ Lo ^g+/3 > 4_jLL« ^a 

Li-JUL^ ^j_^o ^jSsS olJLo ^JLp (_£ ■^- s j 4 

^J._4 Vl L-gjJjrJ V Jgl—JjVl OLJLj . S j!^_U £_9 I 4 CU->jlo V1 

(3 ^JJl (3LLJI 4Jojlioj 4 £*J-^-U (j-* -^LJl jJJi ^jjQ J 4 

Ji U ^UaJI oLLLo iw^JUJl 3 L-l*-SJl j^SJj .JgLjjVl oliLo 

. ^ Jj>zl*+X ! O lo ^y° 0 Jj£ 

cJ_^J oU, 3 _® IcJ \ 3 A_>-^w\ _4 j O_>^L)Vl 

J.J-1^- ( j^0 l_y2J I <JJ_JLSICj 4(54 OLjL^ 4S-UJ ^J-C- (_£ 4 JgljjVl 





Oj III i a 4JtL> jj^ii 




Hal 




iuiai« wILIm^I itLU oJLt« l»_uLi£ _jl_u>l it£«j 
uiujxJ itttJ iLiliiUI o JU.«JI j ob-J ^J.l IJA Cw^lwj 
.OUbLBjX 



wlbLw^^l ijLy*J wLLU 

vtUsLuj jl ijjjxt 

iLLUJ oiUUI i^JUJI jjUtiQ 

UJL> fiaiU»« j>j£ ^__^o oLLU 

^JbJI $3 _5<JI i-lLU 




&* 

<yik« 

4jJUa4 


a_<iO oLab» iUaLu 3uyu itUaj £ L^oJI I 


j.» *ujj 


J>1»« 


uujlij t_»ljl_jj- 


| wl^Lfr I fr«I^JI |j w^jLabfljl |j * | ^L«1 || I 


GlolOiJJI 

Cw^iwJ ib«s 0l0£.l Jjv tf fcU iftjjio it^ptt (3 f t 


Lib. <Uoi » 3« tt« JI jj £ wlbLwjl LyaJ wUi« ,ji« - 

LJb Lj. ' bi-o.ftJI j>ji- $3l j«JI wllsLw^l bu_>*j wLLU - 
*bj_>~a iijis l l^« yjO it d^ b . t'-yA. 'i i) wUjk< .jiiJIji 

iU« 

^fiJI t-Jb- LbibOnJI wlbLwjl Jo_>*J ilLLl« iuAj - 

ili« ij J it «^b> L« b io iLj_olc« ,» b itoJ 





..wlol-icj 


«lujl a jUajll 

/iiiidj wl ^ 

IuLmJI il_)lis)ll Ja> (~7[ 




Ml 




lJuJO Olflla J-aUJi Ob J~»J* ;(54) ^3j JisOJl 


4u^UJl 

c l]^_c- A-^lLU j-S" ^ CO->Vl ^a+/2~\\ 

I jJsjj . L^5 j) y?C- OjI aSwIJIj aJs^j jll aJ5j j 4^i Aj^sti,! oLaj-l-xilj 

A—a^^\J! Olj) la^-l i_4_yg^ ^ ^j^u2JL_)l LoLl^l JJl3 vOo 0-^9^Sws ^cb2_v20a A-vOtOJ 
.AjLJ-I Aj V lj~bi JaAj L^jI i AOj-flJ 


































dllbC-Lui-dl 

Personal Digital Assistant 


Personal ) 3 3—^^Jl oU pLJ. 1 Vt ot<j Oj A:>1 

^£-° <~!ll^jL j 0-^-? ‘ Digital Assistants) 

4 (I-Mate) c~^ ^1 j 4 (Qtek) dJ_JJl 1_filial j 4 1-L^>- 

j t oL«jl*il l)j_i- Sj-^Vl oi _a j_SJcj .(Blackberry) 

. c_j ^-^li -1 US” 4 Lolx 4 olSwiJL oVLv^jVIj 

3_jI^S Jl o wL^jj l 3 t^j-^ 3j-fr>- Vl oXjt o j_*xxjI -Lsj 

l_£ 4 (Windows) ^Liaj 4 j>^vJ ^Jj>cX_^o 3j_g_>-Vl o J_& /50 

^J_>-l • !J-& J*J»_JXXJI ^Uaj ^ ^JJ^-I ^L>c_v 2 ?! Aw^l ^Jlll oLvJ>c_^J <uj?jP 

j! j-^Vl jJI ol^-pL*il /SO jJ^I Jl ^Jl Ol^J J-JJJl ^s_*XJ 

4 ol^i-l lLUj oLLJ 3ju^I>*^p Lsr 4 OjJ^aj ol^i-l 

0 L 0 ^ixll ( 3 ^w 

^»|jj>cX_oJ ^j_P jc^>cJLJ 4_Jw^VI 3jll*JI Jl Jlx9-b J*}talp 

* J^UJI JIJj^j 4 a^_ 9jJI oIj-pLJ.1 
4_^vjjj O-SJl 4 sLJLu 4_J>-IjJI aSwiJIj Aw^s Jl oI-\pLvJ.I Jajj JlSj (I) 

<SwjJI 3_>l^J-- aj j), yajJ.1 olplijJI J 3 ^l*2j \ sT 4 c^>jibVl aSs^Xo LSs-L*^ V (Jl vg~Vl 

: ^_i j_xJ (J. Gold) ^_JlSUJ " Enterprise PDA Policy: Part 2 " : 1)1 j_j_*j Jl Jo (1) 

.^2002 jjlb 13 Meta Group Delta 

20 ( tcjjLo Meta Group Delta : J j_U (J.Gold)^olfsJJ "PDA TCO: How much?" : Jlj_bu JI_JJ> (2) 

.^2002 l jAo^s\ 
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3 J. UUk 4 4JlLj LjL^jJbiXl jj-41 


(Jl*2_>vl 45wL^i jUa>-V i ^^-ad- 4 ^Ji-ijji 

J oio 3ljl d^>e_- ^>\ 1 gjU l a w^-sjJI olJ-cd ^X\ ol >lSLal j j\y; (*—0 

4 i_ _jj Vj Aa^laC* dJ jfcj 4 oLvladlj olS"jJJl l^-aJj>COJ ^Jl a^SsJI oULdalS! 

(jUala* ll ^-3 ( j-a oLJLdadl (31ljS->-l j la>- J^a — Ajli <33 jJI 3 — Lgjl j3- 

. A^_a-9 jJI Ol-lC-Ld,! (3 5^ ^il 40aVl Olal Vl *.. d x y? S 4j>eO 

4_S^jca ^JdnCOvil ^d-C- (_5-^J AC-L^a ^1 Jj>0_*d »^^_>-Ly2j La ^a-$-d J 


: cm^> 

(jl ^ylj j-aVl I j—A <L_a-&lj Z ^a-S^Jl AC-Ld,! 3 ^~C>od,l J-JO-d ^Uaj (l) 

33*—^^! ^Liaj a 5 jjca ^JdnOd.1 <- ^>d 3J ^Llaj J^a 4_jlb^- <UlaVl jUfi>-Vl 

. 13 jJ ^zJl jUa>-Vl J-b>td ajL^>- 3 

^j-SLcj 4 OojibVI aSLo jl 4 AdidJJ! aSLoJC ^a^^Jl J-c-Ldd Jajj aJL^I^ ( < «—3 

Z JajjJJ IjV^ 15^L 5 dLLk l)I 3_j-3JI 

^ad-Ldl ^a! i^j, >g -^ c_j^_^L>* jl—Ac-L^d,! Ja-jj (1) 

3 _laJ _sodl (ActiveSync) ^_aL j> z J la 4 (Synchronization Software) 

4 (ActiveSync) ^-*lJjd ‘ 4-0 Vl oljJd! ^j-a jd<£ V ^adddl ^_d 4 (Windows) 

3 LgJo^ 0^? odSdl ^j_S3 4 (Password) jj-^ odd jL>ol Lkj j-a-ju Ujo 


dli wl_j ^ ^ <y9 I L_wvi« I ^ L^>- 4_> diO^-J a! 1 ^ I L>JJ ^ ^-L.,^7.1 I I 

oLa3i J‘OSsJT ^ c-Jj_^aL>cJJ ^ZwaVl ^LJaJI J^-diala ^1 L)Li 

.^-^•L»dl Ad-a-^" aLol AC-L^d*! (^ Aj^^cJ»I 

.(Network Interface Card) aSLoJI AiUaj ^l-C»Oalj ^^SLLaVJIj l5 SLLJI iaj^l (2) 

Z (_^15 (_^l^1^ O^-Jl <LJ_3 j (3) 





CIJJMJU* 4 JlJLs LjL^jJbiXl 


1 jLlai»-V j£- ^ -ic-L—J,l 3 SJyki! oU01 ^ Ur 

OJ—L (J^j>- 4jj) yg*ll AjUjjU| 3 3^XiiJ Lo aSwIo ^^9^J1 -LC-Uvll Jaj_j 0^ U^S” t 4_^j>- 

^jw>-l_^il J^9 O - '* f*w? J& jl^A-l ^Jl (3 4j| UvS" < aSwiJ! 

■ 1^*9 ^ «.o2j I 3 i A^»— *0I I ^c»^J 

^_Loaijll CjIjic. 1 x^l l , M y W. ^1 jL-kkVl [1] 

A x*. julll 

*• 

4_U^1p 4^_v2j>c_jJI 4_^ijJI ol-Lc-U—J,l <u^»l y?ll jl la>-Vl 4_.3jli 0} 

. I ^ xy. A I ^ ^Lc* U-y^—^ („U-lj «A^~ ^ . I 
aJ^-juo ^ 

jJai-l 4_Jli Cl—9j-ll 3 J^' 4 ^Cw^JjJI Ol-U^L-^JJ <_£j,^S" oj^ d j_& JjJ 

^j-o j-xS*l QgSl jl 4ij_-JU j& 4_Uj£ jL^i-l 5 J.L^j <3^-^ j—£"Vl 

^ 11 A^»—wwJ 1 0^-^“ 4j^f) +/3 *1 I 1 ^^ 1^*9 ^I tm*j I lL-Uw\_ 

^ji2_j»j j j (jl UlU-C- iiSs—Oil oJ_& j<i_J>tJ>- 4_9.1 _£j (JUv2jVU jL^>JJ ^a——o 

ci^ljl Uil 3 0-L^9 ^_<j-9j J-C-L— jU^>- 250.000 L« l)U -L^2j 1 oUO^a)! 

^j-uLjJi ^L_u9i 2 jLjjJ L_xj jc-9 j_ji d)i Vj i (1 )^2001 ^Lc- (3 

. ^Jl t—^i i-X-C-l_wwO— U 


dll^C-l_ud A—a _nil 4 il 4_jLa^iJl (_}jl_UJJ >_> >< j I_i ]: 


: i "What Does Tnistworthy ComputingMeanfor Pocket PC?" :jlj^>jJUlo (1) 

27 ^ Gartner Inc. Research Note l$J jJlj j i (D. Wiggins, R. Simpson, D. McHugh) 

.^2002 ( _ r Ji-j-i 





3 J. UUk 4 4JlL LjL«jJL*1I 


; Jlo cA.x c^l£ i^ja 

.(Password) jj^\ oUiS*(1) 

.jl^-i-l o! jl J-C-j^woCo j^oJ! oUlS" <Ul (2) 

! (Malicious Software) 4 -m^ ' 2r^ ^21 (-r^) 
cjL_jLLo js-aJ^ l)L oiSsj L^jL>- 4_w^sjJI olJ-C'L^Jj olj-^r 

< j*—! I! Uj & l Ji 2 j\ 3j_Jd flj &j l ^__!l J*J» sJj i ol *j-l_*i! 

^jLxll c_j^_^LA-1 ^J\ jJI j-pLw*J,! ^yo JJixij ^J1 

1_£J 4^._ uJ t^J—A Oj-Svj Uj_^c-j .^jjL^i-l Ja-)J -Oc- 

oLiiil JJij jl ( ^«_C-lodl t ^£> j_*J 1 Jj_^jU-Ij ^aSj -iC-LwO i 2Jj <l)ls t <U^-« Otojijw 

Jl^L^II UJJP l 45J_jJI JJ 40_^«JI ^ol^_JI 1—Jl—Oj (1)1 1 ® 

.(_^jL*Jt (_ ) IjJj^oj < L5^Jl 

J Ja> ^Jlc- 2-Oodl 4_^iJl olJLfrL^il ^>-l_£j ^J—il oI_^jJjJJI 4_llul 

jyi olilll Jo <uSj ^j^Jil l-L&j i (WinCE4.Dust) ^jj^> (Windows CE) JJuixll 

aLoVl 0-4 J0^ o ^jJaj {j* O-Xjl ^JJj i Jl AC’I—-ll J Jj>J.I (exe) 

^Uj 5 i^a>l ^ J-^!j LjJ j-J> Jjj < OJJ Jaj" J-Sj '-*-* J-^ 41 J! 

< Jl ISjl^L^wo j 4jJLkj>- lil Jl ^oUJl 1 -Iaj i (Backdoor.Brador.A) 

* , 

^/2PoJI sliJi < ejjAz JW^ * <g "' sLji 

i j-!t lS-lC-L^wO Jl JJIj oLilil C- IjOli i (_5^-®li-lC-LwO 

_L&j ; iidx-l_^ J Sjj—J l ol_illl J^l; ljj_5-j ( lA-Oioj 


(1 ), 


Ir?- 


4_lC.Lai^.VI AjjoAiJI 


[http://www.cewindons.neEfaqs.neEfaqs/ppc-ar.htm] : JajlJl Jlc- Jli. (1) 




CIJJMJU* AJLL LjL^jJbiXl 


4_JI<J \ji3 ^i JI ^ ^ *V9 I w^£-l_^vJ»I 45 {J^ 0 ^ 1 4jlo^ 4_1_*,^ ^3 

^Jo (3jj-^il LT^ 3 AC'Lvil (3 j_>-^ il oU jAaII ol cliJij £ 4S~ 1*1^-Vl 

4_j^jt ^lJ! oLojJ-*ll « ^ J ^ c —^ I ^ 4— *£-l^>-Vl 4_c^j^J1 ^IJj^l^Ij j*j>-I gl! ^L«l 

.Ol*j-lxil Aj^c L5^ 3j) y3>cJJ l^lJ j>l1ooI 

jl S^aLLoH ^-*3^)1! ^oLola]| (jJJ ^-^Ijuj^ylll (Jl.i*aJ V1 

c^ill 

4_J>e_Ju £ L^JL* 1 g-L 1 4_jl^*Jl —— (JI-V2jVl l-l-k jlS* 

oLJ-Aj 3 <UJLoVl o 4/t-y j Sj^>-^ ll o!jJcJlj £ ^SU-^VJI (JL/^jVI 4jcJaJ 

.^li ^1 jJIj o^ jJLJIS' <- JL^jVI 

CjI^c-LuiaII ^l.^Vu^V ^ jUa^Vi <3* (Jj\Vi\l a.} 4.^ p] 

A^x^^ojaII 

J—L&jl^-I ^j_Ss^il 3—^1 3-A_*J c_jLx5sJI *j_A-| Ia_& 3 3 3 a ~^ y 

.j! lyVl £ c—^L*^*!*! Lc £ jUa>-Vi 

l—I ‘•L^—y3.0c_^v_] I 4_*w^»5^J I C—^ I w^ 1 1 — I AI wL^x^-—--^ 1 I \q « </7 < i_,oU l^ou ^ . .*/ 2 ^ 

\ <L_)bJI j^oVl ol^L-w*J! dJ_& ^c-laJo oi 4 L&olS"^JiJ 3 
.dL^jii 3 ^*-^ 3 *-*-^ -la-^ 3 j^vi ^\ j ^ s > c ~ uj *$ i jj j.^- ( 1 ) 

.sULill 3 >"l^ <^-3 31 oIjx-LvII 4 ^ 3 ^ AjJj£ (2) 

Jl^L^ J-S" L^jX l)I 4«jLoVlj *uLa_JLx!I oblJ-pVl AjJj^- (3) 


^jI vg^-V 3 ^_^o LjT £ 4_a^J 3 I OlJ-C-L^vll ^X_iiJl ^_C-jJl J_^j (4) 

JJ_^jo J_S jJa>- (_£I O - ^ Vi dJjfe ^ 33 " < '-*-fl ^> 3 0 L 0 ^jJlxll 4 »JLaj 

.Sj^>-Vl <5 jjt> 3^5 dLijl 3J ^LoLajLdl 4 JlJI 3 i 









Cijjmju* 4 JlLj LjLejJbtlt 


C ^ <>. 9 I •\£‘ L» w J » I 4_o^^eJ* I Loi^»LxJ* I 4_> I C—^ l—^ 1 >X^Z m *— >u J I ( 7 ) 

.^£jl>JI <._->^-‘- 4 ’^“3 L5^^1 wLC-Lvwsll (^\j (JLo^jVI 4jL*->-^ 

^yo La olJjjJlj oL^j^il! 3jL/gll ^ol^Jl Jiu AjLs-i-l ^*1 ji (8) 

.(Airscacanner Mobile ( ^y>\jj> ajUjL-I ^1 j> iiiol j .a™J! ^jIjJI 
^^Jl (integrated Security Tools) 4 _>U^>JJ 4_UlScd! JjJU~| ^ iolii^Vl (9) 

° ^'X—£- wLj>-!j (1)1 (3 J^LjcJ! L_^i!jL^ LaIoIj^ * Il^->*l j i^ 3 "’ c -- , l Ao 

.iw«ijJI oIjlpL^JJ iJ&Vl oVibiil 

^I ^_4-3 ^Jl 3 ^-jL^->* j!Jl^>- ^«oL_1 ^ 3^(10) 

.jl^ji-l ^0 (JL/2 jI S-LjoV iC-Jj-Joi 

.iow\j>d^o (j^S\J V Lo-U-C- (Off) *Lii? Vl jc-t'L^Jl ^*1(11) 

. (_£ j L*J I ljIA-1 Lj-I I UL-1 ^11 4^_IS* l, ^ , ~^ m (12) 

^J\ O^ 9 J^v Jo lg L J^o j 4 JL« Vl CjLo J :>jJl 4 soLLo Jj « 4>cjJl (13) 

.iw^ijJI oIjlpLII 

3 4 _ooL^>- oL«I _^ ^uJI ^oijJI ol-Lc-L^vll ^1 Jj>cJ_ociI ^_o^- (14) 

.<Lol*Jl J^LaVl 


oLJaoco ^SLj J_jo L^lSU l 4xy^IaP Jjl^5 oli — lLLj V-f — ^Jl olJ-pLw^il 
^_Lp l_ 9^.ojJI (l)Lw*oVl L$J^^II 2jLiL^»V-l ^ ^V-<-^ Ao-^-l 4jJijJI 

4 <vlg)l 4 ) LaJ>- (J L_9 l * ** * 11 ^ -a ^ ^ Lc* Lol -1 ^ ^ * ~^~ -1 l ^ -QI ~I ~>r ^ 1 1 4_la^_^l ^jL^I 

°'*'j“^y' C>° I^Jl olJ-C-L^il L^U 1 ^^-Jl jLJa>-Vl ^ obsjJlxil 

.3^-xJi 4J0 3 ot^00 3 l>-^1 l^jLp o_^jyo jJ ^ji 






ilijSjLlI 

Bluetooth 

^y^ 2 -' CM yyj i 1 jjU>* La^j (Bluetooth) d> y ^Dl <ui^j 

L^>-l_vvxS'l ^i-jJI .^»2006 ^»Lc- J j-^A jL^- jj_Xo 971 Jl L^> 

aOt j-xj 4_j 4 U_SxJ 1 a-A_jJ ^wi~y?xil ot-5 OjJj>- ^yA a jSyj Lo (31J-*-"Vl 

i iwvaj>s^Jl (JL^Colj a C-- «/gx!l * o.U l_£ i a-i-dCUj 

^|Ja>eL^I lA-A i _ 5 2-M jLlai-Vl J t yk> J-^-t J-3J .4_«JjL| jUJ-lj i oLojladl 43 yuj 
^jS- A >~a jl_la>-Vt dLL Laotdl oljl(djJjAJI idLi 

.1^3 4d>-|jJI 4^L«Vl ^aSLvaji-lj i ]j-...-o JSLl-j Lg^ul) 4^jix!l 

jA Lo [1] 

4.— •Ayjkyk\ V1 J—^.aa-'V I Jaa^-J 4_iL>J? ~^-—A y oLC—s^l y. I y—* 4_C- yoA y—& 

i 4_JU-| deJLJIj 1 2y.-^2.s olsL^J. jj_SCj Li I JaaJI 1 -Iaj < LSLLaV 

t j Ij^o I 6 j-^'Z' J j JI o U L*J. 1 ^ I 6j^>- V-l (J 

t lLU j ill^l J 4 ^2..*_o L^.^2 .>j a^^Vl I Jaj^J O^J»J I 

.jiVl 4 _pLj>^j (Jl1 _fljL& Jsjj ^ 

.(JLJ(Jl( _fljLfc JflJJ ^ 

(J < _ Jjl^_>- J 2jj ^ 

.L_->^ol-^il 4->-^ ^-ij ^ 

.L—J SjLiJI Jajj ^ 

.^>-1 (Jl^^ (Jl J>" J2JJ ^ 
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3j iii i a 4 JlJLi LjLa^Jjd,! Jys! 


lU*j L_aj£ [2] 

t (industrial Scientific Medicine)(jUaJI J^juJ djjx!ijJl 
j (GHZ 2.4835-2.4) t3UaJ1 J^-b jp-> e^jJj < (ISM) jUaX>-L; cJyo 

.^JbJI cJj-i 

p-L 01 i (Piconet) l5 ^j U j £t j\ -Iajj 

J-S" >j_«j LxjJUj i (Master)^j_cdl jjJlj (Piconet) j i&jLdll Sj_£>-Vt 
(Piconet) j ^ yail \^>S Sj_£>-I Ja_>j i (Slave) ^Lxil jj-L; ( 5 ^J-Vl 

.S-b-lj 

Cjjj ijLil AjIoV) kq-sN [3] 

1 £• A—1 A 4 A—I A I I ^ 

SJjjil j-a IjJJ ^vJo li_&j 4 (Applications) oLiJaill j (Link) JajjJI ^ 

^ 1 —ygll l)I ’^J-Jl A_Jj 2 j ^1 ol—d^JalJI <v «/?! 

a_jlaj o^Lj>- ^lJI a_cl«VI oLoJ—i-t L_& J> ^l_)I a_cl£i!I ^IJj>cl_^I 

: A ^ 

.oLoJ_*ll ajj^j Lojj»- (I) 


. Jy^lil Aj (d—j) 

Ajitil oLoJjtil (JJ*/2lll ol ^jA 4 aJ3>- (_>-) 

,4j Jv2xil jl^' j 

(ISM) ^-Jl c3LkJI ^-^o2j ^^- J 'J-Jl (jl L« Jl L_sL/2j 

Jl L)-° JV?*J JyiS^ll iolSvol Jl Lo 4 3bi 79 Jl 

^VI (^J ^Ss-l_c4)^Jl (Jl—cA»^)Vl J>-l-tj ^jA 4—.L-^>cjJI AjLi ^jA IAa^ .A^pL^- QJi j^ t > 

.(ISM) j^JI (jU^ill J J_^aj ^j->-l LJjjiSJl 2 j_^j>-I (_^lj (o j_jJJI ^Jl 





Cijjmju* 4 Jt-b ljLsjJjJ,! 3 - 4 ' 


30 4_JjLxll ol~«^-Ixll dO/2iJI 4_ibj>tll ol^i^l 3p 3 J * J *^ *■ j ^L-«l ol l^S* 

.Oj_LJl OoJj i«Jj>COo3 ^2Jto yg xj ^J-v2lj ^Jl 

CjJjjllI ^gi L_a*jJail Jalaj [4] 

<. -WLojVl Ij o^_j^-LJI 4_j^j l_^^s j^jjI_^j>- 3^-? ol—«jlxll (Jjl—o (3c^d 
*LlJ 4_Loc« oLjLo Oljl—^-i-l (JjLo d j_& 4 (Pairing) oLaou l3jju Lo 

wLj*j ^Jioai-I (JLv2jV 1 oLaX- Jj (JjloOw jl\ oLj^ 1*11 oLa/^-J . 3a-£lu 4_iJ! 

OV $ J->-ljil J -l a >“l -l^LojVl C4»lj 4 _L>-j^jj .J^LJjVl oulj 4_l>-J>1 Jys s-l^oVl 

^jJJl 4 (jU-ilalil ^J-O 0/3 j£~ l^_ljc^; L_ST 4 3 J^S* L^S JjLlo ^J1 ollLJI 

.oLa/fc-^JI SjJjO ^ 1 jjI Jj L^lJj>cOl jc-^SvJT 
3J_C' ^1 3 ^J-<aJu (jl 3-^-^ O3- , 3^1 Olio jL^-1 (jl t— ax ygll !b\sb 

: ^a ^Ll^jVl dJjisj 4 3W^-1 (3 ^3*^ oljLJI Jje£ c 

Discoverable))jl 4 lJLo^^U Joli^3- £-3 jj 4 Joli j (1) 

oJlo (inquiry) jL^iol jLfi-1 JjVl £-3^Jl Jj : (non-Discoverable)j 

•J^ j 0-* 

£_>yi jj « JsLjj^u j^u jJz. 1 j»ljj*aj JjU ( *_>j (*-—-’) 

. AiLiiS" 1 (3?^ 3^*! (Ip 3 <: '- 0 ^ 4JL03 />«coo cJ^Vl 

djjjjiil) Jc fcjj^ [5] 
3-0 3 l-$-3 -3o_*3 ^i_JI ^ j 3 "^° 1 ^ 3—^' ^3^"^ 1 -^—^ 3 ‘OwL>o —<~a 

.0 ^J-Jl oiio 3 jj3^*1 ^3^>-Vl oU-^Jl 


A, \ \. x^oVl A... li^lill ^1 ^ajl IJ-oaiJ 3 —^-3-3^ ditj-ililt 3^lilL_uj| ^1^ 

(Default Configuration) 













3 J. UUk 4 4JlLj LjL^jJbiXl 


4 J (3t^ ^j^o-l J-l j^jJJI U>c_*i» V U 
((Eavesdropping s "i > ^n\ l (-=*.) 

^_jUJ! 4 yg*yg^ O^_j^-LJ! 4_ddJ OJjj ^j-Os-fJl I J—& J?Lo-V 

L^._v2jo Jl y?~Vt J-j^j ^_J! 3j_go-V! <_£ JU/ 2 JVI s-UUI jjpj .4jLbj>ci! d>! j j jiJl 

L » • - -3 1 (_^ l is « 1 I l^f) * A 1 1 »*^_P «A_J wL^C^j 4»o U^sO" LLp 0 JP" 

L_9j_*il jcJj-Jl 4*uLvJ-l oLLjjJl 0 j_& 3 ^JoJddj C OljJ jSJI <3 »U { JO Sj^O-Vl 

4p j-£- cj!j j jiJI jLjJI 4_U^p d)l U*S t ^Jj>c_^vi,! C-S_s ^1_^_>JJ 

.s j->-i^Jt ijiiii 3 ajA (1600) 

L i • ‘/^ - - * Q^ ^ '>- 1 ^ I Jot^wex' U ^wJ_P L, . 1 »^ 11 ^ _^_C C_-^Uj^Ul ^J2_flj 1 ^ -i-cxi 1 

^jro jiiJI ^Jp ^JUUU ^^>-1i)L& jl US*.Jo-!j Jl 3 JU ^Jl JUaU! <3^ 

d--9 ^33 j-xi! 4_^Jj j^_p “^U ^U*jUU ^^ocj^vo jl^J-l J l cj! j j! 

4 l_sJ-^j_sU! jl^-i-l L^io JjUj ^1 ol jo jJ! Jo Jod! ^co-l^il a>U U JS IU&j < aJjp 
. (JUsjV! ^1p C..S ^::11 j lJ j^jj.J.1 ^jUJI ^->-!-$l! ^Uax^o ^JUIU^ 

L i • *,^ - - ! I — X^c-U 1 ^ w^^c«^wsO c»oI A^OSj {J U I oX ^ 

<jl}\ oU jLdl (jl ^uUuJl 1 j-A j^SlJ.4_L/2iil Sj^o-Vl ii/j oUj-Ui! (JjU ^U- 

/^SUw3 (3 jjlJlo j^s* J^Lj jVl ^^,1; jj^c- ^UjjJ! ^jLU ! 3jU ^Jod^J 
. dJ jli ^uLuJ! Ur (^UjjJ! ^ ^Joc^vJLoo ^oUl! 4i jxa,^ L^_ULUl 1 

^a d)Li o jo jU! 4 _jUo (Jl^-^-1 ^ fljl^J! 4 pU-*-^ jJi3 U U2oc_Jo d)l liU 5 j^ 

jJ 4_)V UJJij ^ Jlj-i-1 c_iJL^JI o>U oVLv2jI ^Jp c.- ^/?Ul 4jSUr 4 pU_U1 d-U dd 

doJ^UI oUj-^i! Sbl 5 pU—wJI Ur ( apU_U1j Jl jJ *-1 { j\o J^LJjl fJ^UJ 


uLs apU—^ vJl d^-SU oUj-Uil oJ-jfc d)l UsS* .cjj (_^l 3 <J^(JLv2jVI ^UioV 

Jodo L^_Uc^; 4 pU-^JI JlAicL^! (j-SUr U»S*. (JU/ 2 JVI ^-Uol Jl jJ *-1 ^Jojl^o ^jJI 





£IJJMJU* 4Jt-b LjL^jJbiXl 


£-*s>-j i J j>-Vl y* -b^o (J^*-^1 jy?^S Jl^i-l <. ajJl 4*ya>cO 

.L_SJ-£oil Jl oLoj^il y* 

f jW' O'® L$-uij [6] 

j-LdJ l_£ jI JwO c 4 _^Ij 4_> L*_>- j y V L^-yg yu ^jl j$Lc<jjl 01 ^0 -aj O' 

^—i kl y-A^ .^y^u y ?xj jl U^_Ol ^bJI (O - ^" 4-$->“U! ^Ua^-Vl y° 

'■ A ^ JAP' 

.ajL^J-I y* j^i,l jjjl!' j^j Lc jl^J-l ia«.ya (!) 

. jt£l ASV^ ) ( - 5^ >r 4 jjjg jj ,jIa>*! (v_- , ) 

J-J-Pj 4 0-3jl Jlj-i? lJLOiS"^J jjli^-P jLgJj ^ (—>-) 

£-0*j (Ji j 4 lJLoS^ Jjli jl <L^i jj: JglJjl jl i>-U-l 

. dJi -bu "oLixfT^ Jjli 

. ^Lc* l)!^J (,3 ^ $■ j^*l (J 

.Ojj-Jl <jj ^jc- -bwb oU r kH ^jaxj ^0 ^jl SjLsJ-I oUI^>- 1 j^oJ (_&) 

a^OLlII 

^_)^j!^JI jL^>- jA VI ^3 yU <- d^-^0*il A^lij iobj c3 ^ O-Jjjdl oOj 
LJ li L^jjJ j < L^s AOoVl oljuJI y Jdc- j^>- j IjaJ j .lo>- ^ojlll jJoJl j L^Oo 
£ ^J^>ejl C_jL<-j jj jl jl jCJ^-^Jl (jjLdJl O IdU <Uy2iO <0y2J ^i>oJ U 

.(_£; J ^JI j5jl ^)Ly>-j i^l^jl Ja^ya.) (jjCo La <Oal>* c ^Udll O>Lj0j^ 






iwii! C_LLuj1 ^ 

Laptop 


t ^LJI SLi-l ol ijjj*? (Laptops) i!<^w^l j £-1 o^*w?l 

* b^j&l Ll^o aj jiicj 6 oLoJ->- AjaXoj li 

4_Jl^^-l ^-Je£ b>!^il d)b ^<^)-$>-Vl (3 (Jl-^“l 

.jUa^-^J 4_^2 j£* 

(._inulj-vll j (JjAij ^ ^ | J 

-* ^ £• *V ^ ^ l ^ w\_-.C- f) */? 1-) I «^*U 

*!uj i 4_w^aJ jL^-^-I SjLio^VI (_5^-‘- <j ^-3 V 31 $ ^L^-l ^ 4j^>tl! oL«^i_*lb 

.4l£ Jya SjLioVlj 4_jca jl i 4*o|jj>0*ub 
^Jjjjoi^Illl (S- 3 ) 

^ 4_j^>tll oLa^J-xll \ (J ^J\ oLo^-LsJ.1 ^£jl_**<j J)\ ^*_^o 

4_5^>tl! *L«jLd! ^jt> L_sJ-^-^il Lc!^ l 13wLa a^jsj jl^i-l Jic V b_&^ <- ^-*-^1 ^V! 
O-L^ L^S" 4a_ociLw*j ob oLo^_Lco ^.jLJuSsJ 0^-3b L« j 

^^^s>c]\£ 4JJjj <L^Jfcl ol J oba^-bc« ^Lc- (Jj)^/?>bJ jl c (JjjJI 

^UjJI (^) 

J^-Ssj jcJ L« *tJ <by>ci! ob»j-xi! £w*jj>- jUi$ — (Jli-I <Uu„la? — IJjfc 

. I^ 4j^b^>~l ^c— «-^o i]L& 

187 lJi ^' M 

-A_) ^j-a Js>^_JL1 4_^Jjjw 0J-Ssj Ig 1<V?~ <uJ^_^|J ‘ aJ-^s-Vt a-i_A ll)jj 5_i>- k_™*o 




3 J UUk 4 4jl1j LjL«jJL*1I 


OJj-lOJI jl iJUl 3J^>0J 1^.0?^j?i4 3 3 Ji I^jI L3 < 

< jL^ji-l o-LJb ^Jl 4 _^j>JJ aISOo* 4^olJj>tic*j| j\ jl^_>- a£ j^j 01 OJoV j 

J ^_a oJL jlOI aISs-oII l c 3 j^- 0,1 o 3 3 JOo> o -bSO jJ l^j 

<jJ ll! 4_J^L£>-! 4j>c -0 OLoA ^j_S0 j<J lil 4 4 4 3 3j J—>" 3^ *—4 *j-L*l! 4 <o 

(JLilj o~s ji\ IoJLul Ji oLo^J-*l! OJ-OJ aSvJU.1 4_^jL| 0o3s t oL«3-*^ 
jjjqVj 4_JLbcu oO 3-*^ 0->lS" IjIj 3 oO 3-*^ O-UJ 3I <J3^ J^O O'* 

4 4? 0 I l ^ ^ ^* I^ ^_11 l </? 1» I * J*—£ 4 »—<a9 001 4?^^wO ! —L2 L^..Aaaa? 4_ca< 0. 

V -Ls 3 j_aS” Joe — 0L0 Vj — I0 _a OLs i aS" 3 OI oUolc aaIoII ajj-^JI o 0 »j-OJ .1 3 

(3^^-vO.l 01? 131 0» a1o« 3 !0a o-* \J .L^o a?j-OJI ^OsOao 

A?j-OJl ^_Le- 0L0 jJjOI oOa JO^-3 £ 4?jOJ! 0"° J>l^3 V OjLa^- oLqjJjco 

J 3 Jj 4 4 OJ.UJI ol A2>~^0dJ 4 O 3 A? ^-OJI y2J LgJ2_0? (J L_>- £ 1 gO0j->- 

,1a7 J_3 4_JaA0 pi £-3-0 A?j-OJI ^IjJI lO_A Lo LJIpj i j|^_9 V! 

.A?jOJO 

^-L_ei»Vl ol^ kw^wul ^0-1^ 0^ 01 0^^)^^^ 

D Jj -LO 4_AjjL>- 4_]^_^_^| 01 0 1 » l yg^Vlj ^Li ^Jl (JOj^ . J_J 4JU2J2H 

3^ ^3 J -33^ J^' Or* ^4 >o3j Owajydl 3^ J^ 1 

: Ula 3^ SiioVl 

oV3.2JVl ol?j_o - (Qualcomm) a?^_0J ^3 ^ 0) 

Oo-O>oj ^j_3j ( 3 -^ooji ot j,_a 00- 4_c-ij j 2 j^-aOO- jOj _ 3-boii oUV3^ 3 

4j^_ca)L>- 2] 4 4^0?l3l O^ 2 ^ ^0^^' ^ol^bjjl ^3^*^ 4 0 , \>0^>rA^ll ^0 


.^2004 T 0 OUajjOl 0^jOiOO AC-lSVl AOfc ( 1 ) 





3j-au-q 4Jt-b ljL4jJL»XI 


. (3j^* J^*-^1 aj^^jI>- 01 -^>lJ ^l3J Vl iv2Jio Jl cuiJI 

(Bank of LSsj^I <Jjjo ^a 1?J_^>-l a^j.^>cJL-^o J t —j^_ouL>- (3^) 

1 8 i-jj-* ^>lijlj «-L«—il i_j j^U-l 1 -La by^j i <—.itjil SjL^ jyi America) 

a^LaS- ya ^yzbrZZ e_aJ 1 

k_^.xSL« pUl ./g?-) k_—-^- <LJj^a-Si 1 y>~ 8 ( J_S' jj—* J—5-1 j <3j-~»«J (—>■) 

. (3 } ^yvi JIjJlAJI OliJUxll 

.(4 )L-«^j 1600 i^jj-^i (3 3^-^ 0) 

LoJ-Lp 55j_~JI 4_v^l>- t L5 jI jUai»-V-! “W? jj£\ c_j j_c4»Li-l 0 

UJl- 9 J 4 jL^_A-l 5_>Laji- A_Jjljl>-| 0 UI j^>-l (_^l -Lklj Vj 4 (1) llLoJ^ Vlj 4^jJj>tl^O jJU^O 

• 0 ^ j-^-' <_M 

A -a!' (. - 11inlj-s.il AjLa^. ^2] 

Lj£j^o — 0 L 0 jJl*11 J aJas>- ‘Z£-j\ y> L &~ 5Ji^uuiI^ i-1 <bLsb>- k —AJaXj 
< Physical Security iL—J-1 4 jLJ-1 JjL^jj 1 i-jsJI JjLaj jJIj ‘ SjjtaVl oUl^>-Vt jyj 

^-Lvs j-A Lo \ g-^-o tjl SLc-1 jA ^jj_Sl)l (^jLaJl L jks-j 1 (_£^>-*^1 1 aI-Ls-V ^^ic- Vj 

jJijj j»1 1 C—ilS" olS" j_Ji i oL^i-L j_a L« L^coj < .>1j_sVl b^° 

. S—o ^Sl^- 


: £—Sjil j Data Confidentiality in an Electronic Environment : jlj_by J1_ ia(l) 

http://www.nysscpa.org/cpajournal/2003/0303/features/f032403.htm 

.San Francisco Chronicle, June 28, 2005 (2) 

: ^ijll j Security News Highlights : jljby JUt* (3 ) 
http://www.inspice.com/aprod-code/doc/ITR-laptop-theft-news.htm 

.Time Magazine, January 27, 2003 (4) 





3j iii i a £L*J_i Jyai 


Ajjbyi cbui j+y\ (i) 

: c_5^ LujJjA-1 j+/3a«*,A> LuSsJj < oLI$L a liLs* 

J^-a L^-$L Jjl ^iij 4 oLajLxil V 4_LaLl» <LaLwa ( 1 ) 

La JjJj^-j < ajaJJ L>^» oL^_L_^JJ i- a** v?7 4 _ca»LvwJ1 oLa oU^SL 

.(J^-cali-1 Jl A^ji-ij aSwXJI l^JLa aL^^- J^Ss-C 

3^_£>-Vi ~L>-Ij aaO ^Li J^LaVi ^c-JaJo y (2) 

j' 

^ ^_11 La d^*a_wwL I A_) ba-L* I t ^y ba b>^ 4 (_j«AJ I aL-^-C" ^ < L«i ( 3 ) 

Lcl S^^J^Vi AS ^-ca J^a /40 Li ^L* (J-^ OL l yg >- V i (jV 4 aJ' sj^Vi 

3j r ^>- % Li aSsJU. 1 ob^-i-l Jj ^JL 

£ i^_j i i^-^^ i w\ ._£- A_J^_a-^“ i i. • a '. n 11 Aj ba-L" (4 ) 

< OH j->~y\ 0 J_A Jj_aj .L-Ui ^5 -Lp ^j-UlL^-L i^ojJ-J j 4 Olj-AjJij Olj-Cjj_li JJ_V2J>- 

J^-al^jJU «/2jXJ Li—!.} l)V 4 2jL_av-U 4_ybbi-i 3 j_j>cjA- 1 ^ 0j-£>-Vl j-J *»—wL^- 4 ^L—a 

^ i t < j^_ oaLLl ^ Vi ^ji^J-Ji L—L-L> J_s ^Ji L_*_L'^li 2ji j ^-i t ^jLu t Lj^L-i 

^ <. j ^_ouLLi ii ^_> Li LaS” . < j^_oaLLi 4_jjLi (*_*_! os> ^i ^Li SJjj_LJi 3j^^_li 

oLl iiL>Aj 4 jL^-i-1 aSJ l jJ ojLLJI djj^^ a J->-L ji AaHjLI S 
LaS” . o^j^- LJw I I 1 o ^ 1 4-9 i ^ ^ - ^ 

i otj-AjJtj oljirJ_lt jj .^g>- -LXc- 5JSj-^s-Vt ^j^ol ot«-t4^>- 

k_~>-Lvajj t 4^uVt ot«-ti.. axi ULc- ^Ls^t t>jja jl : l^JU i jL^jV tiiJij 

,3 ,j\ ./g./g^xll J^Ls^i 4 -La j-aA ^y> k_JLc- oV 1^Jij (jj j '-*^ Alii 


: ^ijil j Laptop Security Guidelines : jlJUL> (1) 
http://labmicc.tcchtargct.com/articlcs/laptopsccuritv.htm 





3j-UU-4 4JlJLs LjL4jjL*U 


aJ_& 43^_ UJ 3 ^J-\—^2_v2J>tX^ 1_ v2?U>c_Jji 3L-L& 01 4_£ 0^J_jJl 3 J-Cj-Il ^j) '■/2j- A 

c oLpUJI 31 JL^dl J_^o *-Vj-&j < oljJ-Jlj olj-c^ll ole-IS ^ Sj^_>-Vl 
LJIp d)j_Ssj oUj^JI OV OJJ ‘i ^Ll 'bJS' Jes oU^LOill <^J\£ til -w?l>- 

(3 ^woVl ^L>-sIpJ—« (j^_So ^cj 3 l S(J jA? 01 < cJjVl ^^-Jt (3 

4^L^j>c_U 4^Jllt 4^3“! ^c~c 0 o^° cJ ^ »3t jl^i-l ^3-^ ^ (5) 

<iS 0 j <^V ~iS «•!^>-Vl IOaj .ol^^iil a-Lfc 01 

L . • - ^ I £■ l •>/? I ^ > * | i« • • ■• . 4£«^_»wwJ 43I i , . o .... ^ *| I 3 | 4_vJ? ( 0 3 I I —L> 

^1 L^Lp l5 JI 4ijj_^J,l 2 j_g->-Vl 197 OLS ^-Ssjj^oVl ^JljJ-iJI oL^ 0 j>li!I 

l$03 ^J*J V CjO-v 2 _Lo 

^j_>- 31 ^j-^s 03 two^-Lx^jj 4 j^ 0 n>-i ^_w*j 3 ^-^ ( 6 ) 

0 jAij ^0—^ j 3^-^ wcjJt aj_& 3 - 4 -* j 01 ^—*-£^3 t_ji—$-^“t l 3cJ^ >r 3 ^-^1 

01 I —3 03 ^ ^ -A->- ^v 2 ^t 3 }<uipLi>-Vt ^-^vjJI 

v^jJI 2 j0cl_c4)I OL^«V0 4_JI 3 ^ 4_^.>> 3 0L£ L_v 2 j>wj jLfi -1 dUL 

3-^ j_Sj . 4 _oij 3 ^3-^Vt jL^i-i oi^-a 5 jl>- 3 3^ 3 ! 

.^i»-t 3 ^ 3 ^-^jJi 3 ^ 0 -> ji-t 

3 -A-^i_^o i_jt oOJj oV ^ 4^cLygjt 4 S*J-O^t -tj-p ji_^ 3 -i 3^0 (V) 

3 ^)t—^ 3-1 (J^-^^t 313^ oiJi^ ^ 313 4£'t»>'^ wjI 

LjT c 3 j^_« jL^3-I 01 ‘^ 2 _ 0 iScLx» L.^jIS jL^3-I ^S”^ 00 ! c.^3.3.^- til^ c 4iL^/? 11 

•(jrU33 aSOu 31 ^^“jl 3 0 ^ 


.(jjLot ^>- 31 ( 1 ) 





3 J. UUk 4 4jl1j LjL«jJL*1I 


A.\\kW (JjLuo j \I (s-i) 

Ljl^3 $ a_JL jLa-^- L&j1j£! J^-Sv-C ^z_)l 3^La.3^ , 3 La 

Z d-O-^3-1 J+/3 &\ 4X> 

^_L- (JJ) +/2 Ll J_JjJ Jj_a 4_ <*_£_a l^wO»_y2lJ 4_J^S jj^_a 4_<V_1S" ^1 ( 1 ) 

iwjL-S" 3 y?9 3 LlJL^U j_s ^ (3l)L>- (3 ^>L^33 (3 oLa^A aII 

. a _>^3 I o Ls-l£* 

< (Smart Cards) i^JJI oliUaJ! JA_>jjL!l a_>LjU oLt y>-\ (2) 

_JL l_3j_xj La j-^j 4_*>- jJ3^3 ^^ajl yglLl ^_Lc. SwLwLI iwijjjcJI oljjtj 

.oHaijfc JjL, J .^9 3 L^iU Ji j .Lw2JI Jla (Biometrics) 

oL j-LLi 3 jl^> l)L(bios) ^j-aLa Vi ^UaiU jj j^ 5 (3) 

.iJj-^o 1§JI Jj-v^l 0^ 3 ^3*^*' 

^aLi^JI ^Lw^ (J^-a-^l 4juLa ji (J^ 5 ^ (4) 

^-aLi^Jl 3^-^L (3 . d*-JjIL) Vl aSL-JIo (J^-a-^l Ja-ojl La-lS" ^>-1 ^-aU3L<2 jVL 

!j_a Sj-jL^ .(J^_a-^l jL^>LL! 4_SLlil aS*j_JzJL ^s?LL| ^oliLl 3 ^3^ 3 3 *^*^ 
3Ls<2j^J ^L^jLI ^1-Lt^_cal 3^)LL! (J^l^ Lj_ols .^I^jLI ^cJL*- 3 ^-L^zzj ^aU 
3 .^—>-3*^ _y2->l 3J) a. ^1 3 >*^11 *j-3 ^ 5 3 J% ^ < ^L Lo 

oLaj-Lca ^1j 4 — ^^a-SjJI ^^<j-& ^LiJ-Lca Jj^J C 
l & —L_C- L^ Lxj ^^L»w») 3“^^" ^ ^ ^ ^ ^ cxi I ^3) 

^_9j^3 J-jJj>tl! O-)3^^ L-aJ jL dJj3*^ aS"j_JLIj c SJa^_JzJlj c oVL^aJVl aS* j_Ja l^_La 

.<3jj—it jL^r' 

^_^jo Lp j^a w\_s 3 l-^— 3 -a 3^3^ Jl3 c ^L3L 3 aJ3 : ^‘^ oL3-^L^ (3) 

• ^^*A»VtA^C-d 1 





6 jjm u_ 4 4Jt-b ljL4jJL»XI 


3 oL-4S_jL^-i- 4.*_v2J>c.dJ I i-jLi-i-t 0 Ij J._>- ( 6 ) 

J«_SsJ 4 _j ^^Pyj *\IdJk l)\ ^o|IjJl L ^jW 2 .^ 2 >lxil jl^.i -1 

ctlJ 3y £ 4.J1 ! y ^-1 ^! Xp^X-uj I XXs- I xSyA 0y^i 4-> ^ * v ->^-*-4) l^-1 oy^p- 1 

j^iSy i L^.xSs^_ju y 4.S"I j,JL« 3 d^ddJ Lo LJLc- 4 .j j UJI \yJ>- \ OV 

4.Sv.^_JIsJ L 4-Ja^j^11 i <* I y^-\y 4_> IS^.J 4._jjL> UljJ.^- ^v2j olS* ^dJ I 

3 J o dS (J ^a.^1 jl^.i-1 . cd>ioULlt ^yo 

j'-4^-' ^t.^_v2_5 l -XJby c oy—X \^a Cd—> y.j^\ 4.Ss^_dj 4._laj^j^ £ 4.S"^_dJI ^jl_>* 

C* ^_^vj 1 ^ y^,^m*j X^ y . 4.^_*^sJ 1 11 ^ £ f > y \ </? </? .L.2 1 4 —>^P y£* I 

. v us;ji yA ylL* (3 4jL3..i-l 

3 oLjLJI 4diJ! ol^-l y>-*^\ { y^Asj (7) 

J_9 ^ £^_>-l i—i-) 2 yA ^J\ 4_jUa^! ^1 (J^_^-^l y \—3 4*P 3 ^ XSS- £ 4_]^a-^l 

. +/3 a 3 9 (^ 9 ^ c4( 

A-ljud^Jl (JjLujj 

4—^2-v2J>dil olj—xilj ^_^wLi-l OlJ —XA 0*)L^- ^C—d 

Z ( *^-^-^ ^-AI i 4j^3-^l Iw^uil^J>c_U 

(Universal Security Slot) : L5 ^_^o yA 3 Jsj^j ^-Ul oLjVI di!L. (1) 

. ^ 6 -U^ ^ \^ X 8 0 o y~^ ^ ^ cJj) <v ^ I twJj) *.a> l^- Ij 

^>- VI 43 Cd c (5 5 ) 3^-X^ I 3 ^ 1 1 ^ yA^>jy 


j|j_xilj X—^p jill ^2_Ul V j->~y\ !j—A Jd^jj . d^-flj jl !jl^>- 


: ^3y> J Laptop Security Guidelines : jljlsu (1) 

http://labmice.techtarget.com/articles/laptopsecuritv.htm 

http://www.computersecurity.com/laptop/cables.htm : ^B^il ^ (2) 





Oj III i a 4JtL> LjLa^JLjtll jj^ii 


^aiJ1 




4 <La( 


Id I 



.OuSM dUL-> :(55) ^J 


3 c-.^c4»1 ^-^-1 4 Jo^L> ^j_^a /40 01 U^dl 01 3 ?^ (2) 

J—«l£- j\ i j_dJI (3 £jd*L*JI ^ j-jq ^jti ^LJU 3^j-'-JI.j 4 jL^->JJ aSsJUI jJOI 

U_A wd>e_Uj .<& jOlSI jJL* 0jC-fJ ^Jf-ygj J^jjJl J^JwliLjcdl jl 4 Lg-3 4iUajJl 

0j-£> 01 «w*j£J • jW4"' (Docking Station) d-do 4_k^. j»d>dd> 

cddj iwv^L>- 0 j-^ 010^” 4 4_J_c- ^1 4_dSvilj dwddl <LcS^- 4_!a^l 

.^_wjUi.l ^IxAlb Vl l^JLC' 4 _Iv25 cO^' (JJajjj 

4 £IdC L_£jV 4 4_1 ^-4-^1 Iw^qil^-^“1 (J^^" *W2-v2J>cll 4, -jUL^-I Jj>d>j| d£ (3) 

.(J l j43 ^wO 3 i^£> 3 d>- 

O'Ji U^_dI -Ls ^ . l_£d*j 4J3 ^_Lc- L3^ 4-J^-*-^1 4^ww<^l^-^“1 Jj>d>j| J_xj ^cJ 
(J0 v2jV 1 0jJ_JL V^dxi 4_J(w^^ul^jA-l IgJCO 01 dig-1 yg>»Vl 

^_s^dl ^ . jjjjs Ij l>.}Lu» (J^-4-^l <■ - *>*-’I 0^-*4- o % ^Ka\j^\ Old*j . l5 £JL*}UI 







'ij.Lu.t-a AjlLi LjLajJbiil 


jLS" lil Lv^ j)./?>- i 0 L 0 4^Jajl jj 


j! jJcdi d)^5\j ol 


,i ; SLL<'iUI iSLjJl 






3M 't U^A \ olLuill 

♦♦ ♦♦ * 

Wireless Local Area Networks 

- (WLAN) IjU^I jLi\ ~ L£L^I olSL_LJI 

^)Lxx ^Ll 4_33*3 ^ 1—^.LT ji L^»aI i ->L^»V L->-^) (Wi-Fi) ^c-L l^Lc- sj UL>»3 

. 4_>*IjL| j_lp L^x*—c4jjJ ^ ^ I^jLLI c_jiJL^sj lDj 3 I l_$L /2j .I^j 

jli ^2006 J j_M 4 j| Jl L^JI (Gartner) l^Ji£-l j 

a^LL*u^\JI olSwiJlj (JL/2 j^J j\JI ^L*JIj j 4 JoL^UL 

jLisJlj <o^^_U 4_J^-a-^l oL_c^l^-! 4_^J jl 31^'^° j j^SsJj 

Li_L> (3 33^)1jJI 3xJI d j_A 3 La 34»*SL_c^ I olSwiJL (JL^ 2 j^J 

J^—al ~\_g_xa 0 ~Lj>-\ ^2004 ^Lp L-Uol 4_jl 4_Jl l— LJ^3 L« L? J .4_c^|jjJ| 

oISLlLJ 4_^LaVl o'^SLiiL L^?L>- L_^s 4_L3^° Vl 3J_>ciil oLV (3 ^^L-l 

• ^ ^ 31^ wLijJ I I 1 . - - ^ a ^^a 4^*^ LLa 0 w\_xj I I ‘-uLL_o^ ! 

CjU 

'-y^' jj-u^SL < 3JL <■ 4 J 2 LLI 4«J-^I aSLjiJI jl 

JL^>- 3 jl < c_j^_^IA-I 3 LsUaJl dJ_a O-JS : JLv^j Vl 4ilL> (1 

j)L Loca j-a LoSj .'ALa oLulLIL < LSs-L-4»^UI aSLllSI 3 |j> •>/?£■ O^-Ssj jl 
5J^-a»il tw^walLI .L^_*JL/2«a J^a 4iUaJl aJ_£j 4 J^>_^| tw^wul^i-l jLajea 

^^-Lc- 3jjLi (jj-SL! L^j Lj-jj^j j^a j_j ^^>-Vl Sj-^-Vl jl ^ 4iUaJL ioj^it 

J^-Ss-C ^JJI L 5 SU_^'^JI (JL/ 2 jVI Ojj-S" ^ 1 ^-jI -UL (56) ^Jj J^LlII 3j .(JL^jVI 


" Swisscom Mobile to launch Public Wireless LAN on December 2002 " : jljlsu jJj^j (1) 
http://www.swisscom.com 197 iiedia/20020 c >24 LiN.hlml : ^5jil j 




3 j.uuk 4 4JLb LjL^jJbtXl 



JU2 j^M 43llaj :(56) 


aS^wJlII^ < _ j(^j LLaj ^ aLw>- oULJI cJ^2jVI 3 ^Uaj j^2s>*Sjj 

.ijtjjla .Jl tju jJl 4iiAj L A^SU-c^^Jl 

jL^>- j < (Access Point) : ai-fcj : aS^-Jl!! ^J\ J^p-jJl 4 La'> (2 

ol—jl—O—oj i (57) jc—9j 3 ^^ ^ ^Ij—& A —• JZ*—^ 

(JL^sjVI oLiUa^j j JaJsj u oULJI 

4_Jaj2jJI aJ_& .4 jLL**J! 3^_3jjJI 3 ^JjLJI <uS2_^^\JI ^SwxJIj 

. (5 S) 3^-^ ^ 3 l V aSs^wJu tojj ^_aj ijo 



.4^Jji 3j J4k fa jjJl *l?-' :(57) 

^»Vl ol—«^1-*-^ aS2_^o 4^S2_c«^\JI aSwiJ! Jsj^j o^ 3 ^ o^>'Vl 3^ 



Cijjmjla 4jlJL CjLjjJLjiII l j J *] 


j\ <■ ^*Vl (J^i»-jJl 4 laa) I-A-& L . C»*->jSjVI <SL—Jlj jl 6 sLiji! 3 

c ^Vl aSw^JIj (Jl *,&) VI 4_^Sn-L^j^UI aSwiJI 3 jL^>- 3^J ^ i OoVl aSwIIi 

4S^-wJi> jl * Vl aS^wJlSI (3 ^j-u*Jj>ti_^dJ ^j_Sor L^S" 4 oJVl Jl Jj>.jJI jl 

.a^Sv-L^jVJI aSwiJI i_(L!^ 3j^j>-Vl 3i cJ^jJI Co^ sjVI 



L aSw^IJ I | (J4 is <? < a I ,A_^>cU ^ I 0^*^ 4^^n_L_ca* V 4^s»^_cx< ^ ^nj ^ * Is «— L^S" 

l)^-£oJ . ^SU_^V (Jl yg“l oLilla^j 4^-ll^- U JS" 0^2 Jl-i“l 3 j 

.(59) j JSUJ1 j US’ oUl!I JSLi 



















Oj III i a 4JtL> LjLa^JLjtll 



.(JSJaij Oj.b) dJa-^o <L£L->*s! a£~J* :(59) pij JSCjJt 


4 j^Loa^Ul dAfLbudll s^jux^ll 

^ 1 997 ^L_*Jt Jl 4 ^SU_c-jI 4_J^I olSv-w^JJ 4_JL_&i-l 4 lad> J^_j*j 

l-L^J ^LS oLa_s^l(Jji J_*J (IEEE 802.11) oLs-^l3 jV j ^jJI 
j_j^x ^_Lp l^Jjj_s d^> L^JljJi c^jIS* 4j1 Jj ^l£j .olSwiJI 

^_) ^Uaj ^ d-olS" L^jI . iLotill ^ 2 ^^L>cJo £ oL«^-I aI! 

(3 J_^-3U ^J/2-XJ Jj>-|jjJJ “W? j& L^Iaj^: |j_ftj jJ*>L>e^J 2 ? 4 <5j)jJ 

a j_ft J .SJULJl iJ^il C_4 jI j^Jlj £ iwJ^JJ^Ssjlll ^j/2JU Jiu L ^LkJ! 

_ft V ^£2_J>e-L« ( 1 ) 9j .4_ ujLJLI! oIj 2_*2?!^ll j 









Zjjjjjua AjlIj LjLajJjiil 


OlSLlJlJ L^iLiOl Cj\Lfi \jil iSjULa .(1) j,ij J jJ^r 

<J liajt 

t fii jJt Jit aJl &\jit 

>_J jjdt bt jit 

J^uCi ^JJt OliLJt i__jLiiJt 

<L3 

J_*£• _a • ol—ijaltl • 

4 ^._y 23 Os._djl t_ 5 ^^ 

at jL>1 (jt—3 JLltljJ ^ la 4 **J1 3 £ 

1.3-A C- ^L_l^: 4^. iJI iaat cajJt ot 5..1?> 


i=l_ii 


oJi J_*lil 


^sl_o 4 jjljLa (JOJ )1 

oLL^Ijil 4-^J- f\ • 

oi^-J 8 ^j_j . Ji-tj.-dJ 

la at ( j_a j^S^I 

^ ^<LSLJi^*!AJI ^ olL^Ijil 

4_isl ^i! 3j_£>-Vl ^0 

4_*_<^iLJL) 1 1^ll ^a 

IEEE 802.11b 


^ 5 Jj^Ju 54 


IEEE 802.11a 


[ ^ > !»>■ yA ^ * * »1—^ *uSLl * *j l 4 is: - < <j l < L -) La »A - C* l <v ^ a - </? i 4_>- LS. I *»_1 j «<? 11 3 «A C- ( 1 ) 

jl ^2/Cojl—Ala LolS” J a-L-Xol Lj^jI ljl L_oV 4-vwwJ^LlJua^^^^J 1 

L_JL9 ^ ^\_a_3u_l (3 0^ L-Ui^* l)L_S i l a.g >l>-^a 

aL_2[ol J_LC- 4_>-lxll 4 _j j^ ll C»ol^) L_^j Olj-U3l ^J_C- jS 1—aJS” 4_)ls ^C,j->-\ 3jl —■ju 






Bj iii i a i'Jt-Li CiLajJjtll Jysi 


LgJjJ_s • 

^Jl oLa^Jabl 

0jy _ £ _ Qj 4_L_ *J J 

ola^Jaj Jio i 

t <bJ_sull Jajl_^J1 

Oj_s^JI ol_ a\^S 

Sjj^aJlj 

J>-|JLdJ 4_b> j£- • 

J^S sJl 

^Jal^o V • 

4_asl 

4_*_<»*j Ljil 1 AJL^P 1^ll £XJ 
IEEE 802.11a 

1 J- .£> 

g-l >>»)! ol_s ^11_bLj 

taJL-c- ^1^4 aSL_^J1 
Js> 1_aj j_o jJ<_ 

4 jjULo i (J^ > **A_il 

4_^U)1 

IEEE 802.11a 

Si_3 14 j3 j—j • 

4Sb_2JI J_>-ta 

L^> 2.4 

jO* 

ll) j_Jlx> 1 1 

oliil / xul2_J 

IEEE 802.lib 

J^-IwLjJJ 4_^>• 

LJl« J j^SsJ 1 

^Jalw>o V • 

4_asl jdl ^ 

4_*_^iLJjJl AjL^P 1^ll 

IEEE 802.11a 

‘ j- 

g-l Jtoi ijl_9 ^)1_ 

bJ_C- 4Sb_^JI 

JpI _aj j_ a _s/?! 

4_jjULo (J _)1 

4_^U)1 

IEEE 802.11a 

Si_ 3 14 j3j—j • 

4Sb_bJ! J_>-b 

i^Lu^UI 

1_^ 2.4 

jo* 

jj-JL.54 

4btill/ 4^2-0 

IEEE 802.1 lg 







Cijjmju* 4JlLj ljL4jJL»XI 


Lb Is l L^jj^ j JjLJ! 3 LaL>-jjI oLL/?!^ i! L> 3 ° 3 } 

LiSIL^J ^-oOjLl C)j£j 0^ 00 <—■ 3 ^-‘-‘•’L*- 0 3 A_*P^J! JJLC- ^£^)l2L)l ^-v2-b 

.IEEE 802.1 lg jl IEEE 802.1 la i^UJI oli^ljil 

<£^l lUu L_a^ 
** • w ** 

L-Uij . l^-Uc- AjLji? c A,]g a a as i a^LL^j^U! a03^ aSwiJI oil01 L^" 

(Jl yg~Vl L£lLu <O^J_L J aSL_LJ! ^J\ 0^>--UI aJsjSj ^J\ AsUaJ! (JL/2 jJ -Lxj AjI 

* L Oi^; (3 < ‘ 

A ]fl ■> * ■£ C—J ■> 9 ^ ^ 1 A_^ J J)j^^j | l a/2 ■> ) A.^S»*_wO I | ^ A ilfl j) ( 3 

^j£- AlLca 

Jl^L^J A_^>3 oLojJjc* I^jLL 3 l£ oL/g^lll oJJfe Ja^llj (4 

L_Sj_xj La oUaJ-Jfc jc-ftt .cJL/2j^J Al^Jj 4 Ajl^tlc^Vl 

j^c La j_aj 4 (SSID) : ljLai>d Lj_*j ^JJI 4 (Service Set Identifier) : ^j\j 

. 1 i^J^" A^^LLa> A^0^*»*J 

a^. jJ! 1 gLc- 3^-^ *-« ^lJI o\ bill 1 g-JI j 1 LiI djl L «\ 11 ^^ LT (5 


.LSOL^I 


^Llaj ^\JJ>z^La>j\j j-^Io A^Ss-Lc*j^\JI aSLiJI J^L aLLxII JjO-*-' 3^ LLL- j 

^j_Ss s 3 J_£- J^LaI a_j I J_a jL-Lxlt ^UaJ 2^^ J 4 (WEP) i ^-<-3 13 vg *^ l_3*j 

. aL^Lj^J! aSwiJI *AjJ-^j^ 413 2P 3 ^OD! 

<ALa:^Ul L-ax.Ja JalSj 

*• * 

LsT 4 0^° ^0j_p a^5s-1_ou^J! 4_03l oISO-JlU 01 ^ Ljjco 

^_fi5 A_^oili-l 41 J_& 0) Ois lil AjL^i-l 3 -9 4 L^-ajOLa oJCy2j <LoJ>L>- l^J-^" i^ a ^j 

0V OJJij 4 olS0_2JI ^j_>3 ^^_J! Ij_& 3 Sj^>- 3^ *»- i»*0*! 1 -tLaJ 





3 JuUk 4 4 jl 1 j 


0 I 0 ^ ^ d*»-0 ^ I ^C—Is < £• £• I^f) * *J C A^^»doU li^^— <m*J L «. - - ^ ^ ^ | ^)—\^J 

I j—& ^ £ dgdL^jJ 4j>c^>c ygll 4_3j^laJlj £ olSs-w^Jl <j^ A^uLSd 4_j 1^)J ^_ol 

j<^' o-* (*2004 ^u. A^g ***) i« • ‘“^z ^ • 4 *>o I ■> C* l$d ’*"‘- 1 £■ d.v*o| ^ ^ | l <x ^A ) 

< ^_ouli-l ^-*1 -dg_*>3 J-S" 4_3dj^oVl 3J_j>cil! ol_>V^Jl (3 D j^ ^dJI ^dull 

»LvwwJ I l ^ * 1 <>. t!,*J ^^_] ! *w j l ^ d* I 'f' ^ ^ 0^ 1^ «A^2-) I L_lj2*Ui^C-J I L . • - ^ 

^jd>—*J j^SJ \—<S .o 1_4^J C^ygjAJ A^SsJ—oy^Jl 1_£jIS0_Jj (1)Lj O^dsl 1_g-Jj 

4_>0ajd( ^ l)I dal 4^Ss-l_cy^\J I olSs-wJlJI ( ^y0 /50 J /AO <-)l 3i C - J ^“d£jl 

/ ^(3^-dVl Ajdjjdl £\J-> (_£l 1^-3 d>-^j ^jl A 6 L—^-3Cyg 1^9 

J olj-jco ^l-dn^LcyO l^.l^-g- oLs->c^Jl <5 jjt ^yH 1 jZ^ 01 oJ^S\j dT J 

^yQ cJ^dlLa 3 jdt-cyd 6^9^o!^ 

: ^iVl 3 '-frg-^l (Jd&^-I (O^E 4 SjJjcu -juSs-L^^UI olSwiJI i—a-*-Q? JsL3J j 
y_^_v 2 _o ^j_sT I 0 d £ IfLdjJJ <U$s_Lcy 'AJI O ISwlJ 1 SJJ)^.y (ww^o ( 6 

< oUjJ- bil Jyalj < 31 ? AjjJ ^yA (0^^^ VI olSwlJ! DJ_& Jjulo J 

a_^L>- — (l)^ 3 "^-j ‘wjLS' 0 jxj V o^>"Vl c 3 

olSL_0JI 3 ^ Lo ' 0 1^__aj (^) 1 ^ ^jj ^ ^ */& *** ^ aS^—I 0^ ^ A 1-^-01 

l sT ^Oj*} aJ_*/?VI (SSID) a_< 5-3 0~> 0-JJ-i a_1LoI .LaJ^ li! ^Jl <uSU_^^\JI 

dUi V sLidl C^JIS* lil J ^LjlJI 3 iJl^VI (C^L-31 L5 J^ J-^ 

do IaJU l CjLo^ j-dco ^j_XX V doj Adj-C- Lo JJjd odd« 

o I ^ aJ JJ .< a* 11 A ^ d* I L»)^ ^ A»\^dd*«y li^^—<-y L . • - (_)^ <3 d^Js 1 ^ 

^Vl ASd-dJd A_dA^d-cy'dl! ASwlJl C2od" ISI Idd! 0^3^ J .oLoj-dd! 


Informit.com, March 2005 (1) 





£IJJMJU* 4JLL LjL4jjL*l,! 


ys- 4_^ji-l L$olil ^J! oLc-UjJI 3 ^ j 9 ^ OJJj OV i 3loull 

.0L0 ^ja\ j AJOj 

t oLpULIIj £ olj-^il Jo i>-j^L«l 3 4^-001 31 J^>--UI J^LaJ (7 

oi-^ lo ( OwoJI j L^a^ y* y* L&*i>»l ^2 j>c_Ju ^I (jl^oL aJI ^I 

.^U^Vl L^jISOo 3 L^JoLc-l ^ L oLo^^JI 
(Denial of Service) <LoJLSi-| J-JuJ JJ 4_ojll oU^^-gJJ lg_L?^ jJ JJ(8 
1 -A ft . <’f t 1 O OO1 4 ^Lx). 1 J ^ Lo . g-)-C- X L-S jtS' 4**^»l -u*J ^) 1 *L 1 £■ 1 • X? C-1 ( ^ -A) j 

oIjL-xaV <LSvJL^i*}UI oLSw^JI 4_! j-la>-l -A_jl> oLoaojt^Jl I j~a 

: Lgosjkl 

L_a_Jail j-9_ys (_£.>.>j-J (3'_^ i_s_^ - 1 _LSU_olSL_D1 oj 0 

jxJi (31 jaiil iLlli ^^le- i! j$ «..> ^SLc j ‘ oliUl JJLJ bJoojj^SO 1 

•W^ <_AlOJ j9jJ 

d^hA__*/2J «A—11 I r 2004 f u (3 *L>- li (l-j 

Ol_OJL>cl)l L_O^Lo J L_0J_^UO Jj_o| J_g_AO Jj_O J—S" ^_^SsJj^oV 1 0 J_>clll oL_J V^Jl 

oL_<vj>c_^JI iS'jLia cJjVl j-S*Jil ol^_o 4_>jjji-l 3 z} 3 *-* oLjj>cjfc 0^ 4. ^Jljj_i!l 

oi io& j £ 4_ijjj ^ jji jiVi yo aLwvOi ^oi ^ji ^ijj>coij 

. oL^j>c_^JI yo 1^-* jj-iOu IjjL^? ^jw>-L^il yo I j^S I 
^ ^ | ^ l* l ^ l <V ) | •*L) l l ^Ci A |^AJ ^ y 

3 opIjJI Sj^j^VI j (Jji-JJI > {jo 0L/2jVI ^j-u^jIj 5-UjI 4jI Loco ^o jJj £ aSLoJI 
yS~ OwLco 4_<yla”Io Ol y3> ^_Lc- A^oj^SsJl oL/2_o (JaJsjU J-*- 4 *'j^ aSLoJIj (JL*/2j VI 

^_Lp 3j_^.^>-Vl -ic-Lo *o_^o oLo jJjco L_^jL 1? 3 l£ 0LO20 II d j_A 01 J £ L^_^aj 









Cijjmju* 4jlJLs LjLsjJjd,! 


L*? cJ—go Jyj iljjJI l al ^-11 4 (JIjsM lOfc 3 I^J\ *./2 *./2 :>cO 

.ol* ^yo\ j^w 2 j oWt j>"\j oLjIwj j ^<o J? 01 jy 3 J?UI (w* 4 i 
1 4 Lgo£l<uSU^»^UI olSwiJI olJ-*i (3 

. 4_djLv0l ol^laj>cJJ <L^O>- <^>*-0 0^50 (jl 

. 4jfcjOLa ^Jado I ^1 L_9L)d?V oLojJ_xil OlSwl) 4-J! J^ (4 

(1)^-?- } <dw^ 4S0 _JL)Ij (Jl «/?>V1 4lad> Lg^S ^J1 ^1^ll ^)0l>»! Cj^ vS> ' (3 

aLdji.1 jl 4 0-~Jl 3i jos Jj^Ol L$)o (Jj-SO L*? 4 4lad)Sl 

. i«oJl Jaldlll ^5 3-4 j 2)J O^o L« 3“0-<2 j^ 4 (jlSs-oVl jdS 

{ j ! \_a LJ 4_j^S ^o 2 _JL> 4—<Uaj I ^ 4_j^J I ^ d>c-l) I O V^—?3*3.3^*—do ( 6 

. oLo^J-’Ol 


wO-JJ (1)1 jwdjj 4 l—kjlSsjl s_C V 2 Olj^— >_£ ^Ss-l_c4»^J! (J l ^ > V 1 aSs^oJ 

3jJlSsJ! olj-ocdl iw^uj 4J1 4 JI 4_oJl ^JJl j .4^SsJ_ooV a?Lo 3Lio 

d)Li 0 L 0 jAaII 4_*JalV oLSI j^->-1 (j-J* <JJJi ^j£~ j«j>cJo jJ L«j 4 A^Ss-L^^I olSLdJI 3 
L*? 4 j *UJI -aJSAL^I olSloJl L5 i^ SoUJaill j ol?jdJ! L5 i^ 

.<JJJS Joi?o (^Jl oUl^>-Vl j oL-*jLwwJI Lg-JiP d)l 






Cl)L<5 jisuAji ^ 


Adware 

Attachments 

y 

Attacker 

Authentication tools 

dr* 

Automatic Updates 


Availability 

jj !j —Uj ol — «jLd! (J j^ oL*— ^ 

j y>- jJI / 

Backdoors 

Biometrics 


BIOS 

Black List 

^UaJl 

A^jLdll 

Browser 


Brute Force 

*Ld lyg a~A.xi S ^\ AjL^laJI 

CD 

Computer 

^oji.1 ^y jJLS! 

Configuration 


Cookies 

Crack 

-IpLojVI oLaLq jl ^-1x5^11 

J-*2J 

Critical Updates 

A^- OlLJj>d!l 

Data Confidentiality 

oLo Ajj^i 

Data Integrity 

oLo( A^ISsj j l) 

209 ' ~ 




ij iii i a 4 JlJLi Jysj 


Decrypt 


Default Configuration 


Denial of Service 

JjM JJsjo 

Dialog Box 


Discoverable 

JjU j 

Docking Station 

i, **.. 4J2 £■ 

Domain Name 


Download 


Eavesdropping 


E-mail 


E-mail account 


E-mail address 


E-mail Best Practices 


E-mail client 


E-mail Filtering 

t jy 

E-mail Server 


Encrypt 

'e.t, 

Engineering 

1 4«o<j ! 

Filtering 


Firewall 


Hackers 

0 / Cdojib V 1 4JLv^l 




Zjjjjjua AjlLi LjLajJjiil 


Help Desk 


Heuristics Engines 

o LJk I .Xc* 1 c—* 

Hoax 

£>UI j] 

Hotfixes 


Inquiry 


Install 

<.—ww^Jo 

Installation 

l—ww^Jo 

Instant Messenger 

e/^'cW 

Intruder 


IP Address 

L>cjj ^ l l 

Junk mail 


Keystroke Logger 

^oUi! *£>- ol ^JL> ^ 

Laptops 


Malicious codes 

aLwA-I £y>\ jJI 

Malware 

jJI 

Master 


Message body 

iJL. jJI ^ 

Model 


Network Address Translation 


Non-Discoverable 

Jjli j*£- 
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